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CHAPTER 1

1 The basic regulatory enablers are discussed in Staschen and Meagher (2018) and further developed in Kerse and Staschen (2018), Dias and Staschen 
(2019), Dias and Kerse (2021), and Izaguirre et al. (2019).

2 For more on the application of proportionality to supervision, see BCBS (2016 and 2019). Additionally, Borio et al. (2022) advocates for 
the principle of “same business, same risks, same rules,” where regulation and supervision are not only focused on institutions and regulated 
institutional types, but similarly apply to institutions of different types that perform similar functions. Market conduct supervision is an example of 
such a “functional approach” to regulation and supervision, covering all types of regulated entities that offer similar services.

INTRODUC TION

R EGULATORS IN EMERGING M ARK ETS 
and developing economies (EMDEs) have made 
substantial progress toward putting in place the 

basic regulatory enablers for inclusive digital financial 
services (DFS).1 While a positive development, enabling 
regulation is not enough. Effective supervision is needed 
to ensure that regulations are adequately applied. Without 
it, regulated nonbanks providing DFS (referred to as 
“DFS providers” throughout) may take excessive risks or 
adopt practices that could jeopardize financial inclusion, 
consumer protection, competition, integrity, and stability. 
Two aspects of effective DFS supervision take center stage:

• Proportionality. Supervision and regulation must 
be scaled in line with the DFS provider’s business 
model, size, complexity, and risk profile—all of which 
determine the impact DFS providers have on the policy 
goals pursued. Lack of proportionality could impose 
excessive compliance costs that impact the provider’s 
ability to cater to underserved populations. It could 
also leave risks unchecked. Proportionality demands 
that supervisors have a solid knowledge of DFS 
business models, along with their benefits and risks. It 
should be applied in all phases—from regulation and 
licensing to supervision and enforcement.2

• Risk-based supervision. Risk-based supervision 
(RBS) is closely related to proportionality. It requires 
using a methodology that systematically assesses 
risks and allocates supervisory resources. Financial 
supervisors worldwide broadly acknowledge that the 
risk-based supervisory approach helps them to achieve 
proportionality and effectiveness. Supervisory procedures 
and intensity should be adapted to the risks posed by 
DFS providers following systematic assessment of risks 
and the application of a balanced mix of supervisory 
tools. The risk-based approach helps authorities in 
EMDEs to optimize the use of scarce resources and 
overcome some of the challenges they face in supervising 
a burgeoning DFS market. 

Creating an effective supervisory framework is a complex 
task that takes effort and time. However, supervisors in 
EMDEs often face competing priorities and challenges 
to implementation and may lack the experience, time, 
or resources to make significant improvements in their 
supervisory approach (Newbury and Izaguirre 2019). 
Building on CGAP’s work in several jurisdictions, our 
extensive previous research, and our work with partner 
development organizations, we created this Technical 
Guide to provide practical guidance and set strong 
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foundations for DFS supervision.3 It also offers a range 
of additional examples and guidance, such as step-by-
step guides and data templates. The guide is divided into 
four chapters:

A. Designing the DFS supervisory framework. This 
chapter guides supervisors on how to design an 
effective DFS supervisory framework.

B. Implementing the DFS supervisory framework. 
This chapter offers guidance on implementing the 
supervisory framework, from licensing and offsite 
supervision to onsite inspections and resolution for 
DFS providers. It also discusses how to improve intra- 
and inter-agency coordination.

C. Overcoming implementation challenges. This 
chapter offers basic guidance on how to overcome the 
challenges commonly faced by EMDE supervisors 
aiming to implement effective DFS supervision, 
including challenges with data quality. 

D. Addressing emerging issues in DFS supervision. 
This chapter offers an outlook on relevant emerging 
developments in DFS and their potential supervisory 
implications.

Key references are cited throughout the paper and links to 
additional examples and guidance are embedded in each 
chapter. The full list of additional examples and guidance 
can be found in the table of contents. 

3 CGAP recently supported the work of supervisors conducting supervision of some DFS providers in several jurisdictions, including El Salvador, 
Ghana, Jordan, Myanmar, and Pakistan.
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CHAPTER 2

4 Nonetheless, the supervisory approach to some innovations relevant to banks, those discussed in Chapter 6 in particular, is still under development 
even in advanced economies. Further research and experience are required before guidance can be issued on such innovations.

A PPROACH OF tHIs  
TECHNICA L GUIDE

T HIS TECHNICA L GUIDE AIMS TO 
help supervisors in EMDEs design and 
implement effective supervision of DFS and DFS 

providers. Its general approach is as follows:

• DFS includes a range of financial services delivered 
through digital channels, such as payments, credit, 
savings, insurance, and remittances. While most of the 
guide can apply to any type of service, some sections 
focus on specific types of DFS, such as electronic 
money (e-money).

• Providers offering DFS in EMDEs include banks and 
nonbanks. While most of this document’s guidance 
could apply to supervision of banks providing DFS, the 
focus is on nonbank DFS providers for three reasons. 
First, a well-established body of international guidance 
and standards for prudential bank supervision already 
exists.4 Second, we take into consideration the fact that 
in most EMDEs, bank and nonbank supervision is 
separate (i.e., placed in different departments) and the 
main audience is the latter. Finally, the main driver for 
producing this guide is the emergence of innovative 
DFS providers in EMDEs—nonbank e-money issuers 
in particular. Such market development has rarely been 
matched by the development of a comprehensive RBS 
framework, let alone a framework that covers nonbanks 
offering innovative DFS to large numbers of customers. 

The guide intends to help supervisors in EMDEs that 
face this particular scenario.

• As the guide focuses on nonbanks, it does not advocate 
for differentiation of bank and nonbank supervision. 
Since the definition of DFS is so broad and because 
banks can (and do) provide DFS, it is important to 
align the supervisory approaches applied when banks 
and nonbanks carry out similar activities—the “same 
business, same risks, same rules” approach advocated by 
Borio et al. (2022).

• Most of this document’s guidance could apply to 
supervision of any service type, not just DFS. That 
is because the guidance focuses on a foundational 
element—the establishment of a risk-based supervisory 
framework—as a prerequisite for effectiveness. Such a 
foundation is necessary for every type of supervision, 
including supervision of DFS and their providers. The 
focus is justified because RBS is still underdeveloped in 
many EMDEs. 

• Although most of the guidance generally applies to any 
DFS or DFS provider, some sections (e.g., Additional 
examples and guidance 5: Analyzing an EMI’s licensing 
application) focus on e-money issuers given their 
prominent role in financial inclusion in EMDEs. 
The guide does not address specificities of all types of 
DFS. CGAP continues to explore supervisory issues in 

https://www.cgap.org/sites/default/files/2023-08/5-Analyzing-an-EMI-licensing-application.pdf

https://www.cgap.org/sites/default/files/2023-08/5-Analyzing-an-EMI-licensing-application.pdf

https://www.cgap.org/sites/default/files/2023-08/5-Analyzing-an-EMI-licensing-application.pdf
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innovations relevant to financial inclusion in order to 
identify the need to issue specific guidance.

• The guide does not advocate for special supervisory 
procedures to advance financial inclusion. Its focus 
is on establishing effective supervision of services 
and providers that are relevant to financial inclusion 
in EMDEs.5 Financial inclusion monitoring is not 
addressed as a supervisory concern. The assumption is 
that financial inclusion and other policy goals such as 
competition are supported by effective prudential and 
market conduct supervision.

• Although the guide emphasizes the importance of 
building a risk-based framework for DFS supervision, 
it is not a comprehensive manual. Extensive guidance 
is already available in the existing literature and 
international standards for setting up RBS (see the 
References and Additional Reading sections for lists of 
key sources).

• The guide intends to help supervisors as they work 
on a framework for DFS supervision in their country 
context. Each chapter cites references that can assist 
supervisors in improving their current framework. 
Moreover, links to additional examples and guidance 
throughout provide illustrations and further guidance. 
The additional examples and guidance are not intended 
as standalone pieces but are rather meant to be read in 
conjunction with the main guide. 

• Due to the above considerations, the guide should 
be adapted to each context, including stage of RBS 
development, quality of supervisory data, availability 
of resources and skills, and types and number of DFS 
providers subject to supervision. Supervisors that have 
already fully implemented the risk-based approach 
may pick and choose guidance and resources from the 
guide’s various sections, for example, if they intend to 
address a particular implementation challenge (e.g., 
data quality). Supervisors at the beginning of the 
journey to RBS implementation may find many parts 
helpful and supportive of their own planning and 
implementation strategies.

5 The approach was also adopted by BCBS (2016) when discussing the application of the Basel Core Principles for Effective Bank Supervision to 
institutions relevant to financial inclusion.
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CHAPTER 3

6 See Tomilova and Valenzuela (2018) for a toolkit that focuses on how to identify and manage links among the following policy objectives: financial 
inclusion, stability, integrity, and consumer protection.

DESIGNING tHe  DFS  
SUPERV ISORY FR A ME WORK

T HIS CHAPTER PROVIDES GUIDA NCE 
on how to establish a solid foundation for DFS 
supervision. While supervision is shaped by 

existing legal frameworks and regulations, certain 
design issues need to be considered regardless of the 
regulations in place. Good planning is essential in all 
contexts, including deciding upon an organizational 
structure and which data collection mechanism will 
support a risk-based approach to supervision. This type 
of foundation allows supervisors to continuously adjust 
their supervisory practices to evolving DFS issues and 
respective regulatory responses. 

Supervisors may find it useful to plan and make 
incremental improvements toward a stated vision of 
RBS rather than strive to establish a perfect supervisory 
framework from day one. RBS requires supervisors to 
develop a methodology to systematically assess the risk 
profile of individual DFS providers and identify system-
wide risks. RBS allows them to tailor the intensity, 
frequency, and focus of supervisory activities in proportion 
to relative risks and to optimize the use of scarce 
supervisory resources. 

This chapter contributes to the implementation of a 
risk-based approach to DFS supervision. Its guidance can 
be applied either partially or in total, depending on the 
supervisor’s needs and capacity and the specific country 
context, including whether RBS is already conducted on 

other regulated sectors by different departments or by the 
department currently in charge of DFS providers. The 
following areas are addressed:

• Creating a risk-based approach to supervision 

• Defining an organizational structure

While designed for supervisors at the beginning of the 
journey to apply RBS to DFS providers, this chapter also 
contributes to the ongoing work of EMDE supervisors 
striving to improve an existing risk-based approach.

3.1  Creating a risk-based 
approach to supervision

Risk-based supervision is the key to supervisors 
achieving statutory policy goals, assuming that 
resources, capacity, and skills are limited. The RBS 
methodology allocates supervisory attention and time 
(i.e., intensity of supervisory activities and enforcement 
measures) according to a systematic evaluation and risk 
prioritization. The intent is to rationalize efforts to achieve 
greater effectiveness and efficiency. This makes it easier for 
supervisors to strike a balance among the policy objectives 
of financial inclusion, stability, integrity, competition, and 
consumer protection.6
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RBS requires supervisors to identify and measure the 
risks created by each provider’s DFS activities and to 
estimate the potential impact of such risks and the 
likelihood they will materialize.7 With an understanding 
of the relative importance of various providers (i.e., risk 
assessment at the market level) and the different risks 
within each provider (i.e., risk assessment at the provider 
level), supervisors can tailor the type, scope, and depth 
of their supervisory activities.

A first crucial question to ask is, “Which type of 
supervision is the risk-based approach being designed 
for?” The answer will determine the choice of policy goals, 
the supervisory objectives, and the risks involved. Two 
main types of supervision can be identified: prudential 
supervision and market conduct supervision. The former 
focuses on provider safety and soundness, the latter on 
provider business conduct, usually with the aim to protect 
consumers. In some countries (only a few of which are 
EMDEs),8 different authorities perform prudential and 
market conduct supervision. This institutional model is 
known as “twin peaks.” In many EMDEs the two types 
of supervision fall under the same authority, such as 
the central bank, even though they may be conducted 
by different departments (i.e., internal twin peaks). 
Regardless of institutional setup, both market conduct 
and prudential supervision require a risk-based approach. 
The broad concepts described in this chapter will be the 
same but the methodologies will differ in the details.9 
In cases of a specialized department for market conduct 
supervision, this department should also cover DFS 
providers, and the department in charge of prudential 
supervision should not consider consumer protection in its 
risk-based methodology. 

7 See Wright (2018a and 2018b) for further guidance on how to implement risk-based supervision.
8 Examples include Mexico and South Africa but several other countries are currently considering adopting this institutional arrangement.
9 See Gomes et al. (2022) for a guide on how to implement risk-based market conduct supervision covering many types of providers, including DFS 

providers. See Chalwe-Mulenga et al. (2022) for a review of consumer protection risks posed by DFS.

After defining which type of supervision will be 
conducted, supervisors can set the foundation for 
risk-based supervision by following the three initial steps 
detailed in Figure 1 below. 

The outputs of these steps are not static, especially 
since the DFS industry is quickly evolving. Over time, 
supervisors may refine their understanding of the relative 
importance of various risks and identify new ones. RBS is 
a dynamic, continuous, and adaptable cycle of planning, 
implementation, and feedback. Swift changes must 
be introduced when needed, including changes to the 
articulation of policy goals and supervisory objectives, 
the identification of indicators, and the risk assessment 
methodology itself. In the course of this adaptive process, 
the quality of data the supervisor collects and data 
analytics capabilities also play an important role.

3 .1.1   S T E P  1.  M A P  S U P E R V I S O R Y 
O B J E C T I V E S  A N D  R I S K S  T O  
P O L I C Y  G O A L S

Supervisors need to articulate their overarching policy 
goals and the specific objectives supervision will pursue 
under each. Policy goals vary in level of priority, and 
supervisory objectives need to be identified considering 
such variation. Supervisors should next identify the main 
risks DFS pose to achieving supervisory objectives. For 
example, national payments system (NPS) law could make 
the supervisor responsible for (i) ensuring trust in the 
NPS and (ii) ensuring NPS efficiency. Depending on how 
the supervisor prioritizes these goals, a set of supervisory 
objectives would be identified for each. To achieve trust, 
for instance, DFS supervision objectives could include 
ensuring safety and reliability. Several risks could be 

FIGURE 1. Initial steps to set the foundation for risk-based supervision

Step 1
Map supervisory objectives 

and risks to policy goals

Step 2
Identify impact indicators and 

classify DFS providers

Step 3
Develop a risk assessment 

methodology
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identified under each supervisory objective. Figure 2 shows 
an example of mapping supervisory objectives and risks to 
policy goals. 

Identified risks can be classified into two main types: (i) 
risks of the broader operating environment that affect all 
DFS providers and are usually beyond the supervisor’s 
and providers’ influence, such as high inflation or political 
turmoil (macro level, market, or systematic risks) and (ii) 
the micro level risks of each provider (idiosyncratic risk).

FIGURE 2. Example of goals and objectives mapping for payment services

Foundational laws
e.g. national payment system (NPS) law

Policy goals

Supervisory objectives

Risks

Ensure trust 
in the NPS

• Safety
• Reliability
• Availability

Ensure 
efficiency of 

the NPS

Support 
financial 
inclusion

Risk indicatorsData needsData collection

Additional examples and guidance

1. Supervisory objectives and risks mapped to 
policy goals

https://www.cgap.org/sites/default/files/2023-08/1-Supervisory-objectives-and-risks-mapped- to-policy-goals.pdf
https://www.cgap.org/sites/default/files/2023-08/1-Supervisory-objectives-and-risks-mapped- to-policy-goals.pdf
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3 .1. 2   S T E P  2 .  I D E N T I F Y  I M PA C T 
I N D I C AT O R S  A N D  C L A S S I F Y  
D F S  P R O V I D E R S 

Once supervisors have mapped supervisory objectives 
and risks to policy goals and before they develop their 
risk assessment methodology (Step 3), they are ready to 
start prioritizing. 

When prioritizing risks to calibrate supervisory efforts, 
it is useful to examine risks at three levels: (i) the highest 
level, where risks determine the relative importance of 
different DFS activities across the market (e.g., e-money 
issuing, payments, digital lending); (ii) at the mid-level, 
where risks determine the relative importance of 
individual DFS providers involved in similar activities; 
and (iii) at the micro level, where different risks are of 
varying relative internal importance to each provider.

Once supervisors have reached an understanding of 
how much attention the different types of DFS activities 
deserve, the next step is to classify DFS providers 
according to their relative importance (risk) by estimating 
their potential impact on supervisory objectives. 

Impact indicators estimate the potential harm that would 
result from the materialization of a provider’s risks. With 
a list of impact indicators at hand, DFS providers can 
be ranked from highest to lowest impact. By nature, 
high-impact providers receive more supervisory attention. 
For example, the failure of a large DFS provider could 
impact trust in the entire DFS market. Provider size 
(measured, for instance, by number of customers) is a type 
of impact indicator. The identification of impact indicators 
is one of the first and most basic steps to start optimizing 
the use of supervisory resources.10

10 The risk-based methodology combines measuring the impact risk materialization would have and the likelihood it will occur. Hence, it requires the 
use of likelihood indicators, in other words, indicators that show whether a risk has a higher or lower chance of materializing. While this Technical 
Guide focuses on impact indicators for the initial step mainly for simplicity’s sake, it also recognizes that in practice, many supervisors in EMDEs 
mix impact and likelihood indicators in the initial phase. Complexity of products is an example of a likelihood indicator. Focusing on impact in 
this phase does not mean this Technical Guide proposes a risk-based methodology that ignores likelihood. The likelihood element becomes more 
apparent when supervisors undertake risk assessments of individual providers. For example, a provider with weaker governance and internal controls 
would be placed higher on the likelihood scale than a provider with strong risk mitigants.

11 Since only a fine line exists between inherent and net risk, risk assessments can also help supervisors adjust their initial estimation of inherent risk.

3 .1. 3   S T E P  3 .  D E V E L O P  A  R I S K 
A S S E S S M E N T  M E T H O D O L O G Y

RBS requires systematic risk assessment of individual 
DFS providers based on a standardized methodology. The 
methodology acts as a guide for supervisors to measure each 
provider’s risk in order to prioritize supervisory efforts. In 
its written form, the methodology looks like a supervision 
manual, with instructions for analytical procedures. 

At this stage, supervisors will have identified impact 
indicators (i.e., indicators of inherent risk). DFS providers 
undertaking similar activities will find a similar set of 
risks inherent to that activity. For instance, since virtually 
all DFS providers face cybersecurity risk, it is a risk that 
can be considered inherent to the DFS business. However, 
the actual level of cybersecurity risk varies according to 
each provider’s risk management and mitigation practices. 
This actual level is known as net (residual) risk. The 
risk assessment methodology is the main guide to help 
supervisors estimate a provider’s net risk. It could be, for 
instance, that a provider previously classified as high risk 
(because it has the largest customer base) is classified as 
low risk from a cybersecurity perspective because it has the 
best risk mitigation strategies among all providers.

The objective of conducting a risk assessment is to 
estimate the net risk of a particular DFS provider.11 
Risk assessment evaluates the internal controls, risk 
management, and governance measures the provider has 
put in place to mitigate the risks inherent to its business 
and the broader market risks that may exist. By comparing 
the net risk of different providers, supervisors can fine 
tune the provider prioritization that started with impact 
indicators analysis. Assessment also provides granular 
knowledge on how each provider deals with each risk so 
supervisors can prioritize each provider’s most problematic 
areas of risk. This knowledge allows them to adapt the 
scope of subsequent assessments as it is not necessary to 

Additional examples and guidance

2. Examples of impact indicators

https://www.cgap.org/sites/default/files/2023-08/2-Examples-of-impact-indicators.pdf
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carry out a comprehensive scope of risk assessment for all 
DFS providers each year.

The first step in designing a risk assessment methodology 
is to identify all relevant risks, also known as risk 
factors, risk components, or risk categories. For example, 
ineffective fund safeguarding would be a risk for a 
nonbank e-money issuer (EMI). In assessing nonbank 
digital credit providers, credit risk would be a major risk. 
The methodology used would explain how each risk is to 
be assessed and the specific indicators and risk mitigants 
the assessment would analyze. In the EMI example, 
effective reconciliation between total e-money issued and 
funds set aside in float (trust) accounts could be a mitigant 
for the fund safeguarding risk.

Estimating the net risk of a specific DFS provider requires 
supervisory resources, including staff time and human 
resources with the right expertise and skills. If conducting 
a full risk assessment of priority DFS providers is initially 
not possible, supervisors can scale down their workplan to 
undertake what is possible given available resources and 
data. If the initial assessment cannot cover some priority 
DFS providers, supervisors may consider including them 
in the next supervisory cycle based on the plan and 
available resources.

3.1.3.1 Risk matrix
The elements of a risk assessment methodology can be 
summarized in a risk matrix like the example shown in 
Figure 3. 

A risk matrix is a visual representation of each type of 
inherent risk for an individual DFS provider. Within 
the matrix, “area” can be a business line, a type of DFS 
product, or a combination of the two. It is often referred 
to as “significant activity.” Less complex DFS providers 
may not require different significant activities to be 
identified. Each type of risk inherent in each significant 
activity is assigned a degree of significance (i.e., a weight) 
that impacts the DFS provider’s total inherent risk. For 
example, in the case of an EMI, the e-money product 
carries the highest weight among all products (if the EMI 
offers others). Within the e-money product, the inherent 
risk of fund safeguarding could be assigned a higher 
weight than, for instance, liquidity risk. Assigning relative 
weights is not an exact science as the process is heavily 

FIGURE 3. Generic risk matrix for risk-based supervision
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Additional examples and guidance

3. A risk assessment methodology for EMIs

https://www.cgap.org/sites/default/files/2023-08/3-A-risk-assessment-methodology-for-EMIs.pdf
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influenced by supervisory judgment and experience. 
Weights can also be fine-tuned as experience grows with 
supervision of different types of DFS providers.

After evaluating the quality of a provider’s internal 
controls, risk management process, and governance, the 
use of weights for risks and significant activities within 
the provider allows supervisors to calculate net risk: 
the sum of all weighted risks. Net risk is represented 
by a rate or score (i.e., a single number or letter, a short 
expression) chosen from a predetermined rating or scoring 
scale (e.g., risk levels 1–4, low to high).12 With the rate 
at hand, supervisors can more easily and consistently 
compare providers. Supervisors should additionally make 
a judgment call on the expected direction of risk for the 
DFS provider (i.e., increase, maintain stability, reduce). 

A risk assessment methodology and risk matrix can be 
developed for virtually any type of DFS provider. It applies 
the same ideas as the more well-known risk matrices for 
prudential banking supervision. However, the methodology 
and risk matrix for most DFS providers is much simpler 
than those used for banks. Since banks perform a broader 
range of activities, their inherent risk profile and assessment 
of their net risk is much more complex.

It is important to note that conducting risk assessments to 
determine the net risk of a DFS provider carries a cost for 
supervisors. Supervisors need to prioritize DFS providers 
for the purpose of conducting risk assessments (or not), 
according to previously identified impact indicators in line 
with existing supervisory capacity and human and financial 
resources. It is unlikely that all providers will ever be subject 
to a full risk assessment covering all risk areas. 

3.1.3.2 Learning from peers
Supervisors may benefit from engaging with peers in 
other countries to learn more about how they developed 
their risk assessment methodology, including the risk 
matrix, and what they considered when assigning 
relative risk weights. Peer engagement may be helpful for 
jurisdictions at the beginning of the risk-based supervision 
journey. However, due caution must be exercised given 
the differences between countries. Some elements of 

12 A risk assessment methodology must describe, in sum, what each level or rate of the rating scale looks like in practice. 
13 See Taylor et al. (2020) for a discussion on institutional arrangements for the regulation and supervision of certain types of DFS providers.

methodology and, specifically, the risk matrix, must fit 
each country’s legal framework, market characteristics, 
availability and quality of data, institutional arrangements, 
and supervisory experience.13 There is no unique or best 
recipe for a risk matrix. For instance, the risk matrix 
for mobile lenders in one country could use customer 
vulnerability as a risk category—and at a high weight due 
to local circumstances. These parameters would not apply 
in all contexts or even be feasible if the supervisor lacked 
indicators of customer vulnerability.

Also, designing a risk matrix with weights assigned to 
different risks and risk mitigants may not currently be the 
highest priority for all supervisors. A risk matrix and its 
risk score are useful for systematizing the prioritization 
process and results of risk assessments, particularly with 
a large number of providers. For example, suppose a 
country’s DFS market is in its infancy and only includes 
a few types of relatively simple DFS providers. The 
supervisor could begin the RBS journey by using impact 
indicators (see section 3.1.2) to prioritize DFS providers 
and develop a risk assessment methodology while leaving 
the matrix and rating system for later. These actions would 
already make supervision immensely more effective. The 
supervisor could have other more pressing needs than 
designing a matrix, such as improving the quality of data 
collected through regulatory reporting (see section 4.6).

3.2 Defining an organizational 
structure

Two components of an organizational structure for DFS 
supervision require clarity: (i) national institutional setup 
and (ii) the internal organizational arrangement of each 
authority involved. While there are no standard formulas 
for the organizational arrangement of DFS supervision, 
this section highlights important aspects to consider. 
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BOX 1. Example of prioritization based on impact and net risk

For those not fully versed in RBS, using a single 
risk score to compare and prioritize DFS providers 
after prioritizing them by impact indicators can 
be a confusing task. Which prioritization is more 
important? Does the risk score substitute for the 
impact indicators? What is the relationship between 
risk weights and impact indicators? 

The following hypothetical example uses two DFS 
providers to clarify these questions. The table 
shows an impact indicator (number of accounts), the 
assessment of two risks (one with high weight in the 
risk-scoring methodology and one with low), and final 
risk score (net risk).

DFS Provider X DFS Provider Z

Impact 
indicator 
(number of 
accounts)

5 million accounts 1.5 million 
accounts

Fund 
safeguarding 
risk (high risk 
weight)

Low Medium-high

Credit risk (low 
risk weight)

Medium Low

Risk score (net 
risk)

Low (stable) High (upwards)

Which DFS provider should the supervisor prioritize? 
The short answer is Provider X because the potential 
impact of its risks is higher. It will, therefore, always 
be a higher priority provider. A provider with a much 
lower impact indicator may not even be subject to a 
full risk assessment. 

Assuming a risk assessment was conducted on 
Provider Z, findings could include that Provider Z 
has poorer internal controls, risk management, or 
governance; is scored at a higher risk level (with an 
upward trend) than Provider X; and that particular 
concern exists in the important area of risk (fund 

safeguarding). Still, Provider Z is much smaller than 
Provider X. The supervisor’s decision on what to 
include in the supervision plan for the next year 
will depend on specific circumstances, such as 
staff availability. However, by using the impact 
indicator and assessing risks in the two providers, 
the supervisor is able to make a few decisions to 
optimize staff time. For instance, she may decide to 
include in the annual supervision plan:

• Remote follow up on Provider X’s credit risk issue 

• Ongoing remote monitoring of a set of key 
indicators for both providers (e.g., transaction levels, 
account numbers, total e-money issued, etc.)

• A special onsite inspection to follow up on 
improvements to Provider Z’s fund safeguarding 
practices, as agreed upon in the time-bound 
action plan the provider delivered

This example shows that the RBS methodology is 
not a zero sum game. It is not about “this or that” 
provider. It is a method to identify priority activities to 
be performed based on the knowledge of the risks 
of different providers. Designing a risk assessment 
methodology, including assigning relative levels 
of importance to different risks (risk weights) and 
identifying level of importance of their risk mitigants 
(e.g., internal controls), helps supervisors calibrate the 
scope and type of supervisory activities to perform. 
They may otherwise be tempted to plan full scope 
inspections (assessments) that cover all risk areas 
every year—at least on large providers.

A key takeaway from this example is what the 
supervisor’s annual plan does not include. She will 
not repeat a full risk assessment on both providers. 
That is one of the most important contributions of 
the RBS methodology: there is no need to perform a 
full scope risk assessment on all providers, let alone 
every year.
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3 . 2 .1  N AT I O N A L  I N S T I T U T I O N A L  S E T U P 
National institutional setup for DFS supervision varies 
by the existing capacity and resources across different 
authorities, their respective legal mandate and experience 
with financial supervision, the structure of the country’s 
financial sector and its foundational legislation, and the 
types of DFS providers operating in the market. 

On principle, a DFS provider should be regulated and 
supervised by a financial supervisory authority rather than 
an authority that covers another economic sector (BCBS 
2016). In most countries, DFS supervision is conducted 
by the central bank, an independent financial supervisory 
authority such as the financial superintendencies in Latin 
America, or both. 

The main responsibility for supervising DFS providers—
with respect to their financial soundness and safety—
should lie with financial authorities, even in the case where 
a provider is involved in economic activities other than 
financial services provision. For example, when mobile 
network operators (MNOs) are allowed to issue e-money, 
the telecommunications authority regulates the core 
activity (telecommunications services). However, since 
their e-money operations are in the realm of financial 
sector regulation, most often payments regulation, a 
financial sector authority needs to supervise that part 
of the business.14 The same applies to DFS activities in 
platform-based finance.15

Another consideration in the institutional setup for DFS 
supervision is the growing fragmentation of the financial 
services value chain, also known as modularization.16 
DFS providers increasingly adopt models that rely on a 
range of third parties through outsourcing arrangements 
and/or partnerships. Modularization, especially in digital 
banking,17 is becoming central to innovative DFS and 
raises difficult questions for the national institutional 
setup for financial supervision. For instance, the majority 
of innovative DFS providers use cloud computing 

14 The DFS business of such nonfinancial entities should ideally be under a separate legal entity, as preconized by BCBS (2016).
15 For a discussion of regulatory issues in platform-based finance, see Staschen and Meagher (2022).
16 See Zetterli (2021) for a discussion on modularization.
17 See Jenik and Zetterli (2020) for a discussion on digital banking.
18 Chapter 6 discusses this and other evolving regulatory and supervisory issues.
19 In such an arrangement, the nonbank offers banking services to the public by using the bank’s platform and accounting; all banking operations 

remain in the bank’s books. See section 6.2.

infrastructure provided by third parties—usually the 
same ones that provide cloud services to the banking 
sector. Large cloud computing providers could become 
pivotal players in DFS and even in the traditional financial 
sector by providing critical services to multiple supervised 
entities. Should they also be regulated and supervised?18 
Many DFS providers also partner with banks in banking-
as-a-service (BaaS) arrangements19 and, in this way, offer 
banking services to end users without having a banking 
license. Such models also give rise to competition, 
concentration, and market conduct risks, which may 
involve different authorities in some countries.

Finally, it is possible for countries to go through transition 
periods where they adopt temporary institutional 
arrangements for DFS supervision. One authority may 
assume initial responsibility for supervision of some types 
of DFS providers then later shift responsibility to another 
authority. A certain type of provider may be unregulated 
and unsupervised for a period of time while a legal reform 
is finalized. To reduce regulatory uncertainty, however, 
transition periods for institutional arrangements should 
be limited and the intended final arrangement clearly 
communicated to the industry. In any case, as DFS 
providers adopt business, governance, or shareholding 
models that blur the lines between different economic 
sectors and the traditional divisions within the financial 
sector, DFS supervision increasingly requires interagency 
coordination (see section 4.9).

3 . 2 . 2   I N T E R N A L  O R G A N I Z AT I O N  
F O R  D F S  S U P E R V I S I O N

The internal organization for DFS supervision—that 
is, how a supervisory authority internally organizes its 
DFS supervision—varies widely across countries. The 
decision about how to organize the different functions 
and activities involved in DFS supervision (see section 
3.2.2.1) depends on various factors, such as adoption 
by the supervisory authority of a matrix organizational 
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structure where specialized teams are dedicated to certain 
core or support functions that work across the whole 
organization (Asana 2021) and cover DFS providers. 
Cross-support units may include teams specialized 
in certain risks or topics, such as operational and IT 
risks (e.g., Malaysia, Mexico, Philippines), anti-money 
laundering and combating the financing of terrorism 
(AML/CFT), market conduct and consumer protection, 
and cybersecurity (e.g., Monetary Authority of Singapore). 

The core function of DFS supervision (i.e., implementing 
risk-based supervision) can be configured in many 
ways. For example, the payments department may be 
responsible for overseeing the NPS and supervising 
individual payment services providers (PSPs), including 
a range of DFS providers. Alternatively, a DFS provider 
may be prudentially supervised by a specialized team 
within the financial supervision department (e.g., EMIs 
are supervised by a specialist team of the prudential 
supervision department of the Hong Kong Monetary 
Authority). Other departments, such as payments, market 
conduct, and financial integrity, may also supervise the 

same EMI from their particular perspective and using 
their own prioritization methodology. Some authorities 
have created units with a broader mandate to cover all 
types of fintech developments, including innovation 
facilities, monitoring of new developments, licensing 
of new fintechs, institution-focused supervision, and 
publication of statistics. This is the case in Ghana, which 
is discussed in Box 3.

Some authorities in EMDEs (e.g., Ethiopia, India, 
Malaysia, Nigeria, Pakistan) have departments dedicated 
to promoting specific segments of the financial sector. 
For example, one task handled by the Reserve Bank 
of India’s Financial Inclusion and Development 
Department is to make credit available to productive 
sectors of the economy, including rural and micro, small, 
and medium enterprise (MSME) sectors. An objective 
of the State Bank of Pakistan’s Digital Innovation and 
Settlements Department provides another example: 
to ensure digital payments market development. As a 
rule, in order to avoid conflicts of interest and optimize 
the use of specialized and scarce supervisory skills, the 

BOX 2. The national institutional setup for DFS supervision

In Kenya, subject to prior authorization by the 
Central Bank of Kenya, nonfinancial companies such 
as MNOs are allowed to conduct e-money business 
without having to establish a separate legal entity 
to act as EMI. They only need to have a separate 
business unit with separate management and 
accounting. Kenya’s major EMIs include MNOs such 
as Safaricom, which are regulated and supervised in 
relation to their core activity by the Communications 
Authority of Kenya. MNO e-money activities are 
regulated and supervised by the Central Bank of 
Kenya, which is the payments regulator. 

WeChat Pay is one of the largest EMIs in Malaysia. 
It is owned by the big tech firm, Tencent. Similarly, 
Razer Pay and GPay, owned respectively by Razer 
(a gaming company) and Grab (a ride-hailing/food 
delivery company), have EMI licenses in Malaysia 
and the Philippines. In 2020, the consortium of 
Singtel (a telecommunications company) and Grab 
was awarded a digital bank license in Singapore. In 

Myanmar, EMIs known as mobile FSPs are wholly 
owned by MNOs, large retailers, or technology 
companies. In each case the country’s central bank 
supervises DFS providers (e.g., EMIs), regardless of 
their holding company. 

In Mexico, EMIs known as electronic payment funds 
institutions (IFPE) are regulated and supervised 
by both the National Banking and Securities 
Commission (CNBV) and the central bank (Banco 
de México). Banco de México conducts payments 
oversight while CNBV conducts prudential 
supervision. Separately, consumer protection 
issues are under the responsibility of Condusef, the 
financial consumer protection agency. In Peru, EMIs 
known as e-money issuing companies (EEDE) are 
also regulated and supervised by both the central 
bank (Banco Central de Reserva del Perú) and 
the Superintendency of Banking, Insurance, and 
Pensions (SBS).
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responsibility for promotion and development should 
remain separate from supervisory responsibilities.

Finally, temporary arrangements could be made for the 
internal organization of DFS supervision. In its initial 
stages, for instance, a team inside a preexisting department 
(e.g., banking supervision) may become responsible for 
prudential DFS supervision (see section 3.2.2.1). The 
arrangement may persist until a team with adequate skills 
and expertise is formed, a unit head appointed, and the 
organizational chart adjusted. In any case, it is important 
that DFS supervision (both prudential and market 
conduct) receives the required level of attention and 
resources necessary according to the growing importance 
and sophistication of the country’s DFS markets.

20 See AFI (2020) for a case study that illustrates how several Bangladesh Bank departments are involved in supervising digital financial services.

3.2.2.1  Key functions and activities  
of DFS supervision

Clarifying the functions, activities, expertise, and skills 
that DFS supervision requires is a key step in defining the 
best internal organization. A range of core and support 
tasks work to keep the risk profile of individual supervised 
DFS providers in check (institution-focused activities) 
and monitor the risks of the DFS market as a whole 
(market-focused activities). Table 1 provides a possible set 
of functions for DFS supervision and its related skills and 
expertise. These functions are usually not all performed by 
a single department. Multiple departments, teams in the 
same department, or even different authorities may take 
on different functions.20 The variations are even greater 
with support functions such as training and planning.

BOX 3. Examples of internal organization for DFS supervision

The Central Bank of Jordan’s Oversight 
and Supervision on National Payment System 
Department has two separate teams to internally 
organize DFS supervision: one responsible for NPS 
oversight and one for prudential supervision of 
payment providers. In Mexico, CNBV conducts 
institution-focused prudential supervision. Its 
specialized unit is responsible for supervising both 
payment networks (e.g., ATMs, POS networks) and 
PSPs, including EMIs and other DFS providers. These 
providers are also subject to specialized supervision 
by the operational risk supervision department. 
The Monetary Authority of Singapore (MAS) 
is the sole regulatory and supervisory authority 
for Singapore’s entire financial sector, including all 
DFS providers. It is also the central bank. While 
MAS’s bank supervision department handles EMI 
supervision, its payments department conducts 
oversight of the whole NPS, including e-money. 

In 2020, the Bank of Ghana created the Fintech 
and Innovation Office for the purpose of supervising 
DFS providers, including EMIs, and all types of 

fintech companies that may fall under the 2019 
Payment Systems and Services Act. The office 
took over DFS supervisory activities that were 
previously the responsibility of the Payment Systems 
Department. That department currently oversees 
market infrastructure, such as the Real-time Gross 
Settlement (RTGS) System and payment services 
provided by banks. It also approves DFS products 
offered by fintechs.

At Bangladesh Bank, several departments (e.g., 
banking supervision, offsite surveillance) are involved 
in the supervision of mobile financial services. A 
similar case can be observed in Brazil, where some 
institutions are regulated by the Central Bank 
of Brazil. There, DFS providers focused on retail 
payment services are typically covered by four 
departments: the Credit Unions and Nonbanks 
Supervision Department, the NPS Oversight 
Department, the Conduct Supervision Department, 
and the Department of Competition and Financial 
Market Structure. Licensing is conducted by yet 
another centralized licensing department.
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3.2.2.2  Payments oversight or payments 
supervision?

The terms “oversight” and “supervision” may cause 
confusion among supervisors when defining an internal 
organization and determining related functions and 
responsibilities. The two terms may also get mixed up in 
reference to PSP supervision. 

21 These definitions are not aligned with the definitions used in all countries. In some countries, for instance, the definition of oversight covers 
prudential supervision (e.g., India) or even market conduct supervision (e.g., Georgia) of PSPs.

Exclusively for the purpose of this guide, we define the 
terms as follows:21

• Payments system oversight. Payments system 
oversight focuses on the stability, safety, security, 
and reliability of a country’s NPS. It includes 
activities such as round-the-clock monitoring of 
large value payments systems (e.g., real-time gross 

TABLE 1. Functions, activities, expertise, and skills for DFS supervision

Core functions and activities Expertise Skills

Market-focused activities Market monitoring (including 
thematic reviews)

• DFS business models, 
products, and services

• Financial analysis 
• Supervision tools and 

techniques
• Risk-based supervision
• Financial market functioning 

and structure
• Competition in financial 

markets
• Relevant DFS laws and 

regulations
• Consumer protection laws 

and regulations
• AML/CFT laws and 

regulations

• Data analytics 
• Research and writing 
• Auditing 
• Interview 
• Communication and 

persuasion 

Institution-focused 
activities

Remote/onsite inspections
• Strategy and governance
•  Financial risk (e.g., fund 

safeguarding, liquidity, credit, 
settlement)

• Conduct risk
•  Operational and IT risk (IT 

infrastructure, business 
continuity, operational 
resilience, data security, 
cyber security, third-
party management, other 
operational risks)

Support functions and activities Expertise Skills

Supervisory capacity 
building

Supervisory planning • Supervision tools and 
techniques

• Risk-based supervision

• Management and 
leadership 

• Communication 
• Organizational and logistics 
• Planning and resource 

management 
• Negotiation 

Training • Capacity building and 
training

Supervisory policy and 
guidance development

Internal guidance 
development

• DFS regulation and 
business models

• Supervision tools and 
techniques

• Risk-based supervision

• Research and writing 
• Legal and regulatory 

drafting 
• Communication and 

persuasion 
• Stakeholder management

Guidance to DFS providers 
and policy statements

Regulatory change proposals • Relevant DFS laws and 
regulations 

• DFS products and services
• DFS business models

Regulatory reporting Submissions management • Regulatory reporting 
requirements

• Data science

• Data engineering 
• Data analytics 
• Organizational 

Data validation
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settlement [RTGS]), licensing, and inspections and 
risk assessments of financial market infrastructure 
(FMI).22 The Principles for Financial Market 
Infrastructures issued by the Committee on Payments 
and Market Infrastructures (CPMI) and the 
International Organization of Securities Commissions 
(IOSCO) provide guidance for addressing risks 
and efficiency in FMI. The Principles also outline 
the general responsibilities of central banks, market 
regulators, and other relevant FMI authorities in 
implementing these principles.23

• Payments supervision. Payments supervision focuses 
on the viability, safety, and business conduct of 
individual PSPs. It is similar in function to bank/
other nonbank supervision and uses a mix of offsite 
and onsite supervisory techniques. In cases where 
the supervisory authority has a consumer protection 
mandate, the goal could be both prudential and 
market conduct. The skills and expertise needed to 
conduct institution-focused supervision are slightly 
different from those needed to conduct NPS oversight, 
although overlap may exist—especially regarding the 
inspections NPS oversight may require in financial 
market infrastructure. The supervisory function 
usually deals with a much greater number of entities 
compared to FMI oversight. It therefore needs to 
rationalize the use of supervisory resources by adopting 
a risk-based approach.

22 CPMI (2005) defines oversight with a focus on payments systems.
23 Most central banks in EMDEs also operate FMI, such as the RTGS system and clearinghouses. To avoid conflicts of interest, different departments 

should be responsible for operational and supervisory functions. See CPMI and IOSCO (2012).
24 See Delort and Garcia Luna (2022) for a discussion on the impact of payments innovations on the central bank as NPS overseer, PSPs supervisor, 

and payments systems operator.

Separating the functions discussed above has become more 
common practice.24 The recent entry of a large variety and 
number of DFS providers in the retail payments market 
is one of the reasons for separation. This phenomenon 
has at times pushed supervision to create a specialized 
supervision team inside the same department (e.g., Jordan) 
or to shift the supervisory function to another department 
(e.g., Brazil). In some countries (e.g., Colombia, Mexico, 
Peru), different authorities perform NPS oversight and 
retail payments supervision. When these functions are 
separate, coordination and collaboration are required.
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CHAPTER 4

25 Market monitoring tools—albeit with a focus on consumer protection—are discussed in depth in Izaguirre et al. (2022) and Gomes et al. (2022).

IMPLEMENTING tHe  DFS 
SUPERV ISORY FR A ME WORK

O NCE THE FOUNDATION FOR DFS 
supervision has been established, it can be 
operationalized. Effective implementation of 

RBS involves conducting an ongoing range of supervisory 
activities based on careful periodic (annual) planning. 
This chapter provides guidance related to some important 
implementing aspects. With the exception of sections 4.1 
and 4.2, it is not meant to be sequential. Some sections 
are more relevant to institution-focused DFS supervision 
than to market monitoring.25 For instance, the discussion 
about licensing in section 4.4 is institution-focused. Also, 
some guidance may not be specific to DFS supervision 
but more generally apply to efforts to improve risk-based 
supervision. Finally, the intent is not to provide an 
exhaustive step-by-step guide on how to conduct each 
type of activity. Instead, this chapter provides guidance 
and resources to help supervisors address some common 
implementation issues toward improved DFS supervision.

4.1 Conducting an initial  
risk assessment

Section 3.1.3 highlighted the importance of developing 
a risk assessment methodology for DFS providers. The 
next step is to put that methodology into practice in 
an ongoing cycle of assessing risks, taking supervisory 
measures and following up on them, providing feedback 

to adjust the supervisory approach and regulations, 
and planning for the next year. Figure 4 illustrates the 
supervisory cycle.

If resources were infinite, all DFS providers would be 
subject to an initial risk assessment that covers the whole 
risk assessment methodology—every risk and analytical 
procedure described in the methodology. Supervisors 
would be able to repeat the full assessment every year or 
once per supervisory cycle: the period of strategic planning 
that covers the whole regulated market, which, in some 
countries, coincides with the calendar year. In reality, 
supervisory resources are almost always scarce. Careful 
implementation of risk-based supervision, including risk 
assessment methodology, means prioritizing which risks 
and DFS providers receive greater attention. 

To begin, supervisors need to choose which providers 
will receive a full initial risk assessment. For priority 
providers at the beginning of the RBS journey, the 
assessment needs to be as comprehensive as possible. For 
other, lower priority providers, the supervisor needs to 
assess as many issues as possible based on prioritization 
of those identified in previously collected data. The 
objective is to set the widest possible assessment scope for 
selected providers (in terms of number of areas of the risk 
assessment methodology). In large markets, a good part of 
the market will be excluded from the initial assessment. 
Previously collected impact indicators are the main source 
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of information for identifying priority providers and issues 
for initial assessment (see section 3.1.2). For example, even 
basic indicators such as number of customers, number 
and value of outstanding digital loans, or number of 
total accounts may help supervisors decide which DFS 
providers and risk areas to include in the initial risk 
assessment. Additional sources of information can come 
from meetings with other departments to discuss risks in 
the DFS market.26 

26 For more information on types of DFS risks, see Chalwe-Mulenga et al. (2022), USAID (2010), and IFC and the MasterCard Foundation (2016).

4.2 Developing the  
supervision plan

The initial assessment is the basis for each DFS provider’s 
relative risk profile, which can periodically be updated 
through subsequent risk assessments (e.g., remote or 
onsite inspections, other types of supervisory activities). 
Supervisors need to document the initial assessment’s 
results and compile takeaways that inform the next 
planning period. The assessment should also be used to 
fine tune the assessment methodology itself, which may 
even trigger recommendations to improve regulations. 
Finally, the assessment becomes the basis for filling in the 
risk matrix of assessed DFS providers, including direction 
of risk.

Supervisors are rarely able to continuously assess, via 
inspections, all risks covered in an initial risk assessment. 

FIGURE 4. The supervisory cycle: from design to feedback

Feedback into 
regulation and 

supervisory 
approach and 

planning

Develop supervisory 
approach 

(methodology) and 
planning

Implement day-
to-day supervision 

(assess risk)

Take supervisory 
action and follow up

The supervisory 
cycle from design 

to feedback

Additional examples and guidance

2. Examples of impact indicators

3. A risk assessment methodology for EMIs

https://www.cgap.org/sites/default/files/2023-08/2-Examples-of-impact-indicators.pdf
https://www.cgap.org/sites/default/files/2023-08/3-A-risk-assessment-methodology-for-EMIs.pdf
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In fact, this inability is what requires risk-based 
supervision to focus on certain risk areas. The subsequent 
DFS supervision plans will include, for instance, targeted 
inspections on individual providers that cover only 
a few aspects of the risk assessment methodology. In 
many EMDEs where supervisors have already created a 
risk assessment methodology and a risk matrix (e.g., for 
prudential bank supervision), it is still common practice 
to conduct a full scope inspection that covers the whole 
methodology for the same institutions in every cycle—
an extended effort that unnecessarily absorbs limited 
supervisory capacity. A better practice is to adjust the 
scope of inspections and other activities according to the 
information gathered throughout the supervisory cycle. 
Otherwise, supervisors cannot say they have indeed 
implemented risk-based supervision.

To identify which areas supervision should focus on, it is 
critical to use impact indicators together with updated risk 
profiles. The next point to consider is existing capacity, 
especially in terms of number of staff, their availability, 
and their expertise. Priorities at the market level may 
also shift throughout the supervisory cycle due to factors 
such as entry of new providers and emerging new risks 
and DFS products. Finally, it is advisable to leave some 
free staff time in the plan to accommodate unexpected 
activities and projects related to shifts and external/
internal demands. 

Source: Izaguirre et al. 2022.

Additional examples and guidance

4. A simplified annual supervision plan

FIGURE 5. Types of supervisory activities

https://www.cgap.org/sites/default/files/2023-08/4-A-simplified-annual-supervision-plan.pdf
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4.3 Using a mix 
of supervisory tools

Supervisors carry out a range of supervisory activities. A 
range of offsite and onsite tools can be deployed for each 
(see Figure 5). 

A mix of supervisory tools is important for effective RBS. 
The combination of tools should be based on the objectives 
pursued, existing capacity to deploy the tools, and the need 
to proportionately use resources according to the risk profile 
of each DFS provider. For instance, institution-focused 
supervision should not rely on onsite inspections alone. 
Other potential tools include offsite (remote) inspections, 
whistleblower investigations, and mystery shopping. 
Follow-up tools include requiring course correction by DFS 
providers, providing guidance to the market, referring cases 
to a criminal authority, and proposing regulatory change. 
Enforcement tools include fines, product withdrawal, 
suspension of operations, and the requirement to increase 
capital. Tools for dissemination include publishing 
statistical reports, reports on supervisory activities, and a 
summary of enforcement actions. Effective licensing is also 
important. In addition to keeping unqualified applicants 
out of the market, it provides supervisors with a wealth of 
useful information about DFS providers.

Market-focused activities are fundamental to effective 
RBS. They include thematic reviews, surveys, mystery 
shopping and, most importantly, ongoing market 
monitoring (see sections 3.2.2.1 and 4.5). Market 
monitoring tools include analysis of regulatory returns, 
social media monitoring, customer interviews and surveys, 
mystery shopping, and thematic reviews (Izaguirre et al. 
2022). Market-focused activities feed into institution-
focused supervision and vice versa. However, most 
supervisors in EMDEs tend to focus DFS supervision on 
providers, especially in the initial supervisory cycles. One 
reason may be low quality data (see section 4.6) and the 
tendency to prioritize onsite inspections. 

There is also the need to balance institution- and market-
focused activities. Internal organization can play a role in 
achieving such a balance (see section 3.2.2.1). Supervisors 
should prioritize improved market monitoring by 
improving internal organization, data collection, and data 
analytics (see section 4.6).

4.4 Ensuring  
effective licensing 

4 . 4 .1   B U I L D I N G  A  S T R O N G  L I C E N S I N G 
F R A M E W O R K

Most countries accept applications for new DFS providers 
on a rolling basis (i.e., prospective applicants may apply 
for a license at any time). As a gatekeeping function, 
licensing facilitates the work of supervisors by staving off 
unfit DFS providers, indicating minimum compliance 
and risk management requirements to each applicant, 
and producing useful information about applicants 
that supervisors can use. In addition to new licenses, 
authorization procedures can cover a range of situations 
depending on the country’s regulatory framework:

• Transfer of significant ownership of DFS providers

• Mergers or acquisitions of DFS providers

• New products from or activities by DFS providers

• Opening or closing new channels or service points by 
DFS providers

• Increasing or reducing DFS provider capital 

• Hiring or dismissing DFS provider executives

• Changes in DFS provider bylaws 

• Cancellation (or withdrawal) of operating license

Although international standards do not exist for regulating 
and supervising DFS providers, the existing financial 
sector standards for banks offer a good framework for DFS 
provider licensing. The most relevant international standards 
related to licensing that could apply to DFS providers are the 
Core Principles for Effective Banking Supervision (BCBS 
2019a), those listed in Figure 6 in particular. 

Several elements make up a strong licensing framework 
by allowing supervisors to conduct thorough analyses of 
applications while increasing transparency, accountability, 
and certainty: legal basis, framework for rejection, clear 
procedures, clear communication, and timeliness—as 
Figure 7 further elaborates.

The supervisor should lawfully be given the power to 
establish licensing and rejection criteria for DFS providers. 
Minimum initial capital is one of the most common 
licensing criteria. But many others exist, such as governance 
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FIGURE 6.  Core principles for effective banking 
supervision relevant to licensing  
and authorizations

CORE PRINCIPLE 4

Permissible activities: The permissible 
activities of institutions that are licensed and 
subject to supervision as banks are clearly 
defined and the use of the word “bank” in 
names is controlled.

CORE PRINCIPLE 5

Licensing criteria: The licensing authority has 
the power to set criteria and reject applications 
for establishments that do not meet the criteria. 
At a minimum, the licensing process consists of 
an assessment of the ownership structure and 
governance (including the fitness and propriety 
of Board members and senior management) of 
the bank and its wider group, and its strategic 
and operating plan, internal controls, risk 
management and projected financial condition 
(including capital base). Where the proposed 
owner or parent organisation is a foreign bank, 
the prior consent of its home supervisor is 
obtained.

CORE PRINCIPLE 6

Transfer of significant ownership: Transfer 
of significant ownership: The supervisor has the 
power to review, reject and impose prudential 
conditions on any proposals to transfer 
significant ownership or controlling interests 
held directly or indirectly in existing banks to 
other parties.

CORE PRINCIPLE 7

Major acquisitions: The supervisor has the 
power to approve or reject (or recommend 
to the responsible authority the approval or 
rejection of), and impose prudential conditions 
on, major acquisitions or investments by a 
bank, against prescribed criteria, including 
the establishment of cross-border operations, 
and to determine that corporate affiliations or 
structures do not expose the bank to undue 
risks or hinder effective supervision.

Source: BCBS 2019a.

FIGURE 7.  Components of a strong 
licensing framework

LEGAL BASIS

• Licensing powers, requirements and 
procedures in regulation

• Entities and situations subject to 
license/authorization

• Unrestricted right to request additional 
information and interviews with 
applicants

FRAMEWORK FOR REJECTION

• Formal powers and willingness to reject 
applications

• Criteria for rejection, including broader 
policy goals

CLEAR PROCEDURES

• Formal, clear, timely and efficient 
procedures

• Internal guidance for analysis

• External guidance for clarity

CLEAR COMMUNICATION

• Timely communication of the licensing 
decision to the applicant, with 
reasoning in the case of rejection or 
imposition of conditions

TIMELINESS

• Time to process an application clearly 
established. Time starts counting when 
application is considered complete. 
Additional information requests 
interrupt the countdown
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structure and transparency of ownership, proof of origin 
of funds used by investors, quality and strength of the 
business plan, fit and proper requirements for investors and 
executives of the DFS provider, and consumer protection 
requirements. The supervisor should have the power to 
reject applications when licensing criteria are not fully 
met and issue licenses that are conditional upon the 
implementation of certain measures.27

4 . 4 . 2   E S TA B L I S H I N G  C L E A R  A N D  E F F I C I E N T 
L I C E N S I N G  P R O C E D U R E S

It is important to provide potential DFS providers and 
the general public with clear guidance about the licensing 
process and its requirements, including explanations about 
when licensing/authorization is required. The supervisor 
should also communicate the time it takes to process 
license applications. Inadequate communication about 
how existing regulations apply to DFS, especially those 
designed for traditional businesses, could lead to less 
interest by potential applicants.

The supervisor should create clear licensing procedures 
that include the following steps: 

• Step 1: Identify licensing phase. In the case of 
applications for becoming a new DFS provider, 
many—if not most—countries divide the licensing 
process into two phases: initial authorization and final 
authorization. The process and requirements of each 
phase should be made clear to applicants. 

• Step 2: Determine relevant licensing category. 
Most countries require that different types of DFS 
providers obtain a license prior to starting operations. 
Different types of businesses fall into different licensing 
categories (e.g., EMI, PSP, payment initiation service 
provider, account information service provider, 
crowdfunding platform operator, robo-advisory 
service provider, virtual asset service provider, peer-to-
peer [P2P] lending platform operator). The licensing 
requirements for each licensing category should be 
made clear to applicants. 

27 Another issue that arises in licensing new DFS providers is how to apply or adapt existing licensing categories (types of regulated institutions) to 
new business models. For instance, the Central Bank of Brazil has gradually allowed nonbank DFS to use the “LEGO approach,” whereby licenses 
(e.g., PSP and lender licenses) are combined.

• Step 3: Analyze business plans. DFS providers should 
be required to present a business plan covering a 
minimum number of years. At least two aspects should 
be assessed by supervisors during licensing review: 
quality (completeness, coherence, and whether the 
plan is realistic) and the feasibility and viability of the 
proposed business.

• Step 4: Carry out an initial meeting. It is good 
practice for supervisors to call at least one meeting with 
the DFS provider applicant so their representatives can 
explain the applicant’s background; intentions; overall 
strategy to enter, grow, and compete in the market; 
target clientele; and other business plan highlights. 
The DFS provider may also be required to perform a 
product demonstration. 

• Step 5: Adopt a licensing decision. Supervisors 
should not grant a license simply because an 
application is complete. Granting a license means 
being satisfied with all the aspects analyzed during 
the licensing process. In granting a license or rejecting 
a licensing application, supervisors may also consider 
broader policy goals such as financial inclusion, 
competition, consumer protection, and financial 
system efficiency and safety.

In addition to increasing transparency, other 
improvements to licensing procedures that could be 
considered include:

• Setting up a mechanism to gather feedback about 
licensing procedures from DFS providers

• Gathering internal feedback about licensing procedures

• Establishing objectives and procedures for seeking the 
opinion or approval of other departments on specific 
licensing applications

Additional examples and guidance

5. Analyzing an EMI’s licensing application 

https://www.cgap.org/sites/default/files/2023-08/5-Analyzing-an-EMI-licensing-application.pdf
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• Improving internal guidance for licensing staff 
to support the practice of adapting regulatory 
requirements in proportion to DFS provider size, 
complexity, and business model   

• Maintaining an information system to record the 
particulars of each licensing application, related 
documentation, and interactions with applicants; 
making the information accessible to various licensing, 
supervisory, and regulatory departments

• Consider setting up an interface to digitally receive 
applications, communicate with applicants, and store 
all related documentation to improve agility, reduce 
costs, and increase convenience for both DFS providers 
and supervisors 

Some financial authorities in EMDEs lack written guidance 
for staff that analyzes DFS applications. This can lead to 
delays, inefficiency, and lack of consistency in licensing 
decisions. For instance, in a case where internal guidance 
is lacking, an application may be halted due to a minor 
weakness in the information provided. However, if the 
issue is minor, a conditional license could be considered 
and the issue flagged for follow-up when the DFS provider 
becomes operational. In some cases a brief inspection by 
the supervisor may be required before a newly licensed 
applicant starts operations. This could be useful in 
understanding the severity of issues spotted during licensing 
and whether those problems have been addressed. Another 
common issue is untimely, unclear, or lack of feedback, 
including long periods where the applicant gets little to 
no information on the status of their application. Silence 
could be related to, for instance, a lack of clarity about the 
need to seek concurrence from other departments or simply 
their opinion, which could lead to a standoff in the case of 
divergent opinions. These situations affect process efficiency 
and the supervisory authority’s credibility.

4 . 4 . 3   I N C R E A S I N G  P R O P O R T I O N A L I T Y  
A N D  F L E X I B I L I T Y  O F  L I C E N S I N G

Gatekeeping is fundamental to achieving policy goals 
such as financial inclusion, consumer protection, stability, 
safety and soundness, market integrity, and competition. 

28 For a discussion on modularization and relevant cases, see section 6.2, Zetterli (2021), Mdluli et al. (2022), and Mitha et al. (2022).

However, these objectives are not always easy to balance 
and supervisors may run the risk of overemphasizing one 
or another (Tomilova and Valenzuela 2018). For instance, 
applying requirements designed for complex banks to DFS 
providers with a limited scope of activities could create 
undue barriers to entry. On the other hand, excessively 
permissive licensing to foster financial inclusion may 
attract DFS providers that lack the capacity or willingness 
to safely provide services. There are many reasons 
supervisors may impose disproportionate (too lax or too 
strict) requirements on DFS providers during licensing, 
including limited knowledge about DFS and business 
models (see section 5.2.1.2) and the absence of guidance 
for licensing staff on how to interpret regulations.

In addition, swift developments in DFS markets—
the modularization of value chains, in particular—
require greater licensing flexibility.28 Existing licensing 
frameworks may be on the way to becoming outdated. 
Some questions supervisors should ask themselves 
include: Are current licensing categories adequate? Does 
the licensing framework limit innovation? Does it cover 
innovation that should be covered? Newer approaches 
to licensing can introduce agility and accommodate 
new business models but they require greater flexibility 
in the use of licensing categories and their respective 
requirements. In practice, this means better adjustment 
of entry and operating requirements to each applicant. In 
some countries, introducing flexibility in licensing may 
require legal and regulatory reforms. In most cases it will 
also require a cultural shift by supervisory staff. Figure 8 
describes a few examples of emerging licensing approaches.

Some EMDEs have taken steps to improve flexibility in 
licensing to accommodate innovation and new types of 
players, including fintechs and digital banks (Dias 2020b). 
For instance, many run innovation facilitators such as 
regulatory sandboxes. In some cases DFS providers that 
participated in sandboxes have been licensed.
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4.5  Optimizing offsite 
supervision

In our work we have observed that in many EMDEs, 
supervisors tend to conduct inspections without the 
proper support of offsite analysis. An excessive or exclusive 
focus on onsite inspections could lead to ineffectiveness 

and drain limited supervisory capacity. This section 
provides guidance to enhance offsite supervision, with the 
purpose of increasing effectiveness and supporting other 
supervisory activities, including onsite inspections. 

Offsite supervision includes offsite analysis of both the 
market as a whole and specific providers. It plays a central 

1. PILOT PHASES

Allowing DFS providers to run a pilot prior to issuing the final approval allows 
the provider to prove readiness to safely operate the DFS business and manage 
the risks. The pilot may also highlight new risks and mitigating solutions not 
previously identified by the provider. The DFS supervisor gains by learning in 
the process and adjusting regulatory requirements in the most effective manner. 
Example: the State Bank of Pakistan issues “in-principle” approvals for EMIs to 
start the pilot phase.

2. INNOVATION FACILITATORS

Setting up innovation facilitators such as regulatory sandboxes and innovation 
hubs. These are great instruments to enable more flexible licensing, better support 
to potential license applicants, and constant strengthening of DFS supervisors' 
expertise in DFS markets.

FIGURE 8. Increasing flexibility of licensing procedures

3. LESS PRESCRIPTIVE APPROACHES

Shifting from inflexible licensing categories to a framework that allows adjustment of 
requirements according to each applicant’s activities, corporate structure and risks. 
Minimum requirements need to be low enough for this to work. Examples:

  a. Create tiers within a licensing category (e.g., tiers within the banking license) with 
an easier process to graduate from one tier to another that does not require a full new 
license application .

  b. Phase-in minimum requirements such as minimum capital to give time for DFS 
providers to meet the full range of requirements as they scale up.

  c. Allow customization of requirements within a licensing category, whereby you may 
increase requirements according to the nature, size and complexity of the applicant, 
but base minimum requirements need to be low enough for this work.

  d. Create new licensing categories. Licensing categories may never cease to exist in 
countries with an institution-based legal framework. New licensing categories may be 
needed (e.g., crowdfunding and payment initiation services).

  e. Allow the combination of licensing categories. Allowing providers to combine 
more than one licensing category may allow the entry of innovators to compete with 
traditional incumbents. This approach is used in Brazil by a few digital banks.

Increasing flexibility  
of licensing procedures
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role in risk-based supervision as it helps identify providers 
and risks that warrant greater supervisory attention and 
resources during institution-focused inspection work 
(onsite or remote). High quality data and analytics 
capabilities are essential (see section 4.6). 

4 . 5 .1  T Y P E S  O F  O F F S I T E  A C T I V I T I E S
Although there is not an internationally agreed-upon 
classification of offsite supervisory activities, for the 
purposes of this Technical Guide we use the following 
classification (further developed in Box 4): 

i) Offsite analyses as part of ongoing monitoring/
surveillance

ii) Offsite analyses to support inspections or thematic 
reviews

A fine line exists between offsite institution-focused 
monitoring and offsite analyses to support an inspection. 
The main differences are in the data and skills needed: 

• Differences in the data. Monitoring primarily uses 
data that are regularly collected through regulatory 
reports and other regular sources (e.g., data reported 
by other departments or agencies, collected from social 
media and websites of DFS providers). Offsite analyses 
to support inspections use the same regularly collected 
data complemented by a range of additional information 
collected for the specific purpose of the inspection or 
thematic review. It could include, for example:

BOX 4. Types of offsite supervisory activities

Offsite analyses as part of ongoing monitoring 
or surveillance. In many countries, ongoing 
(repeated, periodic) analyses are known as offsite 
supervision or offsite surveillance. It could but 
does not need to be in the hands of a dedicated 
team. This type of monitoring can be split into 

two focus areas: (i) market-focused monitoring 
and (ii) institution-focused monitoring. The two 
complementary activities feed each other. For 
instance, a set of indicators originally produced for 
institution-focused monitoring may also be useful in 
market-focused monitoring.

Market-focused monitoring Institution-focused monitoring

Analyses that look at the whole market to identify and 
measure risks and market trends across all DFS providers 
and peer groups of DFS providers. Examples: monitoring for 
consumer protection purposes by looking at indicators such 
as volume and nature of complaints; monitoring of growth 
trends in the e-money industry by looking at indicators such 
as total e-money issued compared to total retail deposits.

Analyses that focus on key aspects of individual DFS 
providers. Examples: monitoring compliance with specific 
regulatory requirements such as the equivalence between 
total e-money issued and the balance in float accounts; 
monitoring financial performance of DFS providers by 
looking at indicators such as profitability and operational 
efficiency.

Offsite analyses to support inspections and 
thematic reviews. Supervisors should make a 
significant effort offsite prior to departing for an onsite 
inspection or before they start a remote inspection. 
The better the offsite inspection preparations, which 

are institution-focused by nature, the more efficient 
and effective the onsite or remote inspection. 
Thematic reviews may also partially or entirely rely on 
offsite analyses.

Additional examples and guidance

6. Financial analyses of EMIs

7. Data collection template for EMIs 

8. Reporting guidance for EMIs

https://www.cgap.org/sites/default/files/2023-08/6-Financial-analyses-of-EMIs.pdf
https://www.cgap.org/sites/default/files/2023-08/7-Data-collection-template-for-EMIs.xls
https://www.cgap.org/sites/default/files/2023-08/8-Reporting-guidance-for-EMIs.pdf
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• Information requested directly from the DFS 
provider (e.g., operations manual, business 
continuity plan, internal audit reports) 

• Information collected internally by the DFS 
supervision department and other departments (e.g., 
licensing data, previous inspection reports, follow-
ups, communications with the DFS provider) 

• Information collected externally, such as from other 
authorities (e.g., ombuds, competition authority, 
foreign authorities)

• Differences in skills. Expertise and skills also differ 
between the two types of institution-focused offsite 
work. Those performing offsite analysis to support 
inspections often need to engage directly with 
providers. This requires good communication and 
persuasion skills in addition to the self-confidence 
supervisors involved with inspections ideally possess. 
Monitoring requires data management and analytical 
skills that may be less important for those performing 
inspections.

Taking the above into consideration, an array of possible 
internal arrangements can be made for offsite supervision 
and onsite inspections, as discussed in section 3.2.2. 

4 . 5 . 2   I M P R O V I N G  T H E  E F F E C T I V E N E S S  
O F  O N G O I N G  O F F S I T E  M O N I T O R I N G

Supervisors should ensure that ongoing market- and 
institution-focused monitoring are both comprehensive 
and of high quality to fully support annual supervisory 
planning and timely adjustments. However, supervisors 
in EMDEs rarely conduct offsite monitoring on an 
ongoing basis. Getting reports sent by DFS providers is 
not enough; supervisors need to analyze the reports and 
act upon their analysis. Few EMDEs have a structured 
ongoing monitoring framework, particularly for market 
monitoring. Supervisors looking to become more 
data-driven need to improve offsite monitoring (see section 
4.6 for specific guidance). Supervisors may consider the 
following aspects:

1. Periodically assess the quality of offsite monitoring.

29 See section 4.6 for guidance on shortcomings related to data quality.

 a.  Does ongoing monitoring include both market- 
and institution-focused monitoring?

 b.  Is ongoing monitoring based on a written 
framework that describes objectives, monitoring 
strategy, indicators monitored, content and 
audience of periodic monitoring reports 
(e.g., ongoing, quarterly, annually), and staff 
responsibilities?

 c.  Is staff conducting offsite monitoring adequate in 
terms of number and expertise?

 d.  Is the organizational arrangement adequate 
enough to support effective offsite monitoring?

 e.  Are the periodic monitoring reports of high 
quality and used to shape the annual supervision 
plan, along with the scope and depth of 
inspections and thematic reviews? 

 f. Is coordination between departments adequate?

2. Periodically assess the data used in ongoing 
monitoring.

 a.  Is the set of indicators used sufficient and of high 
quality (accurate, timely, comprehensive)? 

 b.  Are shortcomings in monitoring reports due to 
low data quality or weaknesses in data analytics?29 

 c.  If shortcomings are related to data analytics and 
visualization, are analytics and visualization tools 
adequate or is the problem related to expertise, 
guidance, or both? What are the possible 
solutions? Invest in new software? Invest in 
training? Hire new staff with expertise in data 
science, data engineering, statistics, machine 
learning?

If resources are available, it is good practice to set up a 
team to undertake offsite market monitoring and ongoing 
institution-focused monitoring. This is the case with the 
Central Bank of Brazil where the monitoring team supports 
the teams responsible for prudential, market conduct, and 
AML/CFT supervision with their monitoring activities. The 
dedicated team covering market-focused and institution-
focused monitoring may also be responsible for conducting 
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thematic reviews, as is the case with the Financial Conduct 
Authority in the U.K. However, this type of internal 
arrangement may not be the most common in EMDEs 
where the team responsible for conducting inspections 
conducts institution-focused ongoing monitoring (e.g., 
Ghana). Despite its importance, market-focused monitoring 
does not exist as a function in many EMDEs.

4.6 Improving supervisory data 
Since supervisors ground their actions and decisions 
in information and data, becoming data-driven is a 
necessary step for most. It means improving the quality of 
supervisory data and data analytics capabilities. Without 
quality data, it is virtually impossible to implement 
risk-based supervision—the cornerstone of effective DFS 
supervision (see Chapter 3). Yet low-quality data is possibly 
one of the most common challenges EMDEs face. Others 
are discussed in Chapter 5. 

It is worth highlighting that while data quality is a 
precondition for effective RBS, a lack of quality data 
does not mean supervisors cannot begin to implement 
the foundations of the risk-based approach described in 
Chapter 3. RBS can start prior to resolving all data quality 
issues. In terms of data, most supervisors in EMDEs 
start off with what is available then work to improve data 
over time. Making DFS supervision more data-driven 
means harnessing the power of data and technology 
to strengthen ongoing market monitoring and other 
supervisory functions. This section presents five steps to 
help supervisors become more data-driven (see Figure 9).

4 . 6 .1   S T E P  1.  I D E N T I F Y  D ATA  Q U A L I T Y 
S H O R T C O M I N G S

Supervisors looking to ensure they have the quality 
and quantity of data they need may ask the following 
questions: Which data are needed? How frequently? 
In what format and at what level of granularity? How 
does that compare with existing data? What are the 
shortcomings of the existing data?

The current data could have many types of shortcomings:

• Gaps. Data that are needed but not collected

• Duplication. Same or very similar data being collected 
in different reports

• Inaccuracy. Data that do not reflect reality due to false 
reporting or failure in integrity

• Inconsistency. With duplication, there could be 
inconsistency across different indicators due to the 
formulas used to calculate them in different templates, 
use of different terminology or different formats, or 
failures in the data aggregation process at DFS providers

FIGURE 9.  Five steps to make DFS supervision more 
data-driven

Step 1: 
Identify data quality shortcomings

Step 2: 
Assess quality of data collection mechanisms

Step 3: 
Assess the level of data granularity

Step 4: 
Improve data collection

Step 5: 
Improve data analytics

Additional examples and guidance

2. Examples of impact indicators

https://www.cgap.org/sites/default/files/2023-08/2-Examples-of-impact-indicators.pdf
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• Delay. The time-to-report (period between cutoff date 
and actual reporting date) may be long, which could 
be related to factors such as lag allowed by reporting 
requirements, the inability of DFS providers to quickly 
transform data into required formats, or a combination 
of these factors

Supervisors need to identify the root causes of shortcomings 
prior to finding solutions. It is unadvisable to rush into 
technical solutions (e.g., buying new software or data 
warehouse) prior to identifying the causes. This way, 
supervisors avoid investments or reforms that do not fully 
resolve shortcomings or those that create new problems.

4 . 6 . 2   S T E P  2 .  A S S E S S  Q U A L I T Y  O F  D ATA 
C O L L E C T I O N  M E C H A N I S M S

Many underlying causes for weaknesses in supervisory 
data are related to the mechanisms supervisors use to 
collect the data and those DFS providers use to report data 
in the required formats. In this context, “data collection 
mechanism” covers the end-to-end process of regulatory 
reporting. Supervisors have to assess which parts of the 
process are generating data quality problems:30

• Design and imposition of reporting requirements. 
Dias and Staschen (2017) shows that although most 
supervisors use report templates to impose data 
standardization, only a few offer comprehensive 
guidance to reporting institutions and consult with 
the industry before imposing requirements. Detailed 
guidance to reporting institutions (including data 
dictionaries and taxonomies) helps ensure a high level 
of standardization and, hence, comparability. 

• Data aggregation, validation, and reporting 
processes at DFS providers. Even large internationally 
active banks may use manual procedures for data 
gathering, validation, and reporting, as European 
Banking Authority/EBA (2017) describes. These issues 
almost always affect DFS providers in EMDEs.

• Interface for data transfer. When not well designed, the 
interface between a DFS provider and the supervisor, such 

30 Data collection mechanisms have a direct impact on compliance costs imposed on DFS providers and on the effectiveness and efficiency of DFS 
supervision. Hence, a good data collection mechanism should also be a priority for supervisors assessing compliance costs imposed on providers.

as a file transfer system, email, or application programming 
interface (API), can be the source of problems.

• Supervisor’s validation of regulatory reporting 
data submitted by DFS providers, in addition to 
the validation checks DFS providers conduct before 
remitting data.

• Supervisor’s management of regulatory reporting 
submissions by DFS providers, particularly  
when performed manually (e.g., controlling the  
timely submission of a large number of reports  
using spreadsheets).

• Data storage and retrieval used by the supervisor can 
be outdated, inconvenient, and lack storage capacity.

Many financial supervisors in EMDEs and advanced 
economies alike have recently reformed or are currently 
revamping their data collection mechanisms (Box 5 
describes the EBA as an example). Goals include achieving 
higher data quality via greater automation, higher levels of 
data granularity (see section 4.6.3), and lower compliance 
costs in the long run. 

4 . 6 . 3   S T E P  3 .  A S S E S S  T H E  L E V E L  
O F  D ATA  G R A N U L A R I T Y

One key decision supervisors need to make when 
considering improvements to their data relates to level 
of data granularity. Granular data are closer to the raw 
business data DFS providers produce as part of their 
operations on an ongoing basis. The standards (scope, 
format, and definitions) of such raw data vary widely 
across providers according to their respective information 
systems. Supervisors cannot readily use raw data to 
compare providers. Data need to be standardized first, 
that is, the raw data need to be “transformed” into 
common standards set by the supervisor. The level of 
standardization detail depends on whether the supervisor 
wants to collect granular or aggregate data. Collecting 
granular data means collecting many more data points 
than those collected with aggregate data. Hence, it is also 
more complex to standardize granular data because more 
data points must be standardized. The prevalent practice 
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among supervisors in EMDEs is to collect aggregated 
indicators rather than granular data (see Box 6 for an 
example of reporting an aggregated indicator).

There are benefits and challenges to collecting granular 
data but the central question remains whether the 
collection mechanism is adequate enough to handle 
granular reporting without jeopardizing data quality, 
increasing compliance costs for DFS providers, or 
overwhelming supervisors with manual validations and 

31 Compatibility between legacy and new data is another issue supervisors need to address when implementing a new collection mechanism for 
granular data. They must consider whether to require that some historical data be reported at the new level of granularity and establish a reasonable 
cutoff date that considers the practical challenges such reporting imposes on both DFS providers and supervisors.

complex data retrieval. Traditional mechanisms, such 
as Excel templates uploaded by DFS providers onto a 
web portal or via email, are inadequate for granular 
data. Supervisors moving toward granular data need to 
reevaluate their data collection mechanism. Otherwise, 
increasing granularity will most certainly lead to poor 
data quality.31

BOX 5. Reforming the EBA’s reporting system 

In 2017 the European Banking Authority (EBA) 
published a report describing a range of 
shortcomings in reporting procedures at reporting 
institutions. More recently it was complemented by a 
study of the effectiveness of supervisory data (EBA 
2021a). The EBA, which establishes a pan-European 
supervisory reporting framework for national (country-
level) and European authorities, is currently working 
toward more efficient and proportionate supervisory 
reporting, taking into consideration the need to 
improve data quality, reduce compliance costs 
imposed on reporting institutions, and address the 
shortcomings of current data collection mechanisms. 
To this end, the EBA studied compliance costs and 
practical challenges currently faced by reporting 
institutions and put forward 25 recommendations in 
the following areas:

1.  Changes to the development process for the EBA 
reporting framework

2.  Changes to the design of EBA supervisory 
reporting requirements and reporting content

3.  Coordination and integration of data requests and 
reporting requirements

4.  Changes to the reporting process, including the 
wider use of technology

In tandem, the EBA has studied the viability of 
integrating its systems with reporting institution 
systems (EBA 2021b) based on clearly stated 

objectives and principles (e.g., the “report once” 
principle, the principle to eliminate multiple reporting 
of the same data). Among other expected results, 
the new system would reduce the overall scope 
of reporting requirements, introduce a higher 
level of granularity and automation in reporting, 
and integrate all the data needs of different EBA 
departments (e.g., prudential supervision, statistics 
for monetary policy, data needed for resolution of 
regulated institutions). Next steps for implementing 
the envisioned reforms include:

1.  Defining a common data dictionary for prudential, 
statistical, and resolution data

2.  Further exploring the possibility of increasing 
granularity or reporting requirements

3.  Investigating the need for a common solution to 
the reporting institution compliance process

4.  Further investigating the desired target scenario 
based on a cost–benefit assessment

5.  Setting up strong governance arrangements

6.  Providing an estimate of costs and resources 
needed

In a dedicated online page, the EBA (2022) provides 
extensive guidance to reporting institutions 
with its Single Rulebook Q&A on Supervisory 
Reporting, Technical Standards, Guidelines and 
Recommendations, and other resources.
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4 . 6 . 4  S T E P  4 .  I M P R O V E  D ATA  C O L L E C T I O N
Supervisors may consider investing in better data 
collection mechanisms that allow high quality granular 
data and timely reporting. These mechanisms could be 
based on IT solutions that expedite the shift away from 
traditional reporting templates that need to be filled out 
by DFS providers (e.g., Excel files) and toward greater 
automation. The need for automation is not one-sided, as 
both the supervisor and DFS providers need to automate 
procedures on their end. Even if the supervisor installs an 
excellent interface for data transfer, validation, storage, 
and retrieval, it will still produce low-quality data if DFS 
providers continue to use manual processes to gather, 
transform, and validate data. One alternative is for the 
supervisor’s systems to collect data directly from providers’ 
systems and transform the data to common standards at 
the desired level of aggregation (see EBA plans in section 
4.6.2). This approach to data collection is called “data 
pull.” However, it does not automatically lead to higher 

32 One mistake supervisors in EMDEs may make is to leave the definition of standardization and validation rules almost entirely in the hands of the 
technical vendor and internal IT professionals. While their contribution is crucial, as subject matter experts and the main users of such data, the 
supervisory staff needs to lead the standardization process. 

data quality in the absence of excellent standardization 
and validation.32

While many IT solutions have been used to automate 
reporting in banking supervision over the past decades, 
newer types of supervisory technology (suptech) are 
creating opportunities for supervisors to significantly 
improve data collection without the need to make the 
prohibitively expensive investments previously required 
(see Box 7 for two country examples). 

The examples above and the EBA example in Box 5 are 
not specific to DFS but could apply to any supervisory 
data, including those used by supervisors of DFS 
providers. Data collection for DFS supervision is part 
of an ecosystem of functions performed by different 
departments of a supervisory authority. DFS data 
collection does not occur in isolation and is rarely 
planned and reformed in isolation. Depending on 
the case, revamping DFS data collection mechanisms 
could require revamping an authority’s whole data 
collection mechanism. It could also involve other 
financial authorities. In most cases, revamping the entire 
mechanism requires a significant amount of time and 
effort. These types of projects are usually long-term, multi-
year, and based on careful planning (see Box 8 on the joint 
initiative between the FCA and the Bank of England to 
transform data collection). 

BOX 6. Example of reporting an aggregated indicator

Supervisors commonly collect the aggregated 
indicator that encompasses total number of 
transactions by different types of DFS providers (e.g., 
EMIs). The most granular version of the indicator 
would instead collect the whole transaction database 
for a certain period, including every transaction, with 
all of its attributes determined by the information 
system each DFS provider uses (e.g., client number; 
transaction type, date, time, amount, and location). 
When reporting the indicator “total number/value 
of transactions,” the DFS provider must sum up all 

transactions in the system and report the aggregated 
result to the supervisor. 

Aggregation is often automated or semi-automated 
because DFS providers configure their systems 
to run the necessary calculations to arrive at the 
required indicator. Full automation is not always 
possible, particularly when data need to be 
collected and aggregated from different information 
systems, and even more so when dealing with 
legacy systems that use outdated infrastructure and 
data management architecture.

Additional examples and guidance

9. Anonymized data collection plan for EMIs

https://www.cgap.org/sites/default/files/2023-08/9-Anonymized-data-collection-plan-for-EMIs.pdf
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Not all data collection reforms for DFS supervision 
need such ambitious goals from the start. They may, 
for instance, start with a pilot project that only covers 
one type of DFS provider (e.g., EMIs). A pilot may also 
only cover certain data types. Pilots can later inform 
all-encompassing reforms. 

4 . 6 . 5  S T E P  5 .  I M P R O V E  D ATA  A N A LY T I C S
Supervisors need adequate capacity to take full advantage 
of the data collected. If data collection mechanisms shift 
toward larger volumes of frequent granular data, the need for 
analytical capacity increases and new skills and more staff 
may be required. Suptech can offer value for supervisors in 
improving data analytics but it does not substitute for the 
need to invest in analytical skills and expertise. 

Investments in suptech to revamp data collection 
and analytics could create greater opportunities for 
supervisors in EMDEs to leapfrog the gradual evolution 
seen in advanced economies (Dias and Staschen 2018b). 

To achieve this, a well-defined suptech strategy is 
essential. It should support prioritized policy goals and 
help supervisors assign the right resources for effective 
implementation of suptech solutions. Designing a suptech 
strategy requires the engagement of different stakeholders 
within the authority, including IT and legal units, as well 
as key external stakeholders (Appaya et al. 2020). 

Use cases for suptech in data analytics include:

• Automated compliance checks with certain regulatory 
requirements like capital requirements, transaction 
thresholds, and fund safeguarding requirements

• Automated search and preliminary analysis of 
information publicly available on the internet (web 
scraping and web crawling)

• Augmented analytical capacity with the use of 
technologies such as network analysis, topic modeling, 
and pattern recognition

• Better visualization of analyses of individual DFS 
providers or the entire DFS market

BOX 7. Using technology to improve data collection mechanisms

AUSTRIA

In the case of Austria, Turner (2015) illustrates the 
kinds of improvements countries can achieve in 
supervisory reporting with good planning and 
attention to implementation challenges. Austria’s 
central bank, OeNB, led a multi-year project 
to revamp the banking sector’s data collection 
mechanism, integrating all main reporting 
requirements from within OeNB and other authorities, 
including the Financial Market Authority. Its main 
objectives were to integrate requirements and 
eliminate duplication and inconsistency of data 
across reports. To do so, granular data were needed. 
The project involved extensive consultations with the 
industry to define and standardize each granular data 
point collected. 

Currently, raw business data go through a first phase 
of standardization. Then, large batches of such 
granular data are input into a central database held 
at a company called AuRep. This can be considered 
a “push” approach, with the use of a centralized 

structure for data storage. OeNB accesses the data 
from AuRep after it is again transformed according 
to the rules OeNB defined in consultation with the 
banks. Despite the initial investment banks made 
in order for granular data reporting to become 
feasible and to set up AuRep, the use of a common 
reporting platform means that banks may be saving 
on reporting costs over the years. Importantly, due 
to the granularity of the data sitting at AuRep, OeNB 
can change reporting requirements (the second level 
of “transformation” mentioned above) at virtually no 
cost to banks. 

PHILIPPINES

di Castri et al. (2018) illustrates how the Central Bank 
of the Philippines (BSP) conducted a pilot to use 
API-based data architecture for prudential reporting. 
The prototype delivered a greater volume of data at 
shorter intervals (hourly) and with fewer duplications, 
errors, and omissions. Staff time dedicated to 
validation was also significantly reduced.
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BOX 8. Reforming data collection in the U.K.

The U.K.’s Financial Conduct Authority (FCA) and the 
Bank of England are working together to revamp data 
collection in the financial sector to align with their 
respective long-term data strategies (FCA 2022a; 

Bank of England 2021).a The plan is informed by 
extensive industry consultation which, among other 
feedback, classified potential reforms into different 
levels of feasibility and value (see Figure 10).

FIGURE 10. The U.K.’s priorities for data reform
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Prior to launching such broader data reform, the 
Bank of England and the FCA jointly ran a pilot on 
digital regulatory reporting that initially only covered 
part of the reporting requirements for mortgage 
operations. The joint initiative started in 2018 to pilot 
digital regulatory reporting (DRR), more specifically 
the use of machine executable regulation. The intent 
was to test the concept of DRR by initially using 

only part of the reporting requirements imposed on 
mortgage operations to improve data quality and 
increase reporting efficiency. See FCA (2020) for 
details. The results of the DRR joint initiative have 
informed the broader data reform. 

Source: Bank of England 2021.

a.  Bank of England (2021) provides a detailed description of an 

incremental implementation plan that will span 10 years.
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FSB (2020a) found that until very recently, over 50 
percent of FSB members—many of whom are supervisors 
from advanced economies—relied solely on Excel for 
their data analytics for bank supervision and financial 
stability. In addition, the outputs from analyses were only 
descriptive. We may assume that this is also the reality 
of most supervisors in EMDEs. However, the increased 
availability and affordability of suptech is allowing 
supervisors to strengthen their analytical capacity to 
achieve results that would be impossible using only Excel. 
For instance, suptech tools enable them to go beyond a 
simple description of the current situation in their market 
to make diagnostics about the reasons for the situation, 
predict the future behavior of indicators, and potentially 
prescribe supervisory actions.

Larger data sets and the combination of different data 
types, sources, and formats to support supervisory 
findings and decisions require advanced analytics and 
specialized skills, but not every supervisor needs these 
skills, particularly in the early stages of DFS supervision. 
Supervisors must evaluate the required skill set and 

technology that best supports their objectives, the 
characteristics of the market, and the data sets at hand. 

4.7 Optimizing inspections
Onsite inspections enable supervisors to access DFS 
provider facilities, run audits and tests on their information 
systems, interview staff and customers, observe staff as they 
conduct activities, and use other supervisory techniques to 
arrive at a fair assessment of the level and direction of risks 
DFS providers face. However, onsite inspections are time 
consuming and expensive. They demand significant staff 
time and create additional expenses, such as transportation 
and accommodation costs, per diem, laptops, and remote 
online access to the supervisory authority’s systems. To use 
onsite inspections most effectively, supervisors must step up 
their offsite preparations.

With the onset of the COVID-19 pandemic, many 
supervisors began taking steps to remotely perform 
many of the activities previously conducted onsite at 
headquarters, branches, and other provider locations. 

BOX 9. Examples of suptech initiatives

Some financial authorities have launched initiatives 
to explore suptech to improve data analytics. For 
example, De Nederlandsche Bank has a dedicated 
team to foster the development and use of suptech 
by supervisory and economic departments (Elderson 
2020). The European Central Bank (ECB) created a 
SupTech Hub to explore suptech’s potential (ECB 
2022). Ghana’s Digital Financial Services Policy 
identifies the creation of a “regtech strategy across 
regulators” as one of the necessary actions to 
achieve inclusive DFS in the country (Government of 
Ghana 2020). 

In 2017, the Monetary Authority of Singapore also 
created a Data Analytics Group. Its three units include:

• The Data Governance and Architecture Office (DGA) 
formulates data management policies, manages 
data collection and quality, maintains MAS’s data 
catalog, and publishes its official statistics. 

• The Specialist Analytics and Visualisation Office 
(SAV) conducts data analyses in partnership 
with MAS departments, helps departments 
improve their data capabilities through reusable 
tools and code libraries, and partners with the 
MAS Academy to deliver data analytics training 
programs. Together with the MAS IT department, 
the team designs and implements the technical 
infrastructure needed to support data analytics 
work within MAS.

• The Supervisory Technology Office conducts 
data analyses on supervisory and financial sector 
data in partnership with MAS departments. It 
works with the Fintech and Innovation Group to 
promote data analytics capabilities within the 
financial industry and foster innovations that make 
regulatory compliance more efficient and effective 
(MAS 2017).
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Remote/offsite inspections have since become ever more 
common. This positive development pushes supervisors 
to seek opportunities to become more thorough and 
strategic in their offsite preparations for inspections, 
regardless of whether they are entirely or partially remote. 
For instance, some supervisors are used to requesting key 
documentation once onsite. However, by making requests 
for and analysis of most documentation and data prior to 
the start of remote or onsite meetings with DFS providers 
the rule rather than the exception, supervisors will achieve 
greater efficiency and ultimately increase supervisory 
effectiveness. This section highlights five steps to help 
supervisors optimize inspections.

4 .7.1   S T E P  1.  P R E PA R E  A S  M U C H  A S 
P O S S I B L E  O F F S I T E

It is critical to ensure that the inspection team is well 
prepared. Organization and allocation of responsibilities 
among team members should be clear. Before inspection 
starts, all team members should be aware of what 
they need to acquire from the DFS provider and what 
they must produce and achieve. The team should also 
consider how best to use technology for effective remote 
and in-person provider interactions. With the right 
planning and mindset, many of the activities and analyses 
previously performed onsite can and should be done 
remotely (e.g., use APIs to connect to the DFS provider’s 
systems). With APIs, the team can even partially or 
entirely conduct system audits. 

The inspection team should start remote or in-person 
interactions (e.g., interviews, meetings, observation of 
routine procedures by operational staff) with the DFS 
provider only after thorough offsite preparation based on 
an initial information request and follow-ups. As part of 
the preparation, the supervisor needs to identify the most 
concerning issues at the highest level of specificity possible. 
They will be further investigated during interactions with 
the DFS provider; the team should also prepare for key 
meetings and interviews to discuss them. If serious and 
contentious issues are to be covered in meetings, supervisors 
may choose to rehearse responses to increase preparedness 
for potential reactions by the DFS provider.

4 .7. 2   S T E P  2 .  C O L L E C T  S U F F I C I E N T 
I N F O R M AT I O N  P R I O R  T O  I N S P E C T I O N

As a rule, supervisors should spend significantly more 
time on offsite preparations than on the inspection 
itself. They should exhaust efforts to remotely collect 
information prior to moving on with interactions with 
the DFS provider unless there is a specific reason for not 
doing so (e.g., probing into a certain issue needs to remain 
confidential until arrival onsite). A thorough preparation 
phase entails making one or likely several follow-ups on 
the initial request for information. In many countries, the 
initial request is the same document where the supervisor 
announces inspection date(s). It is important to remain 
flexible in terms of dates since preparations may take 
longer than expected. Rigidity on start date and number 
of information requests sent is not uncommon among 
supervisors in EMDEs but it reduces efficiency.

4 .7. 3   S T E P  3 .  D E V E L O P  TA I L O R E D 
Q U E S T I O N S  F O R  I N S P E C T I O N 
M E E T I N G S  A N D  I N T E R V I E W S

Optimizing inspections means more than conducting 
meetings via video conferencing or remotely accessing IT 
systems. It entails getting the most out of the time spent 
on inspections by maximizing preparatory analyses offsite. 
The inspection team should prepare guides or scripts for 
key interviews and meetings, including specifically how 
to raise sensitive questions or issues according to the 
supervisor’s prior knowledge of DFS provider counterparts 
(e.g., a personality’s tendency to confront, deny, or dismiss 
issues or to circumvent questions). Inspection meetings 
and interviews should not primarily be seen as fact-finding 
events but as techniques that allow supervisors to confirm, 
expand upon, and find causes for issues already identified 
during offsite preparations. For instance, rather than 
conducting interviews and meetings to review “yes” or 
“no” questions from a standard checklist, effective offsite 
preparation equips supervisors to ask more substantial 
questions about “why,” “how,” and “who.”

Illustrative example. A supervisor is drafting a guide 
(talking points) for an interview with senior executives 
of a DFS provider as part of a special inspection of the 
complaints resolution mechanisms the provider has put 
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in place. Table 2 provides some sample questions the 
supervisor should avoid and some to ask.

Questions similar to those to “avoid” can instead be used 
as a probing technique. For instance, supervisors can use 
it when they already know an answer but want to probe a 
senior official’s knowledge of an observed weakness, issue, 
or policy the DFS provider has put in place. Supervisors 
can also use it to probe the official’s propensity to hide a 
weakness or knowledge of it. 

The inspection team should always review answers with 
a critical eye toward whether misleading, incomplete, or 
false statements were given to dissuade the supervisor from 
pursuing an issue identified during offsite preparation. 
It is important for teams to adequately document key 
insights and information obtained during all meetings and 
interviews with the DFS provider.

4 .7. 4   S T E P  4 .  P R O D U C E  I N S P E C T I O N 
D O C U M E N T S  B A S E D  O N  I N T E R N A L 
G U I D A N C E

Supervisors should be given internal guidance and 
templates for preparing inspection documents. They are 
used to describe the main points covered in interviews 
and meetings with the DFS provider and respective 
outcomes. The same applies to the inspection report, 
which should describe the inspection’s objective, scope, 
techniques used, main findings, and recommendations 
or corrective measures. It is also good practice to conduct 
internal meetings with superiors and colleagues to discuss 

weaknesses and other significant findings, especially 
those that would trigger enforcement procedures or 
corrective measures that could significantly impact the 
DFS provider. Prior to finalizing the report, the supervisor 
should conduct a dialogue with the DFS provider to 
clarify findings and potential recommendations. Without 
this interaction, the findings of the inspection report may 
catch the DFS provider off guard, which could lead to 
conflict, miscommunication, and delays in implementing 
corrective actions. The supervisor should seek to clarify 
issues and discuss potential corrective measures with the 
DFS provider’s senior management during the inspection’s 
exit meeting. 

4 .7. 5   S T E P  5 .  C O R R E C T I V E  M E A S U R E S , 
E N F O R C E M E N T,  A N D  F O L L O W - U P

In the event an inspection identifies weaknesses, the 
supervisor can apply different tools to address them 
with the DFS provider. The most common outcome is 
an action plan that details the problem, the corrective 
measures to be implemented, and their respective 
timelines. The supervisor should follow up according to 
the specific timeline of each measure rather than wait for 
the next planned inspection. If weaknesses are serious 
or recurrent or if previous corrective measures have not 
been implemented, formal enforcement measures may be 
considered, such as fines, withholding approval of new 
products or acquisitions, suspending operations, imposing 
the requirement to hold additional capital, replacing or 

TABLE 2. Sample questions to avoid and to ask during inspections

Examples of questions to avoid (get this 
information in advance instead)

Examples of questions to ask (confirm, deepen insight, probe, 
observe)

“Do you have a dedicated team to receive and solve 
consumer complaints?”

“Why don’t you have a dedicated team to receive and solve consumer 
complaints?”

“Does the Board discuss the effectiveness of 
complaints handling at your company?”

“Why hasn’t the Board discussed any issues related to the company’s 
complaints handling procedures, given that the internal auditor has 
flagged systematic failures for the last two years?”

“Is there a mechanism for reporting issues related to 
consumer complaints to the Board?”

“It seems that placing your complaints resolution unit under a business 
area that generates the largest volume of complaints (e.g., the credit 
card department) keeps the complaints handling team from solving 
complaints to the satisfaction of customers—most of whom escalate 
complaints to the external ombudsperson. It also seems to have 
restrained your company from analyzing complaints data to propose and 
implement changes to reduce incidents of the most common consumer 
issues generating complaints. What are your thoughts on this?”

“Where is the complaints resolution unit located in your 
organizational chart?”

“Is this organizational structure the most effective way 
to achieve the objectives of your complaints resolution 
unit?”
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restricting executives, limiting dividend payments, or 
referral to a criminal authority.33 The supervisor may also 
require special external auditing or impose additional 
reporting obligations. Regardless of type, corrective and 
enforcement measures must be proportionate to the 
severity of each case.

4.8 Resolution of DFS providers
A financial safety net is a framework that includes several 
key functions to safeguard the stability of a country’s 
financial system: prudential regulation and supervision, 
resolution, lender of last resort, and deposit insurance. 
The framework aims to reduce the probability of provider 
failure, and, in cases where failure does occur, reduce 
impact on individual consumers and the broader financial 
system. A strong risk-based prudential regulatory and 
supervisory framework is at the core of a financial safety 
net. It supports the safety and soundness of providers to 
ensure they are less likely to become insolvent.34 However 
strong a framework may be, it does not guarantee zero 
failure of individual providers. That is why the financial 
safety net also includes a framework for minimizing the 
effects of eventual failures—in other words, the orderly 
wind down of all or part of a provider’s operations, the 
reimbursement of consumer funds, and other measures. 

Safety net frameworks are mostly designed to minimize 
and deal with the potential failure of large banks. 
However, fast and massive DFS adoption has changed 
the composition of financial sectors in EMDEs. These 
markets are experiencing increasing numbers and types of 
DFS providers, some that offer services akin to banking 
services to a large number of customers. A notable example 
in Brazil is Nubank, Latin America’s largest fintech, 
which has nearly 65 million clients depositing funds in 

33 For more information on potential corrective measures and enforcement actions (albeit focused on banks), see BCBS (2015). 
34 A market conduct regulatory and supervisory framework complements and supports the prudential perspective.
35 The international standards for resolution regimes are set by the Financial Stability Board’s Key Attributes of Effective Resolution Regimes for 

Financial Institutions (FSB 2014). Additional guidance for bank resolution, some of which may apply to nonbanks, is provided by Bolzico, 
Mascaró, and Granata (2007).

36 This guide uses the term “resolution” in line with the definition provided by FSB (2014), according to which resolution includes liquidation. In 
many countries and jurisdictions (e.g., the E.U.), resolution is limited to the application of extraordinary tools such as bail-in, bridge bank, sale of 
assets, and the use of asset management companies. It excludes liquidation procedures.

37 An overview of fund safeguarding requirements can be found in Kerse and Staschen (2018), Dobler et al. (2021), and section 7.6 of Boeddu et al. (2021).

its accounts. Nubank is the third largest “bank” in Brazil 
by number of customers. However, legally it is not a bank 
but a nonbank that combines an EMI license with a 
lender license. Innovation in business models and greater 
flexibility in licensing (see section 4.4.3) increase the 
urgency to discuss the application of safety net frameworks 
beyond prudential and market conduct supervision to 
nonbanks. While this section does not cover every element 
of the financial safety net, it primarily discusses issues 
around resolving DFS providers and briefly touches on 
deposit insurance as it applies to e-money.

4 . 8 .1  R E S O LV I N G  D F S  P R O V I D E R S 
In most EMDEs there is no specific resolution regime 
applicable to DFS providers.35 This guide’s discussion of 
“resolution” refers to the process of dealing with failing 
DFS providers akin to what is understood as a bank 
resolution regime.36 Some DFS providers, such as EMIs, 
take funds from the general public. This raises concerns 
that the lack of a resolution regime may impose losses on a 
large number of retail customers. While systemic stability 
concerns are usually not central to the supervision of most 
DFS providers, protecting retail customers against loss of 
funds becomes an important topic. In fact, the customer 
protection concern is present irrespective of the size of 
the provider collecting funds from the public. So what 
happens when a DFS provider fails? 

In the case of EMI failure, customers are potentially 
exposed to loss or inaccessibility of their funds. That 
is why most countries impose fund safeguarding 
requirements on EMIs.37 In cases where safeguarding 
requirements do not exist, customers of a failing EMI 
could be lined up with other unsecured creditors 
(Izaguirre et al. 2019). In fact, customers could be of lower 
priority than many other creditors in the distribution 
of the EMI’s assets and there is no guarantee they will 
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get money back. Strong supervision goes a long way 
in avoiding such situations, but failure can still occur 
among DFS providers and trigger a myriad of negative 
consequences (see Box 10).38 

In the absence of a specific resolution regime, authorities 
may have no option but to let DFS providers fall under 
the standard corporate insolvency regime. These regimes 
do not consider the particulars of FSPs, in particular 
entities that collect repayable funds from the public. It is 
important to ensure that failing DFS providers like EMIs 
can be resolved in an orderly manner and to guarantee 
prompt reimbursement of customer funds. 

38 Gispert et al. (2022) provides examples of failures of DFS providers that involve fraud and misconduct.
39 In many EMDEs the resolution authority, which has the responsibility of leading the resolution process, is the supervisory authority itself. In others, 

the resolution authority is a separate body. Such a body may also manage the deposit insurance scheme and related funds. Resolution procedures 
usually only start when the supervisor or the resolution authority makes the declaration that a DFS provider has reached the “point of no viability” 
or similar trigger, depending on country context.

Countries should have a resolution regime financial 
authorities can use to deal with DFS provider failures. 
The regime would aim to minimize the failure’s negative 
impacts on customers, the real economy, financial 
stability, and taxpayers. It would include a resolution 
plan (FSB 2014) that equips a resolution authority39 with 
unequivocal powers and a range of tools to deal with 
DFS providers that are no longer viable, or likely to be no 
longer viable, and whose failure may significantly impact 
policy goals—including, for instance, power and policies 
to transfer part or the total of a provider’s operations to 
another provider in order to preserve critical functions and 
minimize disruptions. 

When no specific resolution regime is in place for DFS 
providers, as is the case in most EMDEs, the legal power 
and related policies and plans to deal with failing DFS 
providers also does not exist. A DFS provider may need to 
go into ordinary liquidation under the country’s general 
legal framework as it applies to nonfinancial companies. 
The process is usually lengthy and an inadequate way 
to reimburse customers, as the U.K. case in Box 11 
illustrates. While authorities may choose to liquidate 
smaller failing DFS providers, a specific regime would 
give them the option to call on other resolution powers 
when deemed necessary to curtail the broad negative 
repercussions of failure.

As the Wirecard case in Box 10 illustrates, the failure of 
a large DFS provider (even one that does not take funds 
from the public) may not only impact customers but also 
other DFS providers and the reputation of the supervisor. 
A specific resolution regime would allow authorities to 
take the following actions, among others:

• Remove and replace senior management and directors 
of the DFS provider

• Appoint an administrator to take control of and 
manage the DFS provider

• Operate and resolve the DFS provider, including 
powers to terminate contracts, continue or assign 

BOX 10. The case of Wirecard

The now defunct German payment services 
provider Wirecard became insolvent due to 
rampant internal fraud (Reuters 2021). In 2019 the 
company was processing millions in payments 
through approximately 280,000 partners across 
many countries, including as a member of the 
Visa and Mastercard networks. Wirecard was 
Germany’s third largest financial group by stock 
value. Its collapse impacted a number of bank and 
nonbank partners offering banking and payment 
services (e.g., Pockit, Curve, CardOneMoney, 
Payoneer, Revolut, Soldo, BBVA-owned Holvi). As 
a result of the suspension of their accounts and 
bank cards, millions of customers were unable 
to access their funds, including paid-in salaries. 
External auditors faced legal suits for failing to 
flag improperly booked payments. Supervisory 
authorities were heavily criticized by politicians and 
society, and the case implicated Germany’s top 
leadership. While Wirecard offered no systemic 
risk to Germany’s financial sector, the undesirable 
consequences of its failure were far reaching.
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contracts, purchase or sell assets, write down debt, and 
take any other action necessary to restructure or wind 
down operations

• Transfer or sell assets and liabilities, legal rights, and 
obligations to a solvent third party

• Transfer certain functions and viable operations of the 
failing DFS provider to another institution

• Effect the closure and orderly wind down of the whole 
or part of the DFS provider, with prompt access to 
customer accounts or funds (FSB 2014)

Effective DFS supervision supports the resolution process 
by, among other reasons, ensuring the availability of 
reliable information about the DFS provider. This helps 
accelerate the process and lower the costs and risks 
associated with failure. For instance, the supervisor may 

have up-to-date and detailed information about the float 
accounts backing the EMI’s operations, which is crucial to 
making prompt customer reimbursements.

4 . 8 . 2   D E P O S I T  I N S U R A N C E  A P P L I E D  
T O  E - M O N E Y

Many EMDEs lack a strong regulatory framework, 
effective supervision, and a special resolution regime for 
DFS providers. These weaknesses, compounded by the 
massive growth of e-money in EMDEs, including its 
adoption by more vulnerable low-income populations, 
have triggered the question of whether and how customer 
money with DFS providers could be insured and DFS 
providers could participate in a country’s deposit insurance 
system. Izaguirre et al. (2019) discusses this complex topic, 
highlighting that the prevalent model for applying deposit 
insurance to e-money (namely the pass-through approach) 

BOX 11. The FCA and insolvency in EMIs 

Authorized payment institutions and EMIs in the 
U.K. are required to protect customer money via 
fund safeguarding (FCA 2022b). They either keep 
customer money separate from their own or protect 
it with insurance or a comparable guarantee. On 
its website, the FCA informs the general public that 
fund safeguarding may produce worse consumer 
outcomes than the past performance of the U.K.’s 
deposit insurance scheme. It may take longer for 
customers to get their funds back or there may be 
no funds left after the administrator or liquidator of an 
insolvent EMI deducts costs from the EMI’s assets. 
Customers may not get their money back at all. The 
FCA also warns consumers that there is a chance 
that EMIs or authorized payment institutions may not 
properly safeguard customer funds. Moreover, in the 
case of a failure, customers may need to take the 
initiative to contact the administrator or liquidator to 
get their money back. These situations are especially 
inappropriate for EMDEs, where e-money is a 
major retail product used by a large portion of the 
population, including vulnerable individuals.

In the U.K., six authorized payment institutions and 
EMIs have entered insolvency since 2018. Only one 
has returned customer funds. Supercapital Ltd. was 

one of the firms that became insolvent (FCA 2019). In 
September 2019, administrators were appointed to 
take control of the firm, including managing customer 
claims against it. The FCA advised that customers 
would need to contact the administrators to get 
their funds back. According to the administrators, 
Supercapital was short approximately £585,000 
owed to customers. By 2020, the prospect of 
recovering these sums was uncertain (England and 
Wales High Court 2020). This shortfall would likely 
have been detected if the firm had in place effective 
reconciliation procedures as described in Dias and 
Staschen (2018a). 

The Supercapital case demonstrates how crucial 
it is to ensure that regulations are in place for fund 
safeguarding, together with proper segregation 
requirements. Also due to the shortcomings of 
applying a general insolvency regime to financial 
institutions, the U.K. recently issued the Payment and 
Electronic Money Institution Insolvency Regulations, 
which introduce a special administrative regime 
for insolvent payment institutions and EMIs. The 
objective is to ensure that customers are reimbursed 
without delay and to minimize shortfalls in meeting 
the amounts they are owed (Lawrence et al. 2021).
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has yet to be tested in EMDEs. Where e-money is a major 
retail product, authorities may consider instituting a type 
of insurance mechanism akin to deposit insurance schemes 
that adds an extra layer of consumer protection. However, 
such mechanisms should not be a substitute for the need to 
improve the effectiveness of DFS supervision and to create a 
regime akin to bank resolution regimes for DFS providers.

4.9 Improving coordination  
and collaboration

Coordination and collaboration among departments 
within the financial supervisory authority or with 
domestic and foreign authorities is useful in any type of 
supervision. This section discusses why it is especially 
important in DFS supervision.

First, DFS supervision requires expertise in technology. As 
DFS is technology-driven, its supervision requires sporadic 
specialized IT inspections. The department in charge of 
DFS supervision may not have sufficient IT expertise, in 
which case it may rely on specialists from other supervisory 
departments. In the absence of specialist supervisors, 
the supervisors in charge of DFS may coordinate with 
the IT department for sporadic support. However, this 
arrangement is not ideal as IT departments often face 
competing priorities, may lack experience with inspections 
of regulated entities, and may lack knowledge of applicable 
regulatory frameworks. IT inspections are not often 
required and do not cover all DFS providers. Supervisors 
must plan carefully to optimize scarce IT resources, keeping 
in mind the risk profile of DFS providers as informed by the 
risk-based supervision approach. 

DFS also blurs the lines of responsibility among 
financial supervisors. In addition to coordination with 
IT specialists, DFS supervision likely involves more 
than one supervisory area due to the various types of 
DFS providers, business models, and products. For 
instance, PSP and banking supervisors may coordinate 
on emerging issues in open finance (see section 6.3) such 
as low performance of APIs or lack of transparency in 
giving client consent for data sharing. Another aspect 

40 For guidance on developing a risk-based approach to market conduct supervision, see Gomes et al. (2022).

finds some DFS products being sold as bundles, or one 
type of product under one supervisor’s remit using a 
product under another’s remit as a channel. In East and 
West Africa, for instance, mobile savings and insurance 
are usually distributed through mobile money accounts 
offered by different DFS providers. Coordination may 
be needed on an interdepartmental or interagency basis, 
depending on the country.

The link between prudential and market conduct 
supervision is another area that needs coordination. 
DFS brings many opportunities for improving consumer 
experience, value, and outcomes, especially for financially 
unserved and underserved individuals, such as more 
effective disclosure of costs and greater convenience. At 
the same time, DFS raises consumer protection concerns 
such as fraud, data misuse, and inadequate redress 
mechanisms (Chalwe-Mulenga et al. 2022; Boeddu et 
al. 2021). While a single authority may be responsible for 
both prudential and market conduct supervision, separate 
departments may undertake these two tasks. In a few 
countries (e.g., South Africa, U.K.), different authorities 
perform prudential and market conduct supervision. 
Both institutional models require a proper coordination 
mechanism.40 Supervisors can also collaborate on 
implementing specific supervisory tools, such as market 
monitoring (Izaguirre et al. 2022), or design and 
commission research such as demand-side surveys and 
behavioral research.

AML/CFT concerns require coordination as well. 
One of the four basic regulatory enablers for DFS 
is a proportionate framework for DFS providers to 
implement risk-based customer due diligence (CDD), 
according to Staschen and Meagher (2018) and Meagher 
(2019). When disproportional or unclear, AML/CFT 
rules can become one of the most significant obstacles to 
a thriving inclusive DFS environment. It is fundamental 
that the authorities or departments involved in designing 
and enforcing AML/CFT regulations coordinate, 
considering the need to balance both AML/CFT and 
financial inclusion goals. For instance, collaborative 
CDD mechanisms (Lyman et al. 2019) carry potential 
benefits for DFS providers, customers, and supervisors 
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but have yet to be developed in most EMDEs, partially 
because they require interagency coordination.

Coordination may also be needed between financial and 
nonfinancial authorities such as telecommunications, 
competition, and data protection—for example, DFS 
providers owned by MNOs or that are themselves MNOs.41 
Issues in the regulatory domains of telecommunications 
and competition can impact the financial sector, including 
fair access to, quality of, and pricing of USSD services 
by MNOs to different DFS providers (Soursourian and 
Plaitakis 2019). Data protection and privacy issues may 
also become prominent due to the extensive use of digital 
personal data in DFS. New approaches to data protection 
that are more appropriate for low-income segments may be 
needed (Medine and Murthy 2020). For better interagency 
collaboration and coordination, including the clarification 
of respective responsibilities over DFS providers, authorities 
could consider signing memoranda of understanding 
(MoUs) as a first step. Examples include the MoU between 
the Bank of Ghana and the National Communications 
Authority (AFI 2017) and the MoU between the Reserve 
Bank of Malawi (RBM) and the Malawi Communications 
Regulatory Authority (RBM 2013).

Finally, international cooperation and peer learning can 
help supervisors improve DFS supervision. Many DFS 
providers operate on a regional or global level. In such 
cases, supervisors should have cross-border collaboration 
agreements with other supervisors to access relevant 
information from the provider’s home country and vice 
versa. Moreover, peer learning can be extremely valuable 
for EMDE supervisors in areas such as experimenting 
with suptech and dealing with open finance and 
modularization. One opportunity for peer learning is 
the Global Financial Innovation Network (GFIN), a 
network of financial authorities supporting innovation. 
GFIN organizes research and exchange events focused 
on cutting-edge regulatory and supervisory issues. The 
Alliance for Financial Inclusion (AFI), a network of 
financial authorities that supports the financial inclusion 
agenda, offers another peer learning opportunity.

41 As noted in section 3.2.1, BCBS (2016) recommends that the e-money issuing business be isolated in a separate legal entity rather than performed 
by a nonfinancial firm like an MNO. 
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CHAPTER 5

OV ERCOMING IMPLEMENTATION 
CH A LLENGES

S UPERV ISORS IN VARIOUS EMDES 
face some common challenges that may be 
structural or internal in nature. In order to address 

them, supervisors must actively identify the root of each 
problem, devise solutions, and push for implementation. 
While it may not be possible to address all challenges 
at once or within a short timeframe, supervisors should 
strive to identify challenges, potential solutions, and the 
key stakeholders involved. With a better understanding 
of their relative priority and how challenges could be 
addressed, supervisors can negotiate gradual, realistic steps 
to overcome them. This chapter discusses and provides 
guidance on overcoming several of the challenges EMDE 
supervisors face (see Figure 11).

5.1 Structural challenges
Structural challenges relate to the broader environment 
affecting the supervisory authority, including issues such as: 

• Inadequate legal mandate 

• Mandate that overlaps with other authorities 

• Inadequate enforcement powers or tools

• Inadequate legal protection for supervisors

• Inappropriate regulatory perimeter (e.g., regulation 
does not cover all relevant types of DFS providers; 
perimeter is too encompassing and strains supervisory 
resources)

• Interference or lobby by politicians and industry bodies

• Deficient interagency coordination 

FIGURE 11. Common challenges faced by supervisors in EMDEs
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• Legal limitations on human resources (e.g., hiring 
process, salary)

• Insufficient budget

Structural challenges are external and need to be 
addressed by bringing in external stakeholders. They are 
usually more difficult to resolve than internal challenges, 
not least because they often involve the legal framework 
that underpins DFS supervision and thorny budgetary 
questions. For instance, adequate enforcement powers 
require clear legal mandates and, within the law, clarity 
is about the power to use a range of enforcement tools 
for prudential and market conduct supervision of 
DFS providers. The same applies to the challenge DFS 
introduce regarding legal mandates and the regulatory 
perimeter. Some DFS providers and DFS activities may 
not clearly fit the existing regulatory and supervisory 
scope or cut across the remit of different authorities 
(e.g., payments authorities, banking supervisors). The 
regulatory perimeter could also be so encompassing that 
it strains supervisory capacity. These challenges may 
require both legal reform and interagency coordination 
(see section 4.9). 

Solving challenges that involve external stakeholders 
and their own competing priorities requires constant 
interagency coordination and dialogue. For instance, 
many rounds of discussion may be required to convince 
government agencies of the importance of increasing the 
budget or reforming the funding model of a supervisory 
authority in charge of DFS supervision to improve data 
(see section 4.6) and retain qualified staff. The supervisor 
may need to prepare well-structured arguments about the 
importance of DFS supervision and how quality data and 
qualified staff influence outcomes. Supervisors should also 
anticipate stakeholder counterarguments, including their 
competing priorities and resistance to change. 

42 See Kirakul et al. (2021) for a discussion and country examples on a range of financial authority mandates and responsibilities.
43 The main idea of the I-SIP Approach is to identify linkages between four key financial sector policy objectives (i.e., inclusion, stability, integrity, and 

protection) and manage these linkages to design policies that lead to improved outcomes, where synergies between these objectives are maximized 
and any trade-offs or negative outcomes are avoided or minimized (Tomilova and Valenzuela 2018).

5.2 Internal challenges
Internal challenges to the supervisory authority include: 

• Complex or inadequate organizational structure (see 
section 3.2.2) 

• Inadequate supervisory capacity (e.g., expertise, skills, 
data, technology, internal budget allocation)

• Inadequate organizational culture (e.g., lack of 
managerial support for a risk-based supervisory approach) 

• Ineffective interdepartmental coordination (see 
section 4.9) 

• Inadequately balanced policy goals 

To elaborate on the final bullet above, many supervisors 
in EMDEs are challenged by an expanded mandate that 
covers multiple policy goals such as financial consumer 
protection, competition, financial inclusion, safety and 
soundness of financial institutions, financial stability, and 
safety of the NPS.42 Balancing these policy goals can be 
challenging. In addition to constant coordination and 
dialogue with key stakeholders (e.g., other supervisors), 
supervisors may also implement a structured approach for 
managing the complex interplay among policy goals such 
as the I-SIP Approach.43

Internal challenges such as poor quality data may 
result from external factors (see section 5.1), including 
insufficient budget for the supervisory authority. Yet 
challenges may exist even in the absence of external 
factors. For instance, in the face of quickly growing 
and changing DFS markets, the supervisor may fail to 
recognize the need to provide additional staff training 
or prioritize improving supervisory data (see section 
4.6). This section provides guidance on one of the 
major internal challenges supervisors in EMDEs face: 
supervisory capacity.
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5.2.1   R A M P I N G  U P  S U P E R V I S O R Y  C A PA C I T Y 
Adequate supervisory capacity entails having the necessary 
resources at appropriate levels to ensure that supervisory 
responsibilities can be effectively and efficiently carried 
out. “Resources” includes human resources with the right 
expertise and skills (see section 3.2.2.1) but also data and 
technology—all of which are enabled by sufficient budget 
(see Figure 12).

5.2.1.1 Internal budget allocation
In discussions of supervisory capacity in EMDEs, 
one issue that receives less attention than it deserves 
is internal allocation of the budget assigned to the 
financial authority. Without budget it is often impossible 
to significantly improve capacity in terms of staff 
numbers, specialized expertise, and supervisory skills. 
While budget constraints for DFS supervision may be 
a direct consequence of the overall inadequate budget 
of the supervisory authority, internal budget allocation 
between departments can be an issue as well. As with 
other authority functions, DFS supervision requires 
adequate financial resources—not only for investments 
such as improving supervisory data (see section 4.6) but 
to effectively discharge core functions such as conducting 
ongoing offsite monitoring (see section 4.5). 

Budget allocation depends on the internal organization 
for DFS supervision (see section 3.2.2). In most 
authorities, DFS supervision cuts across multiple 
departments (e.g., market conduct supervision, 

nonbank prudential supervision, payments supervision). 
Regardless of the chosen internal organization, it is 
important that all functions involved in DFS supervision 
receive adequate budget. Bank prudential supervision 
usually receives more than other supervisory areas. 
However, budget needs to be effectively reallocated as 
the importance of nonbank DFS providers increases 
in terms of number of providers and customers served. 
Internal negotiations are necessary to achieve a balance 
in budget allocation. The presence of a central unit for 
strategic planning can facilitate the process.

5.2.1.2 Improving expertise and skills
A core requirement for effective risk-based DFS 
supervision is adequate numbers of qualified staff 
members with an appropriate range of expertise and skills 
(see section 3.2.2.1)—rarely available in EMDEs from the 
start. When a new team is formed, new staff members that 
are externally recruited, in particular, need to go through 
a period of classroom and on-the-job training to build 
expertise and, specifically, supervisory skills. 

DFS expertise is not the only important qualification. 
New and even existing staff members often need to 
learn how to become good supervisors in general. All 
supervisors need audit, persuasion, interview, and 
communication skills to effectively undertake supervisory 
tasks. For example, they need the self-confidence 
to interact with senior executives of DFS providers, 
particularly when communicating supervisory judgment 

FIGURE 12. Supervisory capacity depends on adequate budget

Human resources Expertise

Skills Other resources

Quality data Suptech

Budget

SUPERVISORY CAPACITY
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about poor practices. This type of skill is known as a soft 
skill. Soft skills differ from technical knowledge, which 
tends to receive much more attention in capacity building 
efforts by supervisory authorities in EMDEs. Skills 
development and knowledge development should receive 
equal attention.44 

For both knowledge and soft skills, new recruits can 
benefit from classroom and on-the-job training delivered 
by more experienced supervisors from their same or other 
departments and from external resources. Supervisors may 
also benefit from engagement with peers in other countries 
to learn how they have developed internal capacity and 
complemented training and skills development with new 
approaches to risk-based supervision. Peer engagement (see 
section 4.9) can be remote (e.g., email, video conferencing) 
or via country visits and participation in international 
events. An additional way to improve DFS expertise is to 
invest in an innovation facilitator, such as an innovation 
office, to foster supervisory engagement with and learning 
from DFS innovators (UNSGSA FinTech Working Group 
and CCAF 2019).

External resources such as independent auditors and other 
experts may be engaged to conduct supervisory activities 
on behalf of the supervisor and to deliver trainings. 
When an external resource is hired to conduct a specific 
supervisory task, it is important that the supervisory 
authority ensure an explicit commitment has been made 
and a mechanism to transfer knowledge and expertise to 
supervisory staff has been set up. This could include direct 
technical assistance such as on-the-job training, guidance 
development, mock inspections, role playing, case studies, 
support for supervisory planning, and group discussions 
of supervisory findings. In all cases, the use of an external 
party should be seen as a temporary mitigation measure. 
It should not substitute for the need to build internal 
expertise and skills.

44 The adoption of RBS itself requires proper training so staff acquires the right knowledge and skills. Institutions providing risk-based supervision 
training to financial supervisors in EMDEs include the International Monetary Fund, the World Bank, and the Toronto Centre.

Finally, to hire and retain good professionals, supervisory 
authorities need to offer competitive remuneration 
packages and career development. Data scientists, 
statisticians and mathematicians, data engineers, cyber-
security experts, financial analysts, fintech business 
experts, and other professionals may be in high demand 
in the private sector, which competes with supervisory 
authorities. Unfortunately, external factors such as the law 
under which a supervisory authority operates may impose 
limitations on the hiring process, remuneration, and staff 
promotion. Supervisors should still identify any challenges 
in staff hiring and retention that could be internally 
addressed while external factors remain.
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CHAPTER 6

45 CGAP continues its research into regulatory approaches to disruptive innovations and may issue guidance for DFS regulators and supervisors.
46 See World Bank (2021) for country examples of innovation regulation.

A DDRESSING EMERGING ISSUES  
In  DFS SUPERV ISION

D FS M ARK ETS AR E CHA NGING FAST 
and disruptive innovations hold implications for 
supervisors. However, there is still not enough 

global supervisory experience with some developments nor 
consensus on which regulatory approach best suits them. 
CGAP has performed research on how DFS regulators 
and supervisors have encouraged and monitored disruptive 
innovation, such as by setting up innovation facilitators 
(Jenik and Duff 2020) and conducting market monitoring 
(Izaguirre et al. 2022). CGAP has also begun research on 
new approaches to regulatory architecture to deal with 
disruptive innovation.45 However, it is generally too early 
to provide supervisors with guidance on this issue. 

This chapter aims to help supervisors in EMDEs 
understand how certain key types of disruptive 
innovation could impact their work. The innovations 
included in this chapter—cloud computing, 
modularization, open finance, and artificial intelligence 
and machine learning—have been chosen for their 
direct relevance to financial inclusion. Rather than 
providing definitive guidance, the focus is on raising 
awareness among EMDE supervisors about the potential 
supervisory implications of these innovations.46

6.1 Cloud computing
6 .1.1  W H Y  D O E S  I T  M AT T E R ?
Cloud computing impacts both DFS providers and 
traditional banks and other institutions. It is at the center 
of many DFS innovations (Dias and Izaguirre 2019). By 
pooling resources, cloud computing allows DFS providers 
to avoid heavy investment in IT resources and expertise, 
dramatically reducing entry and operating costs. In 
many markets this has led to greater competition and 
innovation. Cloud computing also supports inclusive 
innovation by increasing flexibility and scalability of 
operations and allowing innovation on product design and 
delivery. Additionally, cloud services can improve cyber 
security risk management because large cloud services 
providers (CSPs) have deep pockets to invest in state-of-
the-art cyber defense, plus the ability to spread risk across 
multiple sectors and even jurisdictions. But what are the 
risks and trade-offs supervisors need to pay attention 
to? This section discusses some of the main supervisory 
implications of cloud computing. 

6 .1. 2  S U P E R V I S O R Y  I M P L I C AT I O N S
The use of cloud computing in DFS usually involves 
outsourcing to CSPs. The relevance of outsourcing can 
vary from minimal to highly significant, depending on 
services contracted by the DFS provider. Cloud services 
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can vary from basic infrastructure (e.g., storage) to 
provision of software and applications that are crucial 
to the DFS provider’s operations. CSP services can also 
vary in the level of CSP infrastructure sharing among 
fewer or more CSP clients—from public cloud to hybrid, 
community, and private cloud. The content and level of 
infrastructure sharing in outsourcing impacts the DFS 
provider’s level of dependency on the CSP (FSB 2019). 
Dependency on third parties such as CSPs brings a host 
of supervisory concerns. DFS providers may have reduced 
ability to identify, manage, and mitigate the risks of 
outsourced activities (FSB 2020b). In addition to the 
benefits and risks CSPs may create for individual DFS 
providers, large CSPs may impact the whole DFS market 
and beyond. Hence, CSPs can be a source of systemic risk.

As large-scale use of cloud computing becomes ever more 
common, it leads to the question of whether general 
outsourcing regulations remain adequate to address 
supervisory concerns, particularly for large, internationally 
active CSPs, most of which are based in the United States 
and China. Examples of recent reforms to better deal 
with significant cloud outsourcing include the updated 
Guidelines on outsourcing arrangements by the European 
Banking Authority (EBA 2019), the pan-European 
decision to impose requirements and supervisory 
arrangements directly on CSPs—now considered “critical 
third parties” in many economic sectors (European 
Council 2022), and the U.K.’s move to directly regulate 
and oversee CSPs in the financial sector as critical third 
parties (HM Treasury 2022). The next section reviews 
a few concerns raised by outsourcing to CSPs, some 
of which are being addressed by the aforementioned 
regulatory reforms.

6.1.2.1  Management of outsourcing risks 
by DFS providers 

DFS providers are expected to conduct due diligence 
and monitor CSPs as per general outsourcing guidelines. 
The DFS provider is usually legally responsible for the 
regulatory compliance and actions of a CSP contracted 
within the scope of an agreement between the DFS 
provider and the CSP. However, the existing regulatory 
framework in EMDEs may not require a DFS provider to 

47 The definition of significant or material outsourcing varies across countries according to local regulations.

notify the supervisor or apply for authorization when they 
engage in significant outsourcing.47 Thus, the supervisor 
may not be able to make an early assessment of a provider’s 
capacity to identify, measure, and manage the risks of 
cloud outsourcing and their ability to assess the CSP’s 
own risk management practices. Potential supervisory 
mitigants to the lack of DFS provider capacity to assess 
CSPs are to: 

• Require DFS providers to apply for authorization for 
material cloud outsourcing, giving the supervisor an 
opportunity to probe into the application, including 
questions about related issues such as business 
continuity (see section 6.1.2.3) and exit strategies

• Allow pooled audits organized by smaller DFS 
providers that use the same CSP and third-party 
certifications of CSPs by experts or supervisor-
recognized organizations 

6.1.2.2  The supervisor’s audit  
and access rights

As with other types of outsourcing, supervisors usually 
require the right to access CSP data and facilities to 
conduct audits remotely and physically, including in the 
event of CSP or DFS provider failure. Audit and access 
rights are fundamental (BaFin 2018), thus traditional 
financial services outsourcing contracts have clauses 
to that effect. However, large CSPs use standard form 
contracts that do not always ensure the supervisor’s 
audit and access rights, sometimes due to concerns 
about the privacy of other clients whose data share the 
same CSP physical infrastructure. Supervisors may 
face obstacles such as physically reaching data center 
locations (potentially in multiple countries), lack of 
experience in analyzing CSP contracts, or lack of clout 
to influence contractual changes by large CSPs. Further, 
distribution and movement of data across jurisdictions 
may challenge the supervisor’s access to the data, creating 
data sovereignty and legal risks (Dias 2020). Potential 
supervisory mitigants include:

• Third-party CSP certifications or audits by duly 
recognized specialists or organizations
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• Amending outsourcing regulations to impose minimum 
contractual clauses to guarantee the supervisor’s audit 
and access rights, and the power to impose additional 
requirements to outsourcing arrangements (e.g., 
characteristics of countries where data can be located, 
maximum time for CSPs to respond to supervisory 
requests for data and remote access)

• Direct regulation and supervision of critical CSPs: 
“criticality” would need to be defined in regulation as 
per the previously discussed examples of new European 
and British regulations 

6.1.2.3  DFS providers’  
business continuity

Many DFS providers outsource critical functions to 
CSPs. CSP operational disruptions, data breaches, 
and other problems could have an impact on their 
business continuity. Financial regulations usually 
require providers to have business continuity plans that 
include measures to mitigate the risk of outsourcing. 
These include contingency plans (e.g., what to do in 
case of a major event such as a power outage or system 
hack) and exit strategies that allow the DFS provider 
to terminate outsourcing arrangements while avoiding 
operational disruption. However, cloud outsourcing 
brings challenges. For example, vendor lock-in may occur 
due to contractual or practical reasons (Dias 2020). A 
potential lack of alternative CSPs to take over outsourced 
activities and the technical inability of DFS providers to 
(re)absorb such activities can hamper business continuity 
and exit strategies and lead to vendor lock-in. Also, 
data portability in cloud computing is most often not 
immediately possible, making it harder to exit a contract 
to move services to another CSP. Further, cross-country 
inconsistencies in data protection legislation could make 
it difficult for globally active DFS providers to use CSPs 
in different jurisdictions, which could increase operational 
resilience when data portability becomes possible. 
Potential mitigants include:

• Prohibit, by regulation, vendor lock-in contractual 
clauses

48 Failover is a procedure by which a system automatically transfers control to a duplicate system when it detects a fault or failure.

• Depending on the situation (e.g., a large, systemic 
DFS provider outsourcing critical functions), require a 
multi-CSP or multi-cloud strategy—an arrangement 
that mixes public, private, and hybrid cloud services 
but also imposes higher provider costs

• Encourage or impose (if CSPs are directly regulated) 
data interoperability and portability across CSPs 
through the use of common data standards or other 
methods that ensure interoperability of varying 
standards

It is not recommended to impose strict authorization 
requirements on all cloud outsourcing due to the 
potentially adverse effects on innovation and data security. 
It also drains supervisory capacity. Authorization and 
reporting requirements should be proportionate to the 
materiality (significance) of outsourcing. Regulation 
should require DFS providers to assess the level of 
materiality of all outsourcing they engage in.

6.1.2.4 Systemic implications
The global cloud computing market is highly concentrated 
on a handful of CSPs from the United States and China. 
Many countries replicate this global concentration. For 
instance, the Bank of England found that “over 65 percent 
of the U.K. firms used the same four CSPs for cloud 
infrastructure services” (HM Treasury 2022). On one 
hand, concentration leads to risks in stability, including 
through increased interconnectedness among otherwise 
unrelated financial institutions. A major disruption at a 
large CSP is a possible source of systemic risk because the 
CSP becomes a single point of failure. Vendor lock-in and 
lack of data interoperability/portability exacerbate this 
risk. On the other hand, large CSPs usually have advanced 
tools to mitigate cyber security, redundancy, failover,48 
and other risks, and offer additional services that require 
deep pockets and processing power such as sophisticated 
artificial intelligence (AI). Compared to most DFS 
providers, economies of scale would also allow large CSPs 
to achieve mitigation less expensively in terms of unit 
cost. Regulators and supervisors therefore need to clearly 
understand the services large CSPs offer DFS providers 
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and other regulated entities in order to understand how 
such services may change systemic risks.

There is limited experience so far in dealing with the 
systemic issues raised by CSP concentration, despite 
new regulatory approach in the E.U. and the U.K. 
Nevertheless, supervisors may choose to consider the 
following steps (Dias 2020):

• Discuss strategies, risk management practices, and 
business continuity plans related to material cloud 
outsourcing with senior management at systemic or 
otherwise relevant DFS providers

• Conduct a survey on cloud outsourcing in relevant 
markets to map main CSPs, major sub-contractors, 
and outsourced activities under each type of cloud 
service model. This could help assess the levels of CSP 
concentration and interconnection of DFS providers 
and other financial institutions through CSPs. Mapping 
could also identify which cloud outsourcing practices 
and associated risks are most present in DFS providers 
serving low-income and underserved customers 

6.2 Modularization
6 . 2 .1  W H Y  D O E S  I T  M AT T E R ?
DFS providers increasingly leverage specialized third-
party providers that perform specific tasks, activities, or 
processes, often on a plug-and-play or pay-per-use basis 
(Zetterli 2021). For example, many DFS providers leverage 
digital onboarding providers to seamlessly manage remote 
customer onboarding or use third-party credit scoring 
models based on AI to target customers with limited or no 
credit history. Others “borrow” a bank’s license to offer 
simple banking services.

While outsourcing is not new, modularization is a 
recent development. It can be defined as the unbundling 
of value chains in delivering financial services. With 
modularization, a substantial number of specialized 
providers are seamlessly involved in meeting customer 
demand and preferences, operating both on the front and 

49 A notable example is XP Investimentos, a multi-provider investment platform in Brazil that has transformed the country’s investment business. 
After only a few years in operation, XP has become the largest investment platform in Brazil.

back end (Zetterli 2021; CPMI 2014). Modularization 
enables customers to use a greater number of providers 
for different products, services, and needs. Customers are 
often unaware of modularization but may experience its 
positive effects, for example:

• Increased competition from technology-enabled 
business models that reduces end user prices

• New technological capabilities and intense customer-
centricity of DFS providers that leads to better 
customer experience (e.g., simpler uptake, easier use)

• A growing range of increasingly specialized DFS 
providers that results in products that are better 
tailored to different customers’ varying needs 

• New products and services—possibly bundled in novel 
combinations—that create new sources of value

While traditional businesses also use modularization, 
its greatest inclusion potential is in powering new types 
of business models by new market entrants. One is the 
marketplace model, where customers compare and combine 
services from different DFS providers using a one-stop 
shop (the “marketplace”) instead of being restricted to the 
product offerings of a single DFS provider.49 

Banking-as-a-service (BaaS) models enable any business 
to offer banking services—without the need for a banking 
license—by partnering with a licensed bank that operates 
in the background. This dramatically reduces entry 
barriers for nonbanks, their time-to-market, and operating 
costs. Legally, banking operations are conducted by the 
bank, not the DFS provider. The DFS provider accesses 
the bank’s BaaS platform via APIs and can select and 
tailor the banking services it wants to offer its customers. 
Solarisbank (Europe), Banco Original (Brazil), Vodeno 
(Poland), and Green Dot (United States) are examples 
of banks offering BaaS services (Mdluli et al. 2022). 
Solarisbank has more than 90 clients, including DFS 
providers (e.g., Coinbase, Kontist, Penta, Tomorrow, 
Vivid). As one of Solarisbank’s clients, Kontist offers bank 
accounts to freelancers and the self-employed. Its clients 
interact exclusively with Kontist, not Solarisbank. 



49A D D R e s s In G e Me RG In G I s s U e s In  D F s s U P e R v I s I O n

These new models present a range of supervisory 
implications, some of which may require changes to 
regulatory and supervisory frameworks. The following 
section discusses several of them.

6 . 2 . 2  S U P E R V I S O R Y  I M P L I C AT I O N S
6.2.2.1  Larger number and greater depth of 

third-party relationships 
Modularization means a growing web of third-party 
relationships in the financial sector. This impacts the 
risk profile of individual DFS providers but it may also 
change systemic risks. The use of a high number of third 
parties by DFS providers makes it more difficult for DFS 
providers to identify, manage, and mitigate the risks of 
activities outsourced to third parties (see similar concerns 
with cloud outsourcing in section 6.1). The potentially 
limited ability of DFS providers to manage the risks of 
third-party relationships is particularly important when 
third parties perform critical functions (e.g., provide the 
core account system). 

In the BaaS model, multiple nonbanks use a licensed 
bank: the BaaS provider. This raises issues for bank 
supervisors, such as cyber risks, data leakages, reputational 
risk, and operational disruption. All parties involved in the 
BaaS model should have a proper cybersecurity framework 
along with business continuity, recovery, and disaster 
response plans. Contractual agreements among parties 
should allow DFS providers to conduct risk assessments 
and oversight on the third party and guarantee the 
supervisor audit and access rights.

In addition to the difficulties involved in managing a 
larger number of third-party relationships, DFS providers 
may lack the necessary expertise to assess the risks of 
outsourcing and other types of partnerships. Supervisors 
should make a judgment call on the ability of large or 
otherwise relevant DFS providers to perform such risk 
assessments. DFS providers should also have in place 
effective third-party risk management procedures, 
including appropriate due diligence, as part of the 
operational risk management framework (BCBS 2021). 
This potentially includes the use of specialized auditors in 
cases where the DFS provider lacks expertise. As section 

6.1 on cloud computing highlights, prior authorization for 
and reporting of material outsourcing may be required. 

6.2.2.2 Perimeter questions
One of the questions in modularization is where risk and 
liability reside. A fragmented value chain creates confusion 
about who is ultimately accountable to supervisors and 
customers (Feyen et al. 2022). Who should be regulated 
and supervised—and how? Specifically in BaaS, who is 
really the third party: the bank or the DFS provider using 
BaaS? In BaaS, the customer relationship (legally held by 
the bank since the DFS provider is not licensed to provide 
banking services) is completely outsourced—from product 
design to customer service. Still, the bank would be held 
liable before the supervisor for the actions and omissions 
of third parties. However, outsourcing works the other 
way around from the perspective of the DFS provider 
using BaaS. Knowing that the bank has strict regulatory 
compliance obligations, the DFS provider may have 
limited incentive to effectively manage risks, including 
consumer risks. Bank supervisors and supervisors of 
DFS providers should coordinate to devise approaches to 
supervise BaaS, including knowledge exchange with peers 
in other countries. 

6.2.2.3 Systemic implications
The growing reliance of multiple DFS providers on the 
same set of third-party providers to perform critical 
functions can create significantly concentrated risk 
across the financial sector. The failure of a specific third 
party could have significant impact on multiple DFS 
providers, including their failure due to major operational 
disruptions. The situation may create contagion risk, 
which may lead to the failure of other DFS providers, 
including incumbents, or even other types of FSPs. In 
addition, big techs increasingly collaborate with banks and 
DFS providers to offer financial services without having 
to obtain a license. Some big techs use multiple banks 
and DFS providers that may also use services provided 
by the big tech (e.g., cloud-computing, data analytics 
services). Relationships that go in both directions increase 
interdependencies between parties (Crisanto et al. 2022). 
The systemic implications of these relationships are similar 
to issues discussed in the context of cloud outsourcing in 
section 6.1.
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6.3 Open finance
6 . 3 .1  W H Y  D O E S  I T  M AT T E R ?
CGAP defines open banking regimes as consent-based 
data-sharing schemes that are mandated or supported 
by regulators with the goal of creating competition and 
fostering innovation (Plaitakis and Staschen 2020). While 
the purpose of open banking is to make consumer data held 
by banks available to others, the goal of open finance is to 
reciprocally share consumer data held by a wider set of FSPs, 
including DFS providers. The institution holding the data 
is called the data holder; the one requesting and using the 
data is called the data user. DFS providers can be both data 
holders and data users. Participants in the open banking/
finance scheme are subject to rules such as registration and 
technical and security standards. In addition to data sharing, 
open finance may include functionalities such as payment 
initiation: enabling a data user to offer services that require 
moving customer funds from accounts held in third-parties, 
such as banks. However, this is not enabled everywhere. 

Designing and implementing open finance regimes 
is a new area for most countries, including EMDEs. 
Most regimes in EMDEs are in their first years of 
implementation (e.g., Brazil, Colombia, Indonesia, 
Mexico, Nigeria, Philippines, South Africa). After years 
of experience with open banking, U.K. authorities are 
designing its expansion to open finance and planning 
for open data (DBEIS 2021).50 Australia is already 
implementing its ambitious agenda for open data based on 
an overarching consumer data rights law (ACCC 2022).

Open finance offers the potential for DFS providers to 
take advantage of the wealth of digital data that customers 
create across the financial sector. Uses for the data 
include improving product design, customization (e.g., 
financial advice), improving risk assessments (e.g., credit, 
insurance), building price comparison tools, and helping 
customers switch providers. Open finance can ultimately 
advance financial inclusion in seven ways:

1. Smoothing volatile incomes

2. Lowering tariffs on household bills

50 Open data would be the sharing of consumer data held by institutions of a broader range of economic sectors, including financial institutions, 
utility providers, health service providers, and telecoms.

3. Overcoming lack of documentation

4. Encouraging healthy financial behaviors

5. Responsibly expanding access to credit

6. Supporting debt rehabilitation services

7. Reducing reliance on overdrafts and other excessively 
priced credit products (Staschen and Plaitakis 2020)

6 . 3 . 2  S U P E R V I S O R Y  I M P L I C AT I O N S 
Since supervisors may get involved in the implementation 
of open finance, they need to understand its basic 
mechanics. There is wide variation in country approaches 
but the basis of most regimes is the required use of 
standard APIs to facilitate data sharing and a process to 
authenticate participants before the data flow from holder 
to user. Participants that are not regulated by the financial 
authority need to show they comply with minimum 
qualification requirements, such as cybersecurity defenses, 
through an accreditation process. In some cases, like in 
Brazil, unregulated entities cannot directly participate in 
the data sharing scheme. 

The scheme may be governed by a private body (e.g., U.K.) 
or a government body (e.g., Australia). The body may be 
responsible for key functions, including:

• Maintaining a directory of participants (data holders 
and data users)

• Accrediting new participants (ensuring they comply 
with minimum requirements)

• Authenticating data users requesting data before the 
data holder transfers the data

• Setting data privacy, consent, and user experience 
standards

• Setting and monitoring API performance (e.g., 
availability of APIs to data users, speed in responding 
to data requests)

• Setting up a redress mechanism to resolve disputes 
among scheme participants

• Taking enforcement action against participants that 
breach scheme rules
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BOX 12. Performance indicators of open banking in the U.K.

The figures in the charts below are examples from 
the U.K. of what monitoring API performance could 
mean for a supervisor eventually charged with this 
function. Chart 1 shows the average availability 
of bank APIs and Chart 2 shows the number of 
successful API calls made by data users. Successful 
API calls are defined as those where a bank fulfills a 
data user’s request for data sharing. 

These and other indicators disaggregated by data 
holder are published online by the Open Banking 
Implementation Entity (OBIE). Dissemination can 
help promote market transparency and empower 
consumers with information about service quality.

FIGURE 13.  Unweighted average API availability of account providers’ open banking APIs  
(September 2020–September 2022)
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FIGURE 14.  Successful API calls made by third parties using account providers’ open banking APIs 
(September 2020–September 2022)
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It is unclear to which extent supervisors may get 
involved in the implementation of open finance regimes, 
particularly the functions listed above. Their role depends 
on regulatory design: the more that is set by regulation 
(e.g., accreditation requirements for participants, 
minimum API performance standards), the greater the 
chance they may need to be involved. For instance, the 
supervisor may be responsible for accrediting participants 
and monitoring API performance of DFS providers (see an 
example of performance indicators in Box 12). In Brazil, 
the central bank’s regulatory and supervisory departments 
are both currently monitoring API performance via a 
dashboard made available by the governing body. The 
supervisor may also become involved in consumer issues, 
such as financial losses derived from open finance products 
involving payment initiation services.

It is important that regulators designing open finance 
regimes closely coordinate with supervisors before deciding 
upon charging the supervisor with implementation 
functions. They should also discuss potential impacts 
on supervision, licensing, and accreditation, particularly 
if new types of entities are added to the supervisory 
scope (e.g., payment initiation service providers, account 
service providers). New responsibilities and an expanded 
perimeter may require skills, knowledge, and resources that 
supervisors currently lack.51

6.4 The use of artificial 
intelligence and machine 
learning

6 . 4 .1  W H Y  D O E S  I T  M AT T E R ? 
Artificial intelligence can be described as a system that 
displays intelligent behavior by analyzing its environment 
and taking actions—with some degree of autonomy—to 
accomplish predetermined goals (EC 2018). Machine 
learning (ML) is a field within AI where algorithms 
leverage data to build and modify models to perform a 

51 In this context it is worth mentioning the case of India. In 2018, the Reserve Bank of India created the account aggregator (AA) system to simplify 
consent-based data exchange. AAs are regulated as nonbank financial companies licensed exclusively to act as data intermediaries. They sit between 
data holders and data users to facilitate data exchange (Datwani and Raman 2020).

52 For examples of these data types, see Kelly and Mirpourian (2021).
53 According to CGAP interviews with fintech firms in Brazil.

set of tasks. DFS providers increasingly leverage ML to 
automate customer service processes, customize product 
offerings to different segments, assess borrower credit risk, 
and perform other tasks. ML enables DFS providers to 
analyze and harness a wide range of sources and types of 
alternative data that go beyond traditional financial sector 
data to monitor customer behavior in real time, among 
other tasks. Service differentiation can also help DFS 
providers become more competitive and increase their 
market share.

One common use of ML is in credit scoring models. It can 
be challenging to use structured, historical credit data on 
customer loans, payments, and financial transactions to 
estimate creditworthiness of low-income customers who 
possess little or no financial sector history. DFS providers 
use new credit scoring models that employ ML to process 
alternative data from different sources and in different 
formats. Examples include data from utility bills, mobile 
phones, and satellite information which, in conjunction 
(or not) with traditional credit history data, can estimate 
creditworthiness.52 DFS providers use these models to make 
automated credit decisions in seconds. This development 
is highly relevant to financial inclusion as it enables 
individuals with little or no credit history to access credit. It 
helps DFS providers compete in credit markets and reduces 
the costs of assessing credit risks for low-value loans, which 
could be prohibitive when using traditional risk assessment 
methods. DFS providers in Brazil, for instance, use these 
types of scoring models to lend to consumers rejected by 
banks. (Practitioners estimate that banks reject over 70 
percent of all retail loan applications.)53

6 . 4 . 2  S U P E R V I S O R Y  I M P L I C AT I O N S
6.4.2.1 Unfair discrimination
An increasing concern around the use of AI and ML in 
financial services is whether algorithms can lead to or 
exacerbate unfair discrimination against specific customer 
groups based on gender, ethnicity, place of residence, age, 
race, or sexual orientation. While algorithms are useful in 
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customizing the offering of tailored products or services 
to different customer segments, of key concern is whether 
such decisions unfairly disadvantage certain customers 
(IIF 2021a). Credit decision-making is one area of 
special concern. Well-designed and managed algorithms 
can more effectively and efficiently make accurate 
and fair predictions than more manual methods (IIF 
2021b). “Well-designed and managed” includes human 
intervention to reduce the risk of unfair discrimination, 
including gender-based discrimination, and algorithm 
errors that could increase consumer and prudential risks 
(Prenio and Yong 2021).

The use of complex algorithms based on AI and ML could 
introduce or exacerbate unfair biases in credit decisions 
due to historical biases reflected in the data the algorithm 
uses (input data), biases created by the algorithm itself, or 
biases introduced via human intervention. For instance, 
an algorithm may rate a customer from an ethnic group 
as at higher risk of default because historically customers 

from that group have thinner credit histories due to 
lower levels of bank access. Some scoring models mitigate 
the risk of unfair discrimination by excluding data on 
sensitive attributes like race, ethnicity, religion, sexual 
orientation, and gender. The lender may also correct for 
biases in algorithm outputs via human intervention based 
on a clear policy and predetermined procedures to avoid 
unfair discrimination. This can be useful even in an ex 
ante effort to correct input data because AI models may 
use proxies for certain attributes. Proxies for gender, sexual 
orientation, and other attributes include mobile phone 
models, mobile phone apps installed, zip codes, and social 
media contacts. It becomes clear that providers need 
robust AI model risk management. There is an emerging 
body of principles, guidance, and, less often, regulations 
addressing AI model governance in the financial sector 
(see Box 13). However, supervisory practice is still limited 
(Prenio and Yong 2021).

BOX 13. Examples of rules and principles for the responsible use of AI

The European Commission has proposed 
rules and actions to guarantee the safety and 
fundamental rights of people and businesses while 
strengthening AI uptake, investment, and innovation 
across the E.U. The proposed framework follows 
a risk-based approach and differentiates AI use 
according to whether it creates unacceptable, 
high, or low risk. As per the proposed rules, prior 
to taking a model to market, businesses or public 
authorities that develop or use AI applications that 
constitute a high risk for the safety or fundamental 
rights of citizens would have to comply with 
specific requirements and obligations, including an 
adequate risk management system, appropriate data 
governance and management practice, traceability 
of results, provision of adequate information about 
the AI system to end users, guarantee of a high 
level of security, and adequate human oversight. 
AI systems used to produce credit scores or 
evaluate creditworthiness of natural persons should 
be classified as high risk since they may lead to 
discrimination of people or groups, perpetuate 
historical patterns of discrimination, or create new 
forms of discriminatory impacts (EC 2021).

The Hong Kong Monetary Authority recently 
published guiding principles on consumer protection 
with respect to the use of big data, analytics, and AI 
that aim to support their healthy development in the 
banking industry and enhance customer confidence 
in using services that adopt these technologies. 
The guiding principles focus on governance and 
accountability, fairness, transparency, disclosure, and 
data privacy and protection (HKMA 2019).

The Monetary Authority of Singapore issued the 
Principles to Promote Fairness, Ethics, Accountability 
and Transparency in the Use of Artificial Intelligence 
and Data Analytics in Singapore’s Financial Sector. 
The principles were developed in consultation with 
the industry and close coordination between MAS 
and the authorities responsible for data protection 
and communications. They complement previously 
existing principles and regulations for internal 
governance frameworks and must be applied and 
calibrated according to the materiality of the different 
AI models used by financial institutions (MAS 2018).
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6.4.2.2  Potential lack of transparency  
in ML models

Some ML models lack transparency and “explainability,”  
which refers to the ability of a provider to explain the 
outputs of an ML model. However, EMDEs often 
experience less developed regulation and oversight of 
this issue and other issues involving ML. For instance, 
providers may not be required to disclose which types 
of data they use in credit scoring. Credit scoring and 
other models may also be developed and maintained by 
a third party that treats a model and the data it uses as 
its intellectual property, potentially imposing obstacles 
for transparency, accountability, risk management, 
and supervision. Black box ML models are another 
issue (i.e., the provider is unable to explain how the 
algorithm works). The World Bank and the International 
Committee on Credit Reporting (ICCR) highlight the 
risk of model opaqueness in credit scoring (World Bank 
and ICCR 2019). However, not all ML models fall into 
the black box category, and explainability is a matter 
of model design. It could therefore be argued that ML 

54 Outsourcing risks and concentration risks in outsourcing are also discussed in sections 6.1 and 6.2. 

should be explainable when used in financial services for 
tasks such as credit scoring. 

6.4.2.3  Outsourcing risks  
and concentration risks

The use of AI and ML systems requires proper 
consideration of outsourcing risks and concentration 
risks. As discussed earlier in this chapter, DFS providers 
are usually required to assess the risk stemming from 
outsourced parties and are fully responsible for their 
compliance with relevant laws and regulations. DFS 
providers that use AI and ML systems developed by third 
parties may lack the capacity or expertise to assess such 
risks.54 The European Central Bank has adopted a specific 
framework to deal with the use of credit scoring models 
developed by third parties (see Box 14).

The United States is also starting to regulate the use of AI 
and ML models by credit providers (see Box 15).

BOX 14.  ECB oversight of the use of third-
party AI providers

The European Central Bank’s guide to 
assessments of fintech credit institution license 
applications highlights the following: if a fintech 
credit institution uses credit scores provided by 
a third-party vendor (outsourced credit scoring) 
and the vendor uses alternative data sources 
to build scorecards, the ECB and competent 
national authorities would assess the adequacy 
of the institution’s risk controls. Aspects they 
would consider include whether outsourcing 
risks are adequately managed and whether the 
credit-scoring process and data sources are 
properly documented and understood throughout 
the institution. The assessment would also 
consider the applicant’s capacity to exercise 
contractual rights to permit both the institution and 
supervisors to audit outsourced credit scoring 
activities (ECB 2018).

BOX 15.  Requirements for the algorithmic 
decision-making process in the 
United States

The draft bill of the U.S. Consumer Online Privacy 
Rights Act requires that entities engaging in 
algorithmic decision-making to facilitate credit 
opportunities must annually conduct an impact 
assessment that: 

• Describes and evaluates the development of the 
entity’s algorithmic decision-making process, 
including the design and training data used to 
develop the process and how it was tested for 
accuracy, fairness, bias, and discrimination

• Assesses whether the algorithmic decision-
making system produces discriminatory results 
based on an individual’s or class of individuals’ 
actual or perceived race, color, ethnicity, religion, 
national origin, sex, gender, gender identity, 
sexual orientation, familial status, biometric 
information, lawful source of income, or disability

The entity may use an external independent 
auditor or researcher to conduct assessments.
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Moreover, concentration risk could exist. In some 
markets, DFS providers rely on a relatively small number 
of AI and ML providers. The supervisor needs to 
monitor concentration risk at the market level since DFS 
providers could be impacted if one or more dominant 
AI/ML providers experience significant disruptions or 
cease operations. The risk would vary depending on the 
functions of the DFS provider supported by AI and ML 
applications. The increasing use of AI and ML by DFS 
providers requires that supervisors have some level of 
technical expertise to understand the different models, AI/
ML providers and their relationship with DFS providers, 
and the risks arising from such relationships. This is a 
developing area of supervision and approaches are still 
emerging. However, there is a growing sense among 
supervisors in EMDEs that they will need the ability 
to effectively oversee the use of AI and ML, including 
by assessing models used at significant scale, to make 
judgment calls about whether models produce unfairly 
discriminatory results based on gender, race, ethnicity, 
and sexual orientation—and how they affect credit risk at 
DFS providers.
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GLOSSA RY

Application programming interface (API) is a set 
of routines, protocols, and tools for building software 
applications. APIs are the conduit for data transmission 
between two parties.

Artificial intelligence (AI) is defined as IT systems 
that perform functions requiring human capabilities. 
AI can ask questions, discover and test hypotheses, and 
automatically make decisions based on advanced analytics 
operating on extensive data sets. Machine learning (see 
below) is one subcategory of AI (BCBS 2018).

Banking-as-a-service (BaaS) provider is a tech company 
with a banking license that represents the vision of banks 
as market utilities. BaaS improves access to cutting-edge 
technology and brings economies of scope and scale. 
BaaS is a combination of banking tech stack and banking 
license, which necessitates compliance with banking 
regulation and allows the BaaS provider to build a 
banking balance sheet (Jenik and Zetterli 2020).

Big data refers to the large volume of data that can be 
generated, analyzed, and increasingly used by digital 
tools and information systems. This capability is driven 
by the increased availability of structured data and the 
ability to process unstructured data, increased data 
storage capabilities, and advances in computing power 
(BCBS 2018). 

Big tech refers to large global companies whose primary 
role is to provide digital services rather than financial 
services. Examples include Amazon, Facebook, and Google.

Cloud computing refers to the use of an online network 
(cloud) of hosting processors to increase the scale and 
flexibility of computing capacity. This model enables 
convenient, on-demand network access to a shared pool of 
configurable computing resources (e. g., networks, servers, 

storage facilities, applications, services) that can be rapidly 
released with minimal management effort or service 
provider interaction (BCBS 2018). 

Consent-based customer data refers to retail customer 
data held by banks (e.g., customer transactions, personal 
identification data, customer financial history) that is 
permissioned by the bank’s customer to be accessed by a 
third party (BCBS 2019b).

Deposit insurance is the protection a deposit insurer 
provides to ensure that deposits up to a certain amount 
are reimbursed to depositors in the event a deposit-taking 
institution fails and is thus unable to meet its obligations 
to depositors (Izaguirre et al. 2019).

Deposit-taking institutions (DTIs) include conventional 
banks and nonbank institutions authorized to receive 
deposits from the public, such as deposit-taking 
microfinance institutions and financial cooperatives. 

Digital financial services (DFS) are the range of 
financial services accessed through digital devices and 
delivered through digital channels, including payments, 
credit, savings, and remittances (AFI 2016). Digital 
channels may include mobile phones, cards combined 
with card readers, computers connected to the internet, 
and automated teller machines (ATMs), among others. 

Digital financial services provider (DFS provider) 
refers to a provider that delivers digital financial services 
to its customers. A DFS provider could be a nonbank 
e-money issuer or any other regulated entity. In this 
guide, the focus is on entities that are not regulated and 
supervised as a bank.

Direction of risk refers to the potential change in the risk 
of a particular significant activity. It could be increasing, 
decreasing, or constant—based on the supervisor’s 
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assessment of current and potential changes and trends 
within the DFS provider, among other factors.

Electronic money (e-money) refers to a monetary value 
electronically stored on a system or device that can be 
used for making payments and transfers to entities and 
people other than the e-money issuer. E-money may be 
referred to by other names such as stored value facility or 
mobile money.

Financial safety net is a broad framework that aims to 
reduce the probability of DTI failures and their impact on 
individual depositors, other DTIs, and the entire financial 
system. It includes prudential regulation and supervision 
and the functions of resolution, lender of last resort, and 
deposit insurance (IADI 2014).

Financial services provider (FSP) is a type of entity 
that provides financial services to consumers and other 
businesses. FSPs include conventional banks and DFS 
providers, among others.

Financial supervision (supervision) refers to the 
assessment and enforcement of FSP compliance with laws, 
regulations, or other rules intended to ensure FSPs operate 
in a safe and sound manner and hold capital and reserves 
sufficient to support the risks that arise in their business 
(CPMI 2003).

Financial technology (fintech) is a technologically 
enabled innovation in financial services that could result 
in new business models, applications, processes, or 
products, with an associated material effect on financial 
markets and institutions and the provision of financial 
services (Plaitakis and Staschen 2020).

Float (electronic float, e-float) refers to the total 
outstanding value of e-money liabilities of the e-money 
issuer to its customers at any point in time.

Float account (electronic float account, e-float account) 
is an account opened in a bank or other deposit-taking 
institution where the e-money issuer is required to deposit 
all funds collected from customers in exchange for 
e-money issued at par value.

Fund safeguarding regulatory requirements aim 
to protect e-money customers against risk of loss and 
unavailability of funds. These requirements aim to 

ensure that float is sufficient, safe, and liquid to meet 
customer demand for converting e-money into cash. 
Measures generally include the following: (i) Regulations 
require that float only be invested (if any investment 
is permitted) in liquid and low-risk assets such as 
government bonds, or simply in an account with a 
commercial bank; (ii) Some regulations require EMIs to 
spread float among different DTIs to protect against the 
risk of the failure of the DTI holding the float; and (iii) 
Ring-fencing arrangements protect float against EMI 
creditors (e.g., lenders, investors, suppliers, employees, 
government). This can be done by requiring the float 
account to be a special type of account, such as a trust or 
escrow account (Dias and Staschen 2018a).

Innovation facilitator is a public sector initiative to engage 
with the fintech sector, for example, a regulatory sandbox, 
innovation hub, or innovation accelerator (FSB 2017).

Innovation hub/office refers to an innovation facilitator 
set up by a regulator. It provides support, advice, or 
guidance to regulated or unregulated firms in navigating 
the regulatory framework or identifying supervisory 
policy or legal issues and concerns. An innovation hub can 
take various forms, depending on the regulator’s appetite 
and mandate. It is most often a central contact point 
to streamline queries and provide support, advice, and 
guidance. Support can be direct or indirect via guidance 
to the market and generally does not include testing 
products or services (Appaya and Gradstein 2020). 

Legacy systems refers to potentially outdated computer 
systems, programming languages, or software. For 
traditional banks, it often means a system that cannot 
be taken out of service and the cost of designing a new 
system with a similar level of availability would be high. 
For example, systems to handle customer accounts (Dias 
and Staschen 2017).

Machine learning (ML) is a method of designing 
problem-solving rules that automatically improve through 
experience. Machine learning algorithms give computers 
the ability to learn without specifying all the knowledge 
the computer would need to perform the desired task, 
as well as to study and build algorithms that can learn 
from and make predictions based on data and experience 
(BCBS 2018). 
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Mobile financial services refers to a type of DFS 
primarily delivered through mobile phones. It may include 
mobile money, mobile insurance, mobile savings, and 
other services.

Mobile money is a type of digital financial service, more 
specifically a type of e-money delivered primarily through 
mobile phones and mobile money agents.

Nonbank is an institution that is not regulated and 
supervised as a bank or other DTI.

Nonbank electronic money issuer (EMI) is a nonbank 
institution authorized and dedicated to issuing e-money 
against the collection of customer funds, offering e-money 
accounts and related payment and storage services. EMIs 
are often prohibited from engaging in credit operations, 
that is, they cannot intermediate funds collected from 
e-money customers (Izaguirre et al. 2019).

Open banking is defined as the sharing and leveraging 
of customer-permissioned data by banks with third-
party developers and firms to build applications and 
services, including, for example, those that provide 
real-time payments, greater financial transparency 
options for account holders, marketing, and cross-selling 
opportunities. Individual jurisdictions may define open 
banking differently (BCBS 2019b). 

Open data is defined as the exchange of consumer data 
between private sector institutions, including FSPs and 
nonbank FSPs such as electronic money issuers, utility 
providers, and telecoms, with other such institutions on the 
basis of customer consent (Plaitakis and Staschen 2020).

Open finance is the exchange of customer data held by 
a wider set of FSPs including banks, insurance providers, 
mortgage providers, or investment advisors with each 
other on the basis of customer consent. FSPs can 
either be data holders or data users. Uses for such data 
include improving product design, customization (e.g., 
financial advice), improving risk assessments (e.g., credit, 
insurance), building price comparison tools, and helping 
customers to switch providers.

Payment initiation is a third-party service that facilitates 
the initiation of customer payments.

Payment initiation service provider refers to a third-
party service provider that allows a consumer to make 
a payment from their bank account directly to the 
merchant, typically by establishing an electronic payment 
link between payer and online merchant via the payer’s 
online banking module.

Payment services provider (PSP) is a legal entity that 
provides services enabling funds to be deposited and 
withdrawn from an account; payment transactions 
involving transfers of funds; the issuance and/or 
acquisition of payment instruments such as checks, 
e-money, credit cards, debit cards, and remittances; and 
other services central to the transfer of funds. PSPs include 
banks and other deposit-taking institutions, money 
transfer operators, and nonbank e-money issuers, among 
others (AFI 2016).

Regtech (regulatory technology) refers to technology 
solutions to improve compliance at potentially lower 
costs by regulated institutions, including solutions for 
regulatory reporting.

Regulatory sandbox is a framework set up by a financial 
sector regulator to allow private firms to live test small-
scale innovations in a controlled environment—operating 
under a special exemption, allowance, or other limited 
time-bound exception—under the regulator’s supervision 
(Jenik and Lauer 2017).

Remote inspection refers to a supervisory tool that 
can be implemented through techniques such as video 
conferencing, electronic document and file reviews, and 
other technological tools. The use of APIs to access the 
DFS provider’s system helps supervisors remotely conduct 
audits and tests.

Resolution is a disposition plan and process for a 
nonviable deposit-taking institution. Resolution may 
include liquidation and depositor reimbursement; 
transfer and/or sale of assets and liabilities; establishment 
of a temporary bridge institution; and write-down or 
conversion of debt to equity. Resolution may also include 
the application of procedures under insolvency law to 
parts of an entity in resolution, in conjunction with the 
exercise of resolution powers (IADI Glossary).
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Resolution authority is a public authority that is 
responsible, either alone or together with other authorities, 
for the resolution of FSPs established in its jurisdiction, 
including resolution planning functions (IADI Glossary). 

Structured data is data that have been organized into 
a formatted repository, typically a database, so their 
elements can be made addressable for more effective 
processing and analysis. A data structure is a kind of 
repository that organizes information for that purpose. 
In a database, for example, each field is discrete and its 
information can be retrieved either separately or along 
with data from other fields in a variety of combinations 
(TechTarget 2015).

Supervisory authority refers to a financial authority 
in charge of financial supervision, for example, central 
banks, financial market authorities, and financial conduct 
authorities. It does not include regulators of other sectors 
(e.g., telecom regulators).

Suptech (supervisory technology) refers to technological 
solutions focused on improving the processes and 
effectiveness of financial supervision and regulation.

Third-party provider is a type of legal entity that is not a 
part of the DFS provider. It can be a supervised FSP (e.g., 
bank, other DTI) or a nonsupervised entity (e.g., fintech, 
cloud services provider).

Transaction accounts are accounts held with banks 
or other authorized and/or regulated service providers 
(including nonbanks) that can be used to make and 
receive payments and to store value. Transaction 
accounts can be further differentiated into deposit 
transaction accounts and e-money accounts (CPMI and 
World Bank 2020). 

Unstructured data are data in nonstandardized formats 
that cannot be organized in traditional databases with 
searchable fields for sorting, extraction, and analysis.
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