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Executive Summary

Combating financial fraud, which comprises scams, has become a global priority. Fraud threatens
financial stability by eroding consumer trust in financial service providers (FSPs). It also feeds money
laundering, and it could reverse hard-won gains in financial inclusion by pushing people away from
digital services. Finally, it raises significant consumer protection issues.

Fraud is a cross-sector and cross-border problem rising at unprecedented speed and scale. Several
forces are driving this acceleration: the explosion of social media as a channel for scams, the use of
generative Al (GenAl) by fraudsters, the increasing involvement of organized criminal networks, the
rapid adoption of fast payments, and the rising use of consumer data in digital finance.

This paper presents a curated list of solutions that have shown some success in protecting consumers
against fraud. Financial sector leaders need to consider these solutions in the context of a fast
changing and broad ecosystem that involves data, telecom, cybersecurity, national security, and law
enforcement authorities and stakeholders. Authorities could incorporate these solutions in a broader
cross-sector national strategy to combat fraud.

A majority of the solutions use artificial intelligence (Al)-powered applications. Some solutions are
regulatory and can be enacted directly by authorities. Others are technology based and fall to digital
financial services (DFS) providers, fintechs, and market facilitators. A third category covers
governance arrangements that define rules, roles, and responsibilities for all parties, often through
collaborative approaches.

The following types of solutions are presented:

I.  Intelligence sharing and collaborative action: Governments and industry create hubs to share
real-time intelligence and coordinate fraud responses across sectors.

ll.  Detecting fraudulent advertising and fraud: Authorities, mobile network operators (MNOs)
and internet platforms monitor and remove fraudulent promotions and block scam messages
before they reach consumers.

[ll.  Telecom security standards: This solution describes upstream measures to secure
communication networks that fraudsters use to initiate attacks.

IV.  User authentication: Stronger identity verification reduces account takeover (ATO) and
onboarding fraud.

V. Positive frictions for payment transactions: Deliberate pauses and checks give consumers
time to reconsider risky transfers.

VI.  Behavioral biometrics and transaction pattern analysis: Banks and payment networks use
real-time data on how users type, swipe, and transact to detect anomalies in milliseconds.



VII.  Fund recovery: Clear liability rules and cross-border coordination help return stolen funds to
victims.

VIIl.  Consumer behavioral campaigns: Education focuses on simple, repeatable actions rather than
general awareness.

When integrating these solutions into the broader fraud landscape, policy makers and private sector
leaders need to consider potential trade-offs. Nearly all solutions rely on consumer data, which raises
privacy concerns, particularly for vulnerable groups. Aggressive antifraud measures can also
inadvertently exclude consumers. Collaboration between competitors is essential but does not come
naturally. Al is a powerful enabler but requires significant investments in capacity, especially in
emerging market and developing economies (EMDEs). These tensions require conscious policy
choices to align protection, privacy, financial integrity, and inclusion objectives and determine where
to invest limited resources.

To better protect consumers against fraud, financial sector authorities will likely need to collaborate
with other authorities and the government, as well as with the private sector and consumer groups,
under some form of national anti-fraud & scam strategy that goes well beyond finance. Because fraud
reaches across national borders, stronger cross-border collaboration is inevitable.

Global organizations, including the Financial Action Task Force (FATF), the Financial Stability Board
(FSB), the Organisation for Economic Co-operation and Development (OECD), the International
Monetary Fund (IMF), the World Bank Group (WBG), and the United Nations (UN), play an important
role in fraud prevention by developing common principles and practical guidance for cross-border
cooperation. The resources now available in EMDEs are grossly insufficient to protect consumers and
the financial sector from fraud. Development agencies could play a critical role in developing low-cost,
adaptable solutions that authorities and smaller providers in EMDEs can readily adopt.



Introduction

Imagine a world where everyone can use digital finance without fear in a way that improves their lives
and financial health, with no fraud, scams, or loss of money. This publication aims to bring that world a
step closer by providing a curated list of solutions' that show evidence of success in better protecting
consumers against fraud.

Many countries are seeing financial fraud as a fast-growing threat that cuts across sectors and
borders. Fraud is at the center of attention for several reasons: (1) fraud undermines financial stability
because it erodes consumer trust in financial intermediaries and payment providers, which is a core
concern for central banks and prudential regulators; (2) criminal activity related to financial fraud has
increased exponentially in the past few years, exacerbating integrity concerns as illicit proceeds feed
into money laundering and threaten the soundness of the financial system (Khiaonarong and
Shanyuan 2026); and (3) fraud negatively affects financial inclusion by undermining consumer trust
and erasing recent progress. This paper focuses on financial consumer protection aspects but
acknowledges that these are not sufficient to eliminate the threat of fraud and scams and that other
interventions (such as cybersecurity and the fight against crime) are essential. It also illustrates
tensions between different financial sector policy and regulatory objectives.

With the acceleration of technology use in financial services such as artificial intelligence (Al) and the
expanded use of consumer data trails, digital financial services (DFS) are reshaping the financial
sector, broadening access and reducing consumer costs. At the same time, these DFS bring many
new, nontraditional market actors into the value chain and customer journey that are increasingly
outside the financial regulators’ purview. Recent data and evidence show that DFS consumer risks are
becoming more complex and growing rapidly, particularly fraud (including scams); see box 1 (Chalwe-
Mulenga and Duflos 2026).

Protecting consumers from financial fraud requires action across the entire fraud chain, from
prevention and disruption to recovery, and no single type of intervention is sufficient on its own. A
critical starting point is having sound foundational frameworks in place: robust financial consumer
protection, data protection, anti-money laundering/countering the financing of terrorism (AML/CFT),
and cybersecurity regulatory and supervisory frameworks. At the same time, these interventions
come with trade-offs such as the tension between fraud protection and data protection.

The solutions documented in this report can be applied at different stages of the fraud chain. They
consist of regulatory requirements, technology-based tools, and multistakeholder collaborations. We

1“Solutions” are any regulatory, technological, or collaborative initiatives that directly contribute to the prevention and
disruption of fraud in financial services and the recovery of funds based on publicly available evidence.
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have curated a list of 56 concrete examples of initiatives that have shown signs of success in
protecting consumers from fraud based on publicly available information.

Box 1: How We Define Fraud in This Paper

We use “fraud” as an umbrella term for a broad range of malicious activities in the financial sector,
with “scams” considered a subset. Some organizations distinguish between authorized fraud (scams),
in which victims are tricked into giving away money or digital assets, personal information,
credentials, or data, and unauthorized fraud that occurs without direct deception of victims. Where
relevant, we indicate when solutions apply specifically to scams. Annex D provides a list of types of
fraud identified in this research, including scams.

This report can be particularly useful for several groups: financial, data protection, and telecom
authorities as well as DFS providers who are developing strategies and solutions to reduce fraud; other
stakeholders in the digital finance ecosystem; and organizations working across sectors to reduce
fraud. A recurring finding is that protecting consumers from fraud cannot remain within the
boundaries of the financial sector: it demands coordinated action among financial authorities, telecom
and cybersecurity regulators, law enforcement, DFS providers, consumer representatives, and market
facilitators.

As described in Annex A, the global fraud landscape is diverse and complex, with many global
organizations active in the fight against fraud. Some organizations, such as Standard-Setting Bodies
(SSBs), develop norms for stability and cyber resilience, while others develop norms and standards for
consumer protection or focus on law enforcement and AML. There are also several organizations that
provide capacity to national authorities and global platforms that help fight fraud.

Within a country’s DFS ecosystem, many actors can help protect consumers from fraud. Country-level
stakeholders include the following:

. Financial sector authorities that oversee banking, payments, securities, insurance, and
microfinance, as well as financial consumer protection bodies, alternative dispute resolution
schemes, and financial intelligence units (FIUs).

. Nonfinancial authorities such as consumer protection, telecommunications, cybersecurity,
data protection, Al, and competition authorities; law enforcement agencies; and ministries
of the interior.

. DFS providers such as banks, insurers, fintechs, mobile network operators (MNQOs), internet
platforms, agent network managers, and industry associations.

. Consumer associations, advisory panels, consumer advisers and counselors, and journalists.

. Market facilitators such as payment networks, technology providers, app stores, e-

commerce platforms, cybersecurity firms, regulatory technology (RegTech) companies,
credit reporting agencies, and researchers.
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Authorities with financial consumer protection (FCP) responsibility and other stakeholders struggle to
keep pace with the fast growth of fraud, highlighting a need to develop solid regulatory and
supervisory frameworks for consumer protection and data protection and to make existing FCP
frameworks more proactive, strategic, holistic, and customer centric. In response, CGAP envisions a
Responsible Digital Finance Ecosystem (RDFE) framework (Duflos et al. 2024) in which key ecosystem
actors collaborate and build capability to strategically detect, prevent, and mitigate DFS risks (see
figure 1). This approach safeguards consumers from potential harm, helps them recover lost funds, and
ensures that DFS offer positive consumer outcomes. To implement this framework, CGAP is
developing guidance and tools for FCP authorities and DFS providers that include a focus on better
protecting consumers against fraud.

Solutions to Protect Consumers from Fraud in Digital Finance 5



Box 2. Research Methodology

The research methodology consisted in extensive desk research of more than 300 publicly available
sources, including regulations, research publications, news articles, as well as inputs from global FCP
experts. The research produced a list of more than 120 solutions; we present 56 of them, organized
in eight categories, for which we could find evidence of success. Some of them are technology
based, while others are regulatory or tangible collaborations. The research also draws on recent work
carried out by international organizations such as the Organisation for Economic Co-operation and
Development (OECD) (2026) paper on protecting consumers from financial scams and frauds and
CGAP's frontier solutions to address consumer risks in digital credit (Izaguirre et al. 2025). The
underlying data included in the report are obtained from national authorities' official reports and
communications. Data from non-official sources are corroborated with information from other
sources, including financial service providers (FSPs), analyst reports, consulting firm reports, and
news outlets.

This report describes the nature, consumer benefits, and limitations of these solutions so that
stakeholders can tailor them to their specific contexts. It does not provide detailed guidance on how
to implement the solutions, how many resources they require, and how adaptable they are to other
jurisdictions. We encourage readers to review and cross-check any outcomes associated with the
initiatives they wish to explore further. Note that many of the solutions are Al powered, which requires
organizations to have internal capacity to implement them.

We start with a short description of why the evolution of fraud makes it urgent to act to protect
consumers’ well-being. The list of solutions begins with those that involve significant collaborations,
followed by those that prevent fraud, disrupt fraud, and aim to recover stolen funds.? Annex B
provides a summary of initiatives described in the report, organized by type of solution and key
stakeholder (for example, financial authorities and providers). The annex provides additional details of
organizations leading each initiative, other partners, their operational model, and the technology used.
Annex C provides seven additional solutions that are notable for their collaborative nature but for
which we do not yet have evidence of impact. Finally, Annex D provides a typology of fraud.

2 The report also includes mechanisms designed by national authorities and FSPs to ensure the swift submission of consumer
reports of fraud and scams as an important component of initiatives with a focus on fraud detection and prevention.
However, the scope of the report does not include other consumer-facing solutions focused on submission, analysis,
resolution, and redress of consumer complaints by FSPs and external dispute resolution mechanisms, as these complaints
could be associated with risks other than fraud.
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The Need to Tackle Fraud in Digital Finance

In 2022, we conducted research on key risks for DFS users and found significant evidence that fraud
was the fastest growing risk, often outpacing technology adoption (Chalwe-Mulenga et al. 2022).

The scale of fraud continues to grow

Numerous global reports indicate that the scale and complexity of fraud risks have increased. For
example, the OECD (2026) reports a sharp increase in the share of jurisdictions whose authorities cite
fraud and scams as one of the top three operating environment risks, and in 2025 fraud became the
number one concern after ranking second in 2022. Further, the World Bank’s (2025a) survey of
financial sector authorities in 30 countries reported that 59 percent viewed fraud as the top consumer
risk concern, with a comparable number citing supervisory challenges in addressing it. Similarly, a 2025
Mastercard survey of more than 13,000 consumers across 13 countries found that 80 percent had
received a scam attempt (Hyman 2025).

CGAP and Innovations for Poverty Action (IPA) national surveys conducted between 2022 and 2025
also show widespread consumer exposure to fraud, with over 60 percent of DFS users receiving fraud
attempts in Rwanda, Tanzania, Uganda, and Kenya (see figure 2). The surveys also highlight the
financial impact on victims. For instance, in Rwanda, 15 percent of DFS users surveyed (representing
18 percent of those who received scam messages) lost money, while in Kenya, 14 percent did.
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Moreover, some of the above surveys reveal that fraud victims not only lose money but also face non-
monetary harms that can undermine their trust in DFS. In Kenya, Tanzania, and Uganda, DFS users who
experienced a fraud attempt or lost money due to fraud tended to have lower trust in DFS providers
(Blackmon et al. 2025a; Blackmon et al. 2025b; Blackmon et al. 2025c).

Fraud is becoming more complex

Fraud is converging with other risks: Fraud, data misuse, and network downtime are closely linked with
cybersecurity issues, as shown in figure 3. While cybersecurity aims to protect the confidentiality,
integrity, and availability (the CIA triad) of information and information systems, cybercriminals seek to
compromise them through disclosure, alteration, and destruction (the DAD triad). A cyberattack on a
financial institution can cause system downtime and expose customer data, which may then be sold to
criminals who use it to execute fraud. Criminals can also access data through social media or breaches
of third-party providers (TPPs) and retail databases. When users face fraud, data compromise, or
network outages, they may file complaints with FSPs or agents, but service disruptions and
compromised data make transaction verification difficult, reducing the likelihood of fund recovery and
complicating complaint resolution. In cases where DFS users are tricked by criminals to share sensitive
information such as a personal identification number (PIN) or one-time password (OTP), it is difficult
for DFS providers to help or trace illegal activity.

The convergence of fraud with other risks can drive over-indebtedness and worsen financial health,
especially considering that digital financial literacy remains low globally, particularly among crypto

Solutions to Protect Consumers from Fraud in Digital Finance 8



users who often underestimate risks (OECD 2023, 2025a, 2025b). Low digital literacy weakens DFS
users' responses to safeguards and warnings and contributes to harmful outcomes when compounded
by low resilience and behavioral biases (OECD 2023).

Multiple forces are shaping how fraud emerges and spreads, making the interconnections between
fraud, cyberattacks, and other DFS consumer risks increasingly complex.

Al amplifies fraud risks across multiple fronts: Al has lowered the cost and skill required to commit
fraud through fraud-as-a-service models that comprise a dark web network selling tools and services
that enable even low-skill actors to buy synthetic identities, mule accounts, and stolen personally
identifiable information and generate polymorphic malware® (LexisNexis 2026; Sumsub 2024). Al
developments enable fraudsters to reach unprecedented speed, sophistication, and scale (Duflos
2025).

Identity fraud has surged and become more complex as generative artificial intelligence (GenAl)
creates identities that interact with and adapt to verification systems in real time, making them harder
to detect (Cloud et al. 2025).* Based on Sumsub’s global data, identity fraud attempts surged 700
percent between 2022 and 2025, while losses increased from 1.7 to 2.2 percent during the same time
period.> GenAl-related synthetic fraud also increased globally, accounting for 50 to 70 percent of
credit fraud losses (Singh 2025). Al is now enabling advanced biometric and liveness attacks that
bypass Know Your Customer (KYC) controls, especially in digital banks and microfinance institutions
(Smile ID 2025).

Social media's growing role in fraud: With 5.66 billion people globally (93.8 percent of internet users)
now using social media (DataReportal 2025), fraudsters increasingly exploit these platforms through
fake profiles, deceptive advertisements, and impersonation of high-profile individuals. Interpol (2024)
reports that platforms like Facebook, YouTube, Instagram, and Telegram are used to recruit human
trafficking victims who are then coerced into perpetrating fraud, particularly investment and romance
scams. These schemes are further amplified via Al-generated deepfake celebrities who promote
casual, relatable content (International Organization of Securities Commissions [IOSCO] 2025;
Mascellino 2025; Nosker 2025; Mustak et al. 2023). Across Europe, Revolut (2024) found that 61
percent of scams originated on Meta platforms, accounting for 37 percent of total scam losses.

Real-time payment (RTP) systems growing as a target for scams: While Al has increased the
sophistication of fraud types such as account takeover (ATO) and authorized push payment (APP)
scams, these schemes are more prevalent on RTP systems, which are exploited for money mule
activity. In its global analysis, Outseer (2024) reports a 57 percent rise in money mule behavior on RTP
channels globally in 2023.

Criminal networks are expanding into online financial fraud: Fraud is increasingly coordinated,
carried out by networks that include knowingly or unknowingly recruited money mules (Interpol 2024).
Organized crime groups are now using automation and Al to run large-scale fraud operations, even

3 Polymorphic malware continually changes its identifiable features as it replicates, allowing it to evade detection.
4 See also Mortensen 2025; TransUnion 2025a.
5 We reviewed Sumsub's 2022 to 2025 reports to assess trends in identity (ID) fraud.
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trafficking over 220,000 people into scam farms across Southeast Asia (World Economic Forum
2025).

Vast volumes of data flowing through TPPs pose additional risks: TPPs are central to digital finance
through application programming interface (API)-based data exchange but are highly vulnerable to
cyberattacks. Risks are heightened in open finance systems when TPP activities—especially “write
access,” where a consumer grants access to a TPP to initiate actions, execute transactions, or modify
information—Ilack strong security controls (Mazer and Farrel 2025). As open finance expands globally,
fraud via TPPs is expected to increase. IBM (2025) notes that TPP attacks surged within a year,
becoming the second-most-common breach vector and taking the longest to detect and contain.

CGAP has been tracking consumer risks in DFS for many years, and risks have accelerated at a
remarkable pace in the past three years. It is important for financial sector authorities to understand
the nature and scale of fraud affecting consumers. Use of nationally representative surveys on
consumers’ experience can help authorities to (1) detect the types of fraud-related vulnerabilities,
risks, and consequences that consumers face; (2) assess the frequency and magnitude of consumer-
facing fraud risks; (3) obtain a baseline that helps them measure progress in reducing fraud risks; and
(4) help design and plan interventions with other ecosystem actors. A range of well-tested market
monitoring tools can also help authorities better detect and understand fraud. (Izaguirre et al. 2022).

Box 3. Identifying Fraud in Peru and Rwanda

In 2025, the Peruvian Superintendencia de Banca, Seguros y AFP (SBS), with CGAP support,
conducted a nationally representative survey of 1,007 DFS users. The survey found that 47 percent
were exposed to fraud and scams in the past year. Of those exposed, 21 percent suffered monetary
losses—equivalent to 10 percent of all DFS users surveyed. More than half of DFS users exposed to
risks including fraud, data misuse, network downtime, and lack of transparency reported a negative
impact. Twenty five percent decreased their use and 11 percent stopped altogether, and 17 percent
changed their MNO, agent or FSP. This evidence allows DFS ecosystem actors to prioritize
coordinated measures to address consumer-facing fraud risks through a multistakeholder action
plan.

The National Bank of Rwanda (NBR) conducted a similar nationally representative survey in October
2025 with 1,043 DFS users. It revealed that 84 percent of DFS users had received scams or
fraudulent messages or calls in the past year. Among those exposed, 18 percent suffered a financial
loss, equivalent to 15 percent of all DFS users surveyed. Despite the prevalence of fraud and other
risks, only 28 percent of users reported that these challenges affected their use of DFS, although 10
percent reduced their usage. Drawing on national survey insights, NBR and RDFE stakeholders in
Rwanda are working on an action plan that includes strengthening fraud-related financial education,
enhancing consumer protection regulations, and improving the timeliness of support for fraud
victims.

Sources: Authors; FinCoNet 2026.
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Solutions to Address Fraud Risks

These solutions represent interventions that authorities, providers, and other stakeholders can take at
different stages of the fraud chain, from the preparatory steps that fraudsters and scammers make
before committing fraud and during it to the hiding and channeling of fraud proceeds after fraud is
committed.®

Some solutions are regulatory in nature and fully actionable by authorities. Others fall under the scope
of DFS providers, fintechs, and other market facilitators, most of which are technology-based.
Authorities also play a key role in engaging the industry and raising supervisory and regulatory
expectations. Other solutions function as governance arrangements that set the rules for participation,
define expectations, and assign stakeholder roles and responsibilities—core elements that lead to
collaborative solutions. This section presents eight types of antifraud solutions across four domains:
education, prevention, detection/disruption, and response/recovery (Financial Action Task Force
[FATF] 2025; UNDP 2025). “Intelligence Sharing and Collaborative Action” solutions, as shown in figure
4, exemplify how the RDFE framework's collaborative principles can be implemented to close
information gaps that fraudsters exploit, improve analysis, and orchestrate multistakeholder
interventions. This solution spans the four domains noted above by engaging multiple stakeholders
either voluntarily, through regulatory mandates, or within government centers specifically created for
this purpose.

Most solutions presented in this report fall under prevention. They aim to prevent fraud before it
occurs, in the early phase of the fraud chain. These solutions address issues regarding
telecommunications security standards, identity (ID) verification and authentication, fraudulent
advertising, and intentionally slow transactions and impose limits on fast payment amounts. Other
solutions under detection/disruption disrupt scams and fraud in progress by triggering warning
messages, freezing funds, or blocking mule accounts; they disrupt fraud schemes by affecting their
profitability and dismantling fraudsters’ criminal infrastructure (for example, mule account networks
and fraudulent websites). A third group of solutions, response/recovery, aims to reimburse consumer
losses, coordinate enforcement actions, and reclaim assets after fraud has occurred. Finally, some
solutions aim at educating consumers so that they can play a more proactive role in preventing and
reporting fraud.

6 The United Nations Development Programme (UNDP) Anti-Scam Handbook provides a detailed representation of the
journey map of the scam (UNDP 2025).
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Solutions are not exclusive but highly complementary. Given the complexity and multisectoral nature
of fraud, all stakeholders along the fraud chain must act; an increasing number of financial regulators
around the world are issuing more comprehensive laws and developing multisectoral strategies and
regulatory frameworks.” For each type of solution, we have identified concrete examples of initiatives
that have reported initial signs of success. Their description and evidence of impact are obtained from
public sources. In the case of national authorities, these sources include reports, official public
statements, regulations, and press releases from regulatory and supervisory authorities, levels of
government, and enforcement agencies. Information from other stakeholders is obtained from reports,
use cases, and data published on their websites. Information obtained from specialized analysts, news
outlets, and consulting firms is corroborated against available information from original sources and
solution partners.

l. Intelligence Sharing and Collaborative Action

Modern fraud exploits information gaps among banks, MNOs, big techs, TPPs, and authorities.® The
solutions we present aim to close these gaps by sharing intelligence and taking coordinated fraud

7 The Australia Scams Prevention Act 2025 (Annex C) makes platforms, banks, and MNOs accountable for the detection,
reporting, disruption and response to scams, while the Philippines Anti-Financial Account Scamming Act establishes a
framework for legal accountability and comprehensive technical mandates (Bangko Sentral ng Pilipinas 2025).

8 CIFAS (formerly known as Credit Industry Fraud Avoidance System) is a pioneering UK fraud database and member service
for confirmed or suspected frauds that members use for vetting and prevention (CIFAS n.d.). Modern centers described in
this section focus on real-time intervention and fund recovery.
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prevention, detection/disruption, and response/recovery actions. Some jurisdictions create
government anti-scam centers, which operate as central hubs that collect and analyze fraud data from
disparate sources and coordinate actions. In other cases, collaborative actions operate by designing
legal and technical frameworks that enable intelligence sharing among players from different sectors
or by participating in flexible collaborative networks to exchange real-time risk signals and coordinate
enforcement actions.’

Some initiatives are built for immediate, rapid response (minutes to hours) to stop live fraud. Other
solutions function as long-term enforcement task forces whose primary goal is not only to coordinate
a response but also to proactively investigate and dismantle entire fraudulent operations through
coordinated raids, legal takedowns, asset seizures, and the recovery of funds.

(A) GOVERNMENT ANTI-SCAM COMMAND CENTERS

National anti-scam command centers are centralized hubs where data and intelligence from disparate
sources are combined, analyzed, and used to quickly disrupt fraud. They integrate the distinct
capabilities, data, and legal authorities of different government bodies—such as law enforcement,
financial regulators, and telecom regulators—with those of financial institutions and telecom providers
and set up clear collaboration, intelligence exchange, and enforcement coordination protocols.

There is no single model for national antifraud centers, as each country adapts its approach to local
needs. Malaysia and Indonesia have created centers focused on rapid action and fast fund recovery
after a scam.

Examples of solution:

e Malaysia's National Scam Response Centre (NSRC), launched in 2022, brings together the
National Anti-Financial Crime Centre (NFCC), Royal Malaysian Police (PDRM), Bank Negara
Malaysia (BNM), and Malaysian Communications and Multimedia Commission (MCMC). When
victims call 997, the NSRC coordinates an immediate response by tracing and freezing stolen
funds, sharing information with police, and working with MNOs to block scam numbers. Its
work is powered by the National Fraud Portal (NFP), led by BNM and PayNet, which supports
real-time fund tracing across the industry using Al and machine learning (ML). Since integrating
with the NFP, the NSRC has cut investigation times by 70 percent, raised case escalation by 41
percent, and increased fund-freezing success from 0.5 percent to 30 percent (BNM 2024,
BNM 2025; FNA 2025). By Q3 2025, it had recovered RM 12.91 million and returned RM 1.99
million to victims.

e The Indonesia Anti Scam Center (IASC), launched in 2024, acts as a national coordination hub
(Otoritas Jasa Keuangan [OJK] 2024). It shares consumer reports across OJK, Kominfo, and
fintech industry groups and enables fast blocking of scammers’ accounts, websites, and phone

9 International Organization for Standardization (ISO) 20022 standard for electronic data interchange among financial
institutions, fintechs, MNOs, big techs, and government authorities is a critical enabler of digital payment services and many
of the solutions presented in this report (ISO n.d.)
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numbers. Since its creation, the IASC has blocked 415,385 accounts, secured Rp 511.1 billion,
and returned Rp 161 billion to victims of scams (OJK 2026).

e Australia uses a proactive model focused on disrupting scams before losses occur. The
National Anti-Scam Centre (NASC), created in 2023 by the Australian Competition and
Consumer Commission (ACCC), is a national hub that brings together government agencies,
banks, MNOs, and digital platforms. It breaks down data silos by using short-term “fusion cells”
where experts from the ACCC, Australian Securities and Investments Commission (ASIC),
industry, and platforms work together to analyze scam activity and coordinate fast disruption.
A key feature is the Intel Loop, run with the Australian Financial Crimes Exchange (AFCX),
which enables real-time intelligence sharing between banks, MNOs, and platforms. The NASC
combines this industry data with scam reports from the public received via the ScamWatch
public portal, to create a full picture of scam activity and act quickly. This model helped reduce
national scam losses by 25.9 percent in 2024, contributing to a 17.8 percent drop in scam
reports (NASC 2025a). Throughout 2024, the NASC referred over 8,000 URLs for takedown,
preventing an estimated $A 36 million in losses. Agencies such as the Australian Taxation
Office (ATO) now use NASC data to identify mule accounts involved in tax fraud (ATO 2025).

¢ India has adopted a technology-driven system suited to its digital payments landscape, where
mobile numbers are widely used for united payments interface (UPI) transactions.” The Digital
Intelligence Platform (DIP), led by the Department of Telecommunications, and in coordination
with the Reserve Bank of India (RBI), the Indian Cyber Crime Coordination Centre (14C), acts as
a central hub that links telecom data such as fraudulent SIM cards, device IDs, and consumer
reports of suspected scams or messages via Sanchar Saathi portal feature with financial data
from banks and UPI providers. The system generates a Financial Fraud Risk Indicator (FRI) for
each mobile number, and banks use this real-time rating to block high-risk transactions or
freeze accounts before fraud occurs. According to India’s Ministry of Communications (2025),
since the FRI went live in May 2025, it has flagged 4,000 to 5,000 high-risk numbers each day
and triggered the freeze of over one million bank accounts and wallets in the first three
months. By October 2025, DIP had prevented 5.5 million risky transactions and helped avoid
INR 2.28 billion in potential losses (Times of India 2025).

(B) ECOSYSTEM COLLABORATION FRAMEWORKS—MULTISTAKEHOLDERS

These solutions are public private and ecosystemic by design. They bring together authorities and
digital finance players from banking, telecoms, technology, and law enforcement. In some cases,
industry leads the work in partnership with regulators; in others, private sector coordination is driven
by regulatory expectations for greater collaboration. The goal is not broad enforcement but a trusted

10 UPI is India’s real-time payment system, operated by the National Payments Corporation of India (NPCI).
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framework that lets different sectors exchange real time intelligence and stop scams early, intervene
during high risk payments, and quickly trace or freeze stolen funds."

Examples of solution:

Stop Scams UK is an industry-led coalition that acts as a central coordination hub. It follows a
“hub and-spoke” model, creating the legal and technical framework that links banks (such as
Barclays, HSBC, and NatWest), technology firms (such as Google, Meta, and Microsoft), and
telecom companies (such as BT and Vodafone). The Financial Conduct Authority (FCA) and the
UK communications and data privacy regulators act as strategic collaborators. Information
flows in multiple directions. MNOs report malicious calls and texts, tech platforms flag scam
ads and fake profiles, and banks share data on fraudulent transactions. This joint intelligence
allows quick action, such as banks freezing mule accounts identified through MNO data. A key
feature is the 159 hotline, which connects users who receive suspicious calls directly to their
real bank, cutting off scammers and giving MNOs data to block fraudulent numbers. Stop
Scams UK efforts removed 50,000 harmful websites by October 2023 and identified more
than 7,000 mule accounts by February 2024 (Stop Scams UK, 2023; Stop Scams UK, n.d.). The
hotline’s impact is clear, with daily calls rising to more than 1,300 and participating banks
increasing from 9 in 2021 to 27 in 2025.

In Asia, Hong Kong's Financial Intelligence Evaluation Sharing Tool (FINEST) is a public-private
system that helps stop money mule account networks used to move scam funds. It is co-led by
the Hong Kong Association of Banks, the Hong Kong Monetary Authority, and the Hong Kong
Police Force (HKPF). FINEST works as a fast, secure channel rather than an analysis tool.
Member banks identify high-risk or suspected mule accounts and immediately share this
intelligence with all other participants. This coordination breaks down data silos and helps
banks block illicit fund transfers before money is moved across institutions. FINEST launched
as a five-bank pilot in June 2023, focused on corporate accounts, and expanded to ten banks
by March 2025. HKPF (2025) reports that FINEST processed more than 580 intelligence
reports in that time, helped disrupt multiple criminal networks, and supported the police-led
Upstream Scam Intervention initiative, which stopped over 3,000 scams and saved HKD 199
million (about US$25 million). A more advanced version of the platform is planned for late
2025, including support for personal accounts.

Singapore’s ScamShield Suite is an integrated antifraud system led by the National Crime
Prevention Council and the Singapore Police Force (SPF). The ScamShield app uses on-device
Al to filter scam SMS messages and a police-managed blacklist to block fraudulent calls. Users
can also report suspicious messages, calls, and links, creating an essential crowdsourced
intelligence channel. The app connects to a 24/7 helpline (1799) for real-time checks and offers
a direct link to major banks’ fraud teams. An educational website and WhatsApp/Telegram alert
channels add further layers of protection. Between March 2022 and October 2023, the

11 The Financial Sector Conduct Authority (FSCA) established a partnership among regulators, banks, and telecom
stakeholders to enable real-time intelligence sharing, joint monitoring of platforms, policy and regulatory alignment,
enforcement, and consumer education and awareness (FSCA 2025).
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ScamShield Suite flagged 5 million scam SMS messages and blocked 80,000 scam numbers
(Ministry of Home Affairs, Singapore 2023). The system has logged 1.27 million checks and
nearly 600,000 user reports and verified more than 230,000 suspicious WhatsApp messages
and calls by June 2025 (Ministry of Home Affairs, Singapore 2025; SPF 2025). In Q12025
alone, users submitted 453,000 reports and helped block 14,405 scam numbers (ScamShield
n.d.).

e Scam Signal in the UK fights APP fraud by giving FSPs a real-time risk signal before approving a
payment. It was launched in 2023 through a collaboration between FSPs and all major UK
MNOs, led by UK Finance and the Global System for Mobile Communications Association
(GSMA), which supplied the Open Gateway API standard. Although not a government-run
system, it was shaped by regulatory expectations for stronger industry cooperation. When a
customer initiates a payment, the bank sends anonymized mobile network data to the MNO
through Pay.UK. The MNO checks for risk factors such as recent SIM swaps or call forwarding
and sends back a risk signal. FSPs then use this signal to approve, delay, or block the
transaction. While system wide results are still emerging after a November 2024 rollout, a three
month pilot led by Vodafone showed a 30 percent improvement in scam detection. In a case
study, Telefénica (2025) reports that early adopters experienced up to a 41 percent drop in live
scams and 44 percent fewer fraud losses.

e Globally active fintech BioCatch (2024b) helps stop illicit funds from reaching mule accounts
by focusing on the risk of the recipient account. When a receiving account is flagged as high
risk, this information is shared immediately with the sending bank, which can pause or block the
transfer before the money leaves the account, even if the customer has been socially
engineered. Covering more than 85 percent of Australia’s banked population, the system
scaled up in Q3 2025, analyzing over 180 million payments and detecting more than $A 60
million in attempted fraud (BioCatch 2025a). The network exhibits strong performance against
social engineering scams, assessing payment risk in over 70 percent of cases before funds are
transferred (FinTech Times 2025). Building on its success, BioCatch Trust Argentina launched in
May 2025 in partnership with local banks and fintechs.

e Meta’s Fraud Intelligence Reciprocal Exchange (FIRE) enables banks and Meta to share threat
signals, such as fraudulent URLs, phone numbers, and email addresses. Financial institutions
provide granular data that is analyzed using Meta’s Al/ML, which recognizes scam behavior
patterns, takes down linked accounts, and sends back aggregated intelligence to refine their
internal models. The first pilot, developed in collaboration with Stop Scams UK (with NatWest
and Metro Bank), removed approximately 20,000 Meta accounts (Meta 2024). In Australia, in
partnership with AFCX, FIRE blocked 8,000 pages and 9,000 Al-generated celebrity scams
across Facebook and Instagram (Taylor 2024).

e Beyond telecom and banking partnerships, the Global Signal Exchange (GSE)'? initiative
expands intelligence sharing into a truly multisector network. Launched in late 2024 by the

12 Learn more about GSE at https://www.globalsignalexchange.org/.
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Global Anti Scam Alliance (GASA) and the DNS Research Federation (DNSRF), it serves as a
global hub for real time scam intelligence. The GSE connects more than 230 organizations
across technology, telecoms, finance, cybersecurity, and government, allowing them to
exchange a wide range of “threat signals.” These include malicious URLs, scam domains,
fraudulent IP addresses, fake social media profiles, scam posts, and compromised ad accounts.
The platform uses Al to analyze incoming data and distribute actionable intelligence so
participants can disrupt scams quickly. For example, Google uses GSE data to block dangerous
URLs in Search and Ads, while Meta removes fraudulent pages and profiles across Facebook
and Instagram. The GSE has grown rapidly; by December 2025, it had shared more than 500
million threat signals, up from 200 million in May 2025.

Other interesting collaborative examples are in development, leveraging federated learning
technology, such as Swift-Google Cloud Federated Learning and Project AIKYA. Some regulators, in
cooperation with other regulatory authorities, are developing comprehensive regulatory frameworks
for scam prevention, such as Australia's Scam Prevention Act 2025 (Annex C).

(C) COORDINATED DISRUPTION AND ENFORCEMENT PARTNERSHIPS—MULTISTAKEHOLDERS

These partnerships address the limits of slow legal processes and traditional institutional structures by
bringing together government, law enforcement, and industry to close information and authority gaps
that criminals exploit. Their purpose is to enable fast, coordinated action, such as removing malicious
apps or blocking fraudulent accounts, to protect consumers from risks like predatory lending, data
misuse, and crypto-phishing. They operate as flexible, operational frameworks that keep pace with
rapidly evolving criminal tactics and strengthen collective defenses.

Examples of solution:

¢ India’s Fintech Association for Consumer Empowerment (FACE), which coordinates a
multistakeholder framework to fight fraudulent lending apps. FACE, now a recognized self-
regulatory organization (SRO) for the fintech lending sector, gathers data on predatory
practices and privacy breaches from its members and shares this intelligence with government
partners: the Reserve Bank of India (RBI) for policy action, the Ministry of Home Affairs (MHA)
for criminal investigations, and the Ministry of Electronics and Information Technology (MeitY)
for removing harmful apps (FACE 2023). FACE also works with Google as a “priority flagger,”
enabling the rapid takedown of malicious personal loan apps from the Google Play store.
Following an RBI whitelist of legitimate apps, more than 4,700 non compliant or fraudulent
lending apps were removed from the Google Play store by August 2023 (Government of India,
Ministry of Finance 2024).

e Another example of a public-private partnership is Canada’s Operation Avalanche, a regulator-
led initiative led by the British Columbia Securities Commission (BCSC 2025) designed to
disrupt crypto scams known as “approval phishing,” where victims are tricked into granting
malicious smart contracts access to their tokens. The partnership brings together police,
regulators, and private firms. Chainalysis acts as the technical partner by identifying
compromised wallets on the Ethereum blockchain, and this intelligence is shared with
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cooperating crypto platforms such as Coinbase, Wealthsimple, and Kraken to help contact
affected users. This coordinated approach allows teams to warn victims quickly and prevent
further losses. In its first operation in March 2025, the team reached 89 victims and uncovered
about Can$4.3 million in stolen crypto assets. The BCSC plans to make Operation Avalanche a
regular part of its antifraud program.

e Indonesia’s Satgas PASTI is a government-led partnership with broader enforcement powers.
Launched in 2017, it is a multiagency task force led by OJK with participation from Bank
Indonesia, the National Police, Kominfo, and other government bodies. Satgas PASTI has a wide
mandate to eliminate illegal financial activities, including unlicensed lending, investment fraud,
Ponzi schemes, and illegal crypto operations. The task force gathers intelligence through cyber
patrols and public reports and then carries out a coordinated “ecosystem blockade”: Kominfo
removes the entity’s online presence, OJK and Bank Indonesia freeze related accounts, and the
police open criminal investigations. Its enforcement has been extensive. By May 2025, Satgas
PASTI had shut down 13,228 illegal entities, including 11,166 online lenders and 1,811 investment
schemes (OJK 2025).

STRATEGIC CONSIDERATIONS AND POTENTIAL CHALLENGES

Intelligence sharing and collaborative action can be applied to most of the solutions described in this
paper and have great potential due to their ecosystemic nature. There are also specific trade-offs and
challenges. Data protection, privacy, and transparency trade-offs are key considerations for authorities
and partners. It is important to ensure that the "scam signal" information shared among MNOs, banks,
authorities, and big techs under these solutions is the "minimum necessary." Otherwise, there is a risk
of violating privacy laws. Some initiatives use information on attempted and verified fraud reported by
the public. In such cases, proactivity, timeliness, and the quality of consumer reports are essential, so
education and consumer engagement efforts are integral to these initiatives.

In light of these examples, we see some potential challenges with these solutions:

o Effective cooperation: It is difficult to get direct competitors, such as banks, MNOs, and
agencies with different mandates to share data in real time. Authorities can help actors to
collaborate.

¢ Incomplete ecosystem participation: If major players do not participate, fraudsters shift
activity to the “weak links.”

¢ Technical interoperability and cost: Connecting legacy and modern systems, standardizing
data formats, and maintaining real-time APIs for information sharing is complex and expensive,
especially for smaller institutions.

Il. Detecting Fraudulent Advertising and Fraud

This category of solutions includes initiatives to monitor fraudulent advertising, deployed by financial
authorities as an integral part of their traditional market conduct oversight. It also includes initiatives
that big tech platforms and MNOs implement for the detection and blocking of websites, fraudulent
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advertisements that circulate on their platforms, and scam messages and calls that use MNO
networks, which prevent them from reaching the consumers and dismantling fraudsters operations.

(D) MONITORING FRAUDULENT ADVERTISING BY AUTHORITIES AND BIG TECHS

Financial regulators are increasingly using advanced supervisory technology (SupTech) to proactively
monitor social media and scan websites to identify misleading promotions, unlicensed advice, and
investment scams. By leveraging Al and data analytics, this approach shifts oversight from reactive,
complaint-based supervision to proactive, data-driven monitoring that detects and prevents
consumer harm before it escalates.

At the same time, the increased use of digital platforms as enablers of digital fraud has led to growing
regulatory pressure, pushing big tech platforms to shift from reactive moderation to preemptive
verification and monitoring of financial services advertising content.

Examples of solution:

e As part of its data strategy, the UK’s FCA (2022) monitors noncompliant financial promotions
by regulated entities, investment scams, online fraud, and illegal advertising by unauthorized
finfluencers. The FCA uses an automated system that scans hundreds of thousands of newly
created websites each day, using advanced analytics and social media monitoring. This
continuous cycle of scanning, analysis, warning, and disruption has significantly strengthened
oversight. Website scanning increased from 100,000 per day in 2021 to 480,000 in 2024.
Alerts for unauthorized firms and individuals rose 34 percent in 2022, reaching 2,240 alerts in
2024 (FCA 2024). Most notably, interventions to amend or remove misleading promotions
increased from 564 in 2021 to 19,766 in 2024, and more than 1,600 illegal websites were
blocked in 2024 alone. This intensified scrutiny has created a more hostile environment for
scammers and finfluencers.

e In Australia, ASIC does more targeted monitoring than the FCA, concentrating on the most
harmful forms of consumer abuse: investment scams and unlicensed financial advice
distributed through websites and social media. Its model relies on continuous monitoring of
online content—including discussions, advertisements, and posts—with a recent emphasis on
finfluencers. To support this, ASIC uses advanced analytics, including trials of natural language
processing (NLP) and machine learning (ML), to strengthen early fraud detection and improve
oversight of online promotional activity. As of February 2025, ASIC had removed more than
10,000 fraudulent websites and investment scam ads (around 130 per week) (ASIC 2025).
These enforcement actions are complemented by public guidance directed at finfluencers.

o Google confirms that financial advertisers are registered, for example, via the FCA Register in
the UK or G2 Risk Solutions (G2RS) in Australia (ASIC), Singapore (MAS), and other markets,
according to its Financial Services Advertising Policy (Google 2026a, 2026b).” Google

13 Microsoft Advertiser Identity Verification (AlV) mirrors Google's in the UK. Microsoft also scans for mandatory disclosures
and bans "fake news"—style ads and ads imitating system warnings threat vectors (Microsoft Advertising 2023; Microsoft
Advertising n.d.).
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standardizes disclosures, restricts high risk products (for example, Contract for Difference
(CFD) or crypto), and enforces its misrepresentation policy to counter Al driven deepfakes
(Google 2024).* At the same time, Google restricts advertisers’ technical ability to target
vulnerable groups or exclude protected characteristics (for example, “housing, employment
and credit” in the US and Canada and “financial hardship” globally), removing the “perfect
victim” from the scammer’s reach (Google n.d. a; Google 2026a). Google reports that this
multilayered approach has produced major results: 12.7 million account suspensions in 2023,
194 million blocked ads in 2024, and 700,000 accounts permanently removed, contributing to
a 90 percent decline in specific scam reports.”

Another advertising detection solution is under development by the Commissione Nazionale per la
Societa e la Borsa (CONSOB), the Italian securities regulator, and Google, with a focus on investment
advertisements. Regnology and the Gates Foundation have joined efforts to develop low-cost
detection solutions for EMDESs' financial regulators (Annex C).

(E) FRAUD THREAT DETECTION AND SPAM FILTERING BY MNOS AND BIG TECHS

MNOs, big tech platforms, and mobile phone manufacturers increasingly deploy Al/ML driven threat
detection and spam filtering tools to detect and block fraudulent communications and phishing
attempts. These solutions analyze behavioral and network patterns, flag risks in real time, and in some
cases automatically block malicious content, thereby strengthening consumer protection and integrity
across communication channels.'®

MNOs use Al-powered solutions to detect and filter spam:
Examples of solution:

o Airtel evaluates sender behavior, message frequency, and geographic patterns in real-time—
without reading message content—to detect suspicious SMS messages and calls employing
an in house Al/ML system. Airtel's SMS Spam Alerts" also checks URLs against a centralized
blacklist and tags risky messages as “suspected spam” (Airtel 2025). When identifying a high
risk URL, it blocks the domain and redirects users to a warning page. Between October 2024
and April 2025, Airtel reports flagging 27.5 million spam calls (~1,560 per second), reducing

14 Meta exposes the funding chain of financial ads, with specific requirements by jurisdiction (Meta n.d.,a; Meta n.d.,b).

15 In 2024, Google reported a reduction of 90 percent in reports of public figure impersonation ads using Al-generated
imagery or audio (Google 2024, “Our 2023 Ads Safety Report, March 2024, https://blog.google/products/ads-
commerce/google-ads-safety-report-2023/#enforcement; 2024 Ads Safety Report,
https://services.google.com/fh/files/misc/ads_safety_report_2024.pdf.

16 GSMA Call Check automatically performs a series of checks via API to identify calls using spoofed numbers before they
reach the consumer (GSMA n.d., a.; GSMA 2025; Oculeus n.d.).

17 The solution was developed in response to the 2025 amendment to the Telecom Regulatory Authority of India (TRAI)
directive, which regulates commercial communications and mandates telecoms to use advanced Al/ML solutions for the
proactive prevention and monitoring of unsolicited commercial communications (UCC).
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spam volumes by 16 percent. Following its success in India, Airtel is expanding the solution to
Nigeria, Uganda, Kenya, and 14 additional African markets.

o Viettel's Al “AntiSpam” analyzes call and SMS message patterns and reportedly blocked 15
million spam SMS messages in its first month of operation in Vietnam in 2020, contributing to
a 32 percent decline in spam calls during the first semester of 2021 (BNews 2021, Viettel
2020). Viettel has since deployed the system in Cambodia (Metfone), Tanzania (Halotel),
Myanmar (Mytel), Mozambique (Movitel), and Peru (Bitel).

e SK Telecom (SKT) provides real-time block of suspicious SMS messages and vishing alerts in
South Korea (Korea Bizwire 2025). SKT deployed “Al Safe Block” through its AdotPhone dialer,
powered by the Al security platform ScamVanguard, using a hybrid on-device/network model.
The Al models are continuously updated with threat intelligence from SKT's network and
crossreferenced with data provided by Korea Financial Security Institute. In its first month, SKT
reported that it issued 190,000 warnings, and ScamVanguard now blocks over 1.3 million
fraudulent calls or messages monthly. The Industrial Bank of Korea integrated ScamVanguard
into its SurPASS system. The solution won the CES 2025 Best of Innovation—Cybersecurity
award.

e KT Corporation’s Al Voice Phishing Detection Service uses an on-device Al voice-to-text NLP
to flag risky conversations in real time through the WhoWho caller ID app in South Korea.
Within two months of launch (January 2025), KT reports preventing W16 billion in potential
losses, achieving 90.3 percent accuracy on verified phishing calls (Chosunbiz 2025).

e Some operators instead use third party providers. In the Philippines, Globe Telecom
automatically detects and blocks spam and scam messages, even with minor variations, by
analyzing their structural and behavioral features. In partnership with Mavenir to deploy
SpamShield, it uses advanced monitoring, adaptive analytics, and real-time Al/ML algorithms.
Globe reports a 74 percent decline in bank related spam and scam SMS messages and a 44
percent drop in scam SMS messages reported by customers via Globe's portal in Q1 2024
versus Q12023 (Globe Telecom 2025).

¢ In North America and Europe, MNOs focus their Al/ML filtering systems on spam calls and
voice phishing. Rogers (Canada) uses Hiya's Adaptive Al to analyze call origination patterns,
velocity, and routing, alerting its users to possible scams (Rogers 2023). When Rogers
identifies a call as suspicious, the feature displays a “likely spam” or “likely fraud” warning on the
user's phone so that they can decide whether to answer or ignore the call. As of March 2023,
Rogers reports that Spam Call Detect has flagged over 250 million spam or fraud calls during
its first six months of implementation.

Big Techs using Al-powered solutions to detect and filter spams:

Big tech platforms integrate advanced Al to strengthen security and counter sophisticated social
engineering and data theft tactics.

Examples of solution:
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A focused adaptation of Google’s Al protection framework is employed at the core of the
DigiKavach program, detecting and neutralizing fraud schemes—from predatory lending apps
to payment scams. DigiKavach or “Digital Shield” is a multistakeholder collaboration between
Google, FACE, and the 14C. Google's antifraud approach uses on-device Al to process
transcripts and audio locally. Google ensures sensitive data remains on the device rather than
the cloud, enhancing both privacy and security. In May 2025, Google upgraded Google
Messages Spam Protection, using on device Al on Android phones to proactively flag scam
patterns in SMS, MMS, and RCS. The Google Phone app dialer adds further protection through
call screen and scam detection, offering real time transcription, automated hang-ups for
confirmed spam, and interactive Al-based replies. Google is also piloting in-call protections for
financial apps, alerting users when a banking app is opened during screen sharing with
suspected fraudsters impersonating banks or government agencies. This work is strengthened
by partnerships with FACE, which provides intelligence on predatory lending apps, and 14C,
which supports joint threat analysis. Google reports that since late 2024, Google Play Protect
has blocked nearly 60 million installation attempts of high-risk apps, neutralized over 220,000
malicious apps across more than 13 million devices, and Google Pay has generated over 41
million warnings to prevent fraudulent payments (Google 2025).

STRATEGIC CONSIDERATIONS AND POTENTIAL CHALLENGES

Jurisdictions that have already put in place solid market monitoring will have an advantage in
implementing these solutions. The surveillance of user communications and behavior raises data
protection, privacy, and security considerations. For instance, as metadata contains signals about
communication (for example, location, duration, and frequency), the analysis of metadata could be
extended to other forms of surveillance. This means that having solid data protection regulation and
enforcement will be essential in implementing such solutions. The effectiveness of this solution also
depends on the awareness and proactiveness of consumers by reporting fraudulent communications
and numbers and heeding the warning alerts issued by such applications.

In light of these examples, we see some potential challenges with this type of solution:

Encrypted channels: Monitoring user communications often covers only the public channels,
missing scams conducted in private or encrypted channels (for example, Telegram and
WhatsApp).

Resources: These initiatives are resource intensive and require advanced Al/ML models and
skilled data scientists.

Siloed and limited scope: Initiatives that operate only within one MNO network or channel (for
example, SMS) have limited overall effectiveness.

Third-party cooperation: The takedown of fraudulent and deceptive promotions and websites
by platforms, hosts, and registrars requires close coordination between financial and
telecommunications authorities.
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lll. Telecom Security Standards

The effectiveness of antifraud initiatives deployed by authorities, FSPs, and other participants in the
digital financial ecosystem is enhanced by upstream measures designed to secure the primary channel
that fraudsters use to initiate attacks: the telecommunication network. Mobile phones have made
financial services widely accessible but have also become prime targets for fraud. A lost or stolen
device poses a critical risk, as criminals can access banking apps and intercept SMS-based OTPs to
steal money and personal information. These initiatives aim to secure mobile devices, curb the volume
of fraudulent communications, and replace SMS-based OTPs with more secure user authentication
methods.

(F) TELECOM SECURITY REGULATIONS BY AUTHORITIES

Telecom authorities have implemented regulations to secure devices, curb the high volume of
counterfeit handsets, verify users, and police network traffic. Criminals no longer need to steal a
physical phone; SIM swap attacks allow them to hijack a user's number and digital identity, making
device blocking measures insufficient. In response, regulators have increasingly adopted mandatory
SIM registration laws as a response to modern fraud risks. Now implemented in around 150 countries,
these laws aim to link mobile numbers to verified identities to curb the anonymity of prepaid SIM
cards. However, their effectiveness relies on mobile operators’ practices, systems, and ID security
standards (GSMA 2024). Identity verification practices by some MNOs will require major
improvements to prevent criminals from impersonating legitimate subscribers during SIM swap
attempts.

Examples of solution:

e While International Mobile Equipment Identity (IMEI) blacklisting is a core tool for disabling
stolen phones, India’s Department of Telecommunications (DoT) has extended its use to direct
FCP through the Central Equipment Identity Register (CEIR).® This centralized system—part of
the Sanchar Saathi portal—moves beyond theft deterrence to active fraud prevention by
giving users two capabilities: a public portal to block their own devices and an automatic
tracing function that alerts law enforcement when a new SIM is inserted into a blacklisted
phone. Since CEIR’s nationwide launch in May 2023, more than 3.9 million stolen phones have
been blocked and 2.4 million traced as of October 2025. Of the traced devices, over 628,200
were recovered, a 26.3 percent recovery rate. CEIR has had a direct impact on reducing fraud
within India’s rapidly expanding UPI ecosystem, where stolen phones are a primary vector for
intercepting SMS OTPs used to authorize transactions.

e Some regulatory approaches now target network level traffic, recognizing that even verified
users on secure devices remain vulnerable to fraudulent communications. Singapore’s
mandatory SMS Sender ID Registry (SSIR), launched by Infocomm Media Development
Authority (IMDA) in January 2023, combats SMS phishing by requiring organizations to register
official alphanumeric sender IDs (for example, “DBSBank”). This creates a centralized whitelist,

18 Refer to CEIR Portal, https://ceirgov.in/Home/index.jsp.
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ensuring that messages from unregistered IDs are automatically flagged as “likely SCAM,”
giving consumers real time warnings across all commercial SMS messages, including OTPs and
alerts (IMDA 2022). Despite a 10.6 percent increase in total scam cases in 2024, SMS based
scams fell sharply—from 2,625 cases in 2022 to 1,285 in 2024 (ScamShield 2024). While
multiple factors contributed to these results, the SSIR is widely considered a central driver of
this decline.

e The STIR/SHAKEN framework (FCC 2025), launched by major carriers in the US and mandated
by the TRACED Act (Telephone Robocall Abuse Criminal Enforcement and Deterrence Act),
combats illegal caller ID spoofing and robocalls. Led by the Federal Communications
Commission (FCC), it enables MNOs (and fixed-line providers) to verify that the caller ID
information transmitted with a call matches the caller’s real phone number. The framework
categorizes the call into three attestation tiers, and the lowest-trust calls may be labeled as
"spam likely” or "unknown caller" or blocked. The framework is also implemented in Canada. In
2025, the FCC removed over 1,200 noncompliant providers, disconnecting them from the
national network for failing to meet authentication standards (FCC 2025a).

e Another example of a comprehensive telecom regulation is Australia’s Reducing Scam Calls and
Scam SMS Industry Code, effective since 2022 (Australian Telecommunications Alliance [ATA]
2022). Enforced by the Australian Communications and Media Authority (ACMA), the code
obligates operators to proactively disrupt fraud by monitoring networks, blocking suspicious
calls and SMS messages (for example, short duration, high-volume calls, or abnormal routing),
sharing threat intelligence, verifying sender IDs to prevent impersonation, and providing clear
tools and guidance to consumers. By mid-2025, Australian telecom providers had blocked over
2.6 billion scam calls and 936.7 million scam texts (ACMA 2025). This proactive blocking
contributed to a 13.1 percent reduction in scam losses in 2023 and a further 25.9 percent
decline in 2024 (NASC 2025b). While part of a wider national strategy, the code remains a
central mechanism for preventing scammers from reaching potential victims.

(G) API-ENABLED NETWORK SECURITY ARCHITECTURE BY MNOS

These initiatives aim to replace vulnerable SMS based OTP authentication with a model that uses the
mobile network itself as a real time security source. Enabled by the GSMA Open Gateway initiative, '
this approach relies on an APl programmable architecture that queries the physical network—difficult
for fraudsters to spoof—to generate dynamic risk signals. Instead of exposing raw user data, the
system returns indicators such as SIM swap status, device integrity, and geospatial proximity, allowing
financial institutions to run high security checks in the background and maintain a seamless user
experience while reducing transaction abandonment.

19 The GSMA Open Gateway is a critical industry framework that establishes common APIs for accessing mobile operator
networks. The framework allows banks to obtain real-time security signals directly from any mobile network operator,
https://www.gsma.com/solutions-and-impact/gsma-open-gateway/.
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Examples of solution:

Ita Unibanco implemented a SIM-swap initiative in Brazil, developed by Vivo (Telefénica 2025,
n.d. a, n.d. b) under the GSMA Open Gateway framework, with participation from Claro and
TIM. The system allows Itau to instantly query any participating MNO to determine whether a
SIM was recently changed, an important fraud signal, in which case the bank can block the
transaction or require additional verification. This multioperator collaboration is essential
because Itad’s customers span all three networks. Since its launch in December 2023, the SIM-
swap solution has scaled rapidly. Itad reports over five million validations per month by April
2025, reducing identity-validation costs by 15 percent and improving customer-analysis
efficiency by 10 percent, enabling faster approval of legitimate transactions and more accurate
fraud detection.

Safaricom, Kenya's largest MNO, provides banks with a suite of antifraud APIs to combat
account takeovers through SIM swap checks. Safaricom expands programmable security
further by exposing location-based APIs to prevent remote withdrawal fraud (Safaricom 2023).
The automated teller machine (ATM) vicinity-check API uses cell tower data to confirm that a
customer’s phone is physically near the ATM during a withdrawal, blocking the transaction
when the locations do not align. By combining SIM swap and location signals, as of November
2024, its API suite reduced malicious SIM swap fraud to just 40 cases per 750,000 swaps
(approximately 0.0053 percent) (Lawi 2024 ). These APIs have also contributed to an 87
percent reduction in social engineering scams in 2025 by serving as the operational layer
through which banking partners apply Safaricom’s Al-driven fraud-detection framework
(Safaricom 2025).

STRATEGIC CONSIDERATIONS AND POTENTIAL CHALLENGES

These types of solutions require both regulatory and technical enhancements. The role of regulators in
requiring more security is essential. At the same time, MNO responsibilities (and limitations) in
detecting scams and fraudulent communications and protecting consumer privacy, are key
considerations for these initiatives. Cross-sectoral coordination between financial and
telecommunication authorities is essential.

In light of these examples, we see some potential challenges with this type of solution:

Fragmentation: Bilateral solutions (such as Vivo/Itad) do not cover entire customer bases,
requiring banks to maintain multiple vendors and build separate API integrations with each
MNO.

Usability barriers: In India, for example, the CEIR framework faced challenges ensuring that
large numbers of users are capable of following the multistep process required to block a lost
or stolen phone.

Solutions to Protect Consumers from Fraud in Digital Finance 25



IV. User Authentication Solutions

With fraud risks escalating across digital finance, secure authentication is now a foundational defense
rather than an optional safeguard. Regulators and FSPs are implementing stronger verification rules to
prevent the creation of mule accounts and ATO fraud and ensure that only legitimate users access
financial services. The following measures demonstrate how financial authorities and the industry are
advancing multifactor and biometric authentication to protect consumers and reinforce trust in digital
ecosystems.

(H) USER AUTHENTICATION REGULATIONS BY AUTHORITIES

Regulations that mandate strong verification and authentication are central to preventing
unauthorized account access and ATO fraud. These frameworks create a more secure digital identity
layer for users and also help prevent the creation of fraudulent mule accounts, which remain a major
laundering risk in both bank and nonbank agent models.

The financial sector is rapidly adopting biometric authentication due to its security and convenience
advantages. Many countries are developing digital ID and eKYC frameworks, assessing the right
balance between security, privacy, and exclusion risks. Approaches vary among jurisdictions. For
instance, the European Union (EU) treats biometrics as one component within a broader, multilayered
security model, while jurisdictions such as Singapore, Vietnam, Thailand, and Pakistan have taken a
more prescriptive approach by mandating biometric checks for higher-risk digital activities.?°

Examples of solution:

e Europe’s strong customer authentication (SCA) requirements were introduced in 2019 and led
by the European Banking Authority (EBA) and the European Commission under PSD2 (EUR-Lex
2018). SCA requires multifactor authentication for most user-initiated electronic transactions,
using at least two factors: something the user knows (such as a password or PIN), something
they have (such as a mobile device), or something they are (such as a fingerprint or facial
recognition). Supported by industry 3 D secure protocols and the EMV 3D secure upgrade,”
SCA has significantly reduced fraud. During its initial rollout (2020-21), it reduced the value of
fraudulent remote card payments by 40 to 60 percent. Fraud rates for card transactions are
also ten times higher when one party is outside the European Economic Area (EEA) where SCA
is not required (EBA 20244, b).

20 Alipay PL1 and WeChat Pay Palm Payment solutions use palm vein recognition technology to provide a secure payment
alternative (Daon Insights 2023; Tencent 2024; TechRound 2025).

21The 3D Secure is a secure, frictionless authentication protocol to reduce fraud in online, card-not-present transactions,
developed by EMVCo, https://www.emvco.com/about-us/overview-of-emvco/.
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e The State Bank of Vietnam (SBV) implemented mandatory biometric solutions requiring live
facial scans and liveness detection?® for a wide range of high-risk digital activities. These
include identity verification on new devices and authentication for high-value transfers and
large commercial payments. Introduced in 2024, the measure aims to curb widespread online
fraud and the growing use of rented or stolen identities to create mule accounts within the
DFS agent network. The system cross-checks live biometric data against government records
in the national population database, using either ID card chip reading, the VNelD digital identity
app, or in-person verification for foreign nationals. By August 2025, the nationwide biometric
mandate for all financial accounts removed nearly 86 million dormant or fraudulent accounts,
contributing to a 59 percent drop in individual fraud and theft cases and a 52 percent
reduction in mule accounts, significantly disrupting illicit fund flows (Vietnam Investment
Review 2025; Vietnam+ 2025).

(1) IDENTITY VERIFICATION AND BIOMETRIC AUTHENTICATION BY FSPS AND FINTECHS

FSPs invest in biometrics to reduce onboarding fraud, prevent account takeovers, and enhance overall
authentication security.?® Most embed biometric tools directly into their mobile apps through
specialized vendors.?* Digital credit providers have been implementing biometrics as part of their
multifactor authentication, largely during onboarding, loan applications, disbursements, and
repayments (Izaguirre et al. 2025).

Examples of solution:

e Wema Bank in Nigeria adopted Daon'’s facial biometrics in 2024 after substantial SIM swap and
phishing losses (Daon 2024). Integrated into the bank’s ALAT app, the system uses passive 3D
liveness detection and matches users against Nigeria's bank verification number database.
According to industry reports, it reduced SIM swap and phishing fraud by 89 percent in early
2024 and lowered related support costs by 22 percent (Corbado 2025).

o BBVA Mexico leverages their Veridas proprietary onboarding service that uses identity
document capture and video-passive liveness detection. Beyond onboarding, Veridas voice
biometrics implement a “proof of life” system for over 140,000 pensioners, enabling secure,
passive authentication via phone. The solution had a reported greater than 95 percent success

22 The industry recognizes two primary technical pillars: active liveness and passive liveness. The former requires the user to
respond to a specific request—such as blinking, nodding, or smiling—to prove they are a living person. Passive liveness
requires no user action; it analyzes data from a single image or video in the background and checks for specific physical cues.
Passive liveness is considered harder to trick because the attacker doesn't know what specific physical cues the Al is
measuring.

23 By embedding “security by design,” FSPs are integrating authentication security measures and positive frictions early in
the initial concept development phase of digital financial products.

24 UBS uses a remote onboarding system that combines near-field communication document verification with passive
liveness detection, a high-friction barrier for identity theft, and streamlining the customer acquisition process (iProov 2022;
Regula n.d.; UBS 2022).
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rate in a case study, replacing high-friction branch visits for both initial identity validation and
ongoing benefit disbursements (Veridas 2022).

o Smile ID helps address Africa’s identity fragmentation by using its SmartSelfie technology to
perform Al face matching, liveness detection, and digital document verification across 52
countries, with direct APl integrations to more than 15 government authorities. Smile ID acts as
an identity middleware by connecting directly to government databases to validate biometrics
and ID data. Nigeria's Paga reported a 40 percent reduction in identity-related fraud and a drop
in onboarding time from two hours to between seven and nine minutes after adopting Smile
ID’s liveness checks (Smile ID 2024b). Recognizing its regional importance, Mastercard
partnered with Smile ID in a two-phase initiative starting in 2024, integrating its verification
technology first into the merchant digital onboarding program and later expanding to broader
consumer KYC across Mastercard's digital platforms (Mastercard 2025a).

e Following a similar focus on regional identity challenges, Advance.Al automates eKYC across
Southeast Asia using proprietary optical character recognition (OCR) optimized for local ID
formats. Its AdvanGuard engine reads national IDs such as the Vietnamese Can cuwéc cong dan
(CCCD) and Thai national ID and validates extracted data in real time against government
databases like Indonesia’s Dukcapil.?® Liveness detection analyzes 3D facial depth and
reflections to prevent spoofing by photos or masks. In Indonesia, Allo Bank reports onboarding
more than 750,000 customers in a three-day event with an 80 percent success rate and
verification speeds 50 percent faster than competitors (Advance.Al 2023). In Thailand, MONIX
integrated Advance.Al into its FINNIX lending app to deliver its “five-minute loan,” achieving
rapid growth supported by 99 percent facial biometric accuracy and improved protection
against spoofed or tampered IDs or 3D masks (Advance.Al n.d.; Monix n.d.).%®

e Unlike previous initiatives focused mainly on verification, Mastercard'’s global Biometric
Checkout Program serves as an ecosystem-level governance and risk framework, setting strict
standards that allow multiple biometric vendors to interoperate while decoupling biometric
matching from payment authorization to limit data liability exposure (Mastercard 2022).
Designed to standardize biometrics as a universal payment method, the program enables
consumers to pay with facial or palm recognition (with a smile or a wave) (Mastercard 2023a).
Early pilots in Brazil showed strong results: zero chargeback disputes or false positives, a 95-
percent approval rate, 76-percent customer recommendation, and a 10-percent increase in
average transaction value (Mastercard 2023b).

25 The Directorate General of Population and Civil Registration (Dukcapil) in Indonesia holds National Identification Numbers
(NIKs), personal information on ID cards, and biometric data.

26 Global systemically important banks have implemented similar initiatives. Barclays UK tailors its authentication based on
transaction risk and client type, using ID scans and liveness checks for routine banking and specialized hardware for
corporate transactions (Barclays n.d., a, b; Entrust n.d.; Hitachi n.d.). J.P.Morgan integrates real-time ID document capture and
biometric verification with passive liveness detection, and LexisNexis cross-references user data against records (J.P.Morgan
n.d.; LexisNexis Risk Solutions n.d.; Mitek 2016).
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STRATEGIC CONSIDERATIONS AND POTENTIAL CHALLENGES

While there are many promising solutions relating to user authentication, especially with Al advances,
security, data privacy, and user experience are strategic considerations that authorities and providers
need to balance. In many low-income and EMDE countries, the adoption of biometric authentication
solutions may increase the risk of exclusion. Biometric data cannot be “reset” if compromised. In this
context, weak cybersecurity frameworks may erode trust in the solution and adoption. Such solutions
require solid data protection regulations and enforcement.

In light of these examples, we see some potential challenges with this type of solution:

e Algorithmic bias: Facial recognition algorithms may perform unevenly across demographics,
risking false rejections or false acceptances.

e Dependency on government databases and infrastructure: The reliability of identity and
biometrics cross-check with national identification databases depends on stable government
systems and fast communications. Outages and slow communication networks can lead to
high latency and service interruptions.

¢ Friction and user experience: Multifactor steps and live biometric scans may be affected by
poor lighting, dirty lenses, or fingerprint and palm issues, which often cause authentication
errors.

V. Positive Frictions for Payment Transactions

This section presents a set of “positive friction” solutions—both regulatory and industry driven—that
deliberately slow or verify digital payments to prevent fraud. These include regulatory mandates such
as name matching rules, cooling off periods, device restrictions, and locked fund features, as well as
industry-led payee verification tools. Together, these interventions introduce intentional checkpoints
into high-risk transactions to stop scams, misdirected payments, and unauthorized fund transfers
before they occur.

(J) POSITIVE FRICTIONS REGULATIONS BY AUTHORITIES

Positive friction rules slow down digital payments to reduce fraud by adding mandatory pauses or
verification steps. These “cognitive breaks” help prevent APP scams and accidental transfers by giving
users time to reconsider before authorizing a transaction. Even when an account is compromised,
such measures can stop fraudsters from instantly emptying funds.?’

Examples of solution:

e Inthe UK, to combat APP fraud and accidental transfers, the confirmation of payee (CoP)
service—led by the Payment Systems Regulator (PSR)—checks the recipient’s name against
financial-provider records in real time, enabling users to act on a “match” or “no match” warning

27 Banco Central do Brasil (BCB) set maximum value allowed Pix transactions that use unregistered devices (BCB 2024,
2025).
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(FCA 2018). CoP has reversed a decade of rising fraud: by 2024, APP fraud fell, over 99 percent
of Faster Payments were protected, 1.9 million checks occurred daily, and misdirected payment
claims dropped 53 percent, underscoring CoP's dual effectiveness against both fraud and user
error (Pay.UK 20244, 2025). External reports also show declines of 30 to 32 percent across
several scam categories (Finextra 2025). Inspired by this model, the EU is rolling out
verification of payee (VoP),?® and India’s VerifyUPI ID applies the same principle by requiring
users to confirm the recipient’s name before entering their PIN.

Another antifraud approach introduces mandatory delays for high risk actions. These “cooling
off” periods give legitimate users time to respond to alerts and prevent the misuse of
compromised data. BNM combines a 12 hour cooling off period with a single device rule to
protect against account takeovers (BNM 2024a). When a fraudster attempts to register a new
device or raise transaction limits, the delay blocks transfers and gives the real user a chance to
intervene. This model is strengthened by pairing the cooling off period with a kill switch that
lets customers immediately suspend digital banking access and block outgoing transactions.
Because reactivation requires high friction steps—such as branch visits or enhanced eKYC—
scammers cannot reverse it. These measures collectively led to a 52 percent drop in fraudulent
unauthorized transactions involving malware and phishing in 2024, enabling the industry to
prevent over RM 399 million (about $US95 million) in attempted fraud.

Steered by Monetary Authority of Singapore (MAS) and the Association of Banks in Singapore
(ABS), Money Lock allows users to secure a portion of their funds from digital transfers (MAS
2024b). Activated digitally, customers choose the amount to “lock,” which remains visible and
interest bearing but cannot be moved through mobile or online banking—even if a scammer
controls the device—requiring in person unlocking at a branch or ATM. Although not
mandated, MAS supported its rollout and monitored adoption to help banks meet Shared
Responsibility Framework (SRF) obligations. By mid-2025, Money Lock had 370,000 users and
safeguarded over S$30 billion, more than triple the previous year (MAS 2025). Its success has
encouraged Malaysian banks to introduce similar features, viewed as more reliable for asset
protection than the reactive kill switch.

(K) INDUSTRY-LED PAYEE NAME VERIFICATION BY FSPS

The initiatives in this section are proactively driven by the industry, in contrast with those reviewed
earlier where the regulator was a driving force.

Example of solution:

A leading industry-led solution is the IBAN-Naam Check, introduced by Rabobank in 2017, well
before UK or EU mandates. The system compares the payee’s name with their IBAN in real time
and returns a “match,” “close match,” or “no match.” Within nine months of launch, Rabobank
reported a 70 percent drop in invoice fraud and a 50 percent reduction in misdirected

28 In force since October 2025, VoP it is expected to be fully implemented across the Single Euro Payments Area (SEPA) by
mid-2027. The EU's VoP has a stricter legal framework that includes an explicit liability shift for providers (European
Payments Council 2025).
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payments. The service, now operated globally by Surepay, supports CoP mandatory
implementation in the UK and the EU’s upcoming VoP regulation (Surepay 2020). In the UK,
Lloyds Banking Group saw a 30 percent decline in bank-transfer scams after adopting
Surepay’s technology, and Surepay reports a 67 percent reduction in incorrect payments
across banks, companies, and government agencies in the Netherlands.

STRATEGIC CONSIDERATIONS AND POTENTIAL CHALLENGES

Friction and delays in legitimate transactions are critical in a digital finance sector where transactions
occur instantaneously, but they can lead to customer frustration and dissatisfaction. Achieving the
right balance between benefits and frictions that consumers would perceive as a result of these
initiatives by authorities and providers is a key consideration. Customer education and proactive
communication are important pieces to ensure consumers understand the benefits of enhanced
security.

In light of these examples, we see some potential challenges with this type of solution:

¢ Technical and operational complexity: Implementation requires significant investment in
interoperable information technology (IT) infrastructure and standardized processes across the
industry.

e Warning fatigue: Payee name verification solutions can face challenges in the case of joint
accounts or business accounts with multiple trading names, as well as the use of nicknames.
These cases often trigger "no match" warnings. Users can become desensitized to these alerts,
treating them as a routine obstacle, reducing the overall effectiveness of such solutions.

VI. Behavioral Biometrics and Transaction Pattern Analysis

This solution category uses behavioral biometrics, such as how a user types, swipes, or holds their
device, and transaction pattern analysis to provide continuous, real-time, frictionless fraud defense. By
profiling normal user behavior, these tools detect anomalies such as midsession account takeovers or
unusual payments. They have been historically deployed by banks and other loan platforms to detect
loan application anomalies and suspicious repayment patterns (Izaguirre et al. 2025).

These techniques are now rapidly expanding to payment processors and switches, since the rise of
instantaneous and irrevocable payments has eliminated the "clearing window,” requiring fraud
detection within milliseconds. Combined with rising institutional liability, especially for APP fraud, this
shift is driving processors to evolve from simple routing platforms into centralized intelligence hubs
that apply behavioral biometrics and transaction analytics across the network.

(L) BEHAVIORAL BIOMETRICS AND TRANSACTION PATTERN ANALYSIS BY FSPS

These initiatives show that, regardless of size, all entities analyzed now use Al driven behavioral
biometrics and real time transaction pattern analysis to move from simple identity verification (“Is this
the correct password?”) to intent verification (“Is the user acting under pressure?”). Large global banks
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often adopt vertical or orchestrator models that they build and customize internally, while regional and
smaller banks typically rely on vendor led solutions tailored to their specific fraud risks.? *

Examples of solution:

e Brazilian digital bank Digio adopted the Fair Isaac Corporation (FICO)-integrated fraud
prevention suite to improve fraud detection in its credit card business. The system combines
the Al engine, which scores transaction risk in milliseconds by analyzing transaction patterns
with automated two-way customer engagement to confirm suspicious activity. FICO (2021)
reports that Digio doubled its detection rate to 60 percent and increased customer contact to
72 percent, above market averages. Another case study of an anonymous Brazilian digital bank
reported an 87 percent drop in Pix fraud and an increase in customer-contact success from 23
percent to 96 percent after consolidating its fraud systems (FICO n.d.).

o AmBank, one of Malaysia’s main financial groups, partnered with GBG to introduce a unified
fraud management and endpoint protection from cyber threats platform that secures
onboarding, transactions, and device activity (GBG, n.d.). During onboarding, the system
checks applicant information against external data sources to prevent identity fraud. During
live sessions, it monitors transaction patterns and behavioral signals, such as typing or mouse
movement, device details, and other events, like login attempts, to detect suspicious activity.
This approach allows AmBank to block fraud across all its digital channels. GBG reports that the
bank has prevented more than RM 22 million in potential application fraud and RM 2.7 million in
digital transaction fraud since 2019. With a false positive rate below 4 percent, the system
helped raise customer satisfaction.

(M) BEHAVIORAL BIOMETRICS AND TRANSACTION PATTERN ANALYSIS BY PAYMENT NETWORKS

Payment networks, unlike individual financial institutions, can analyze transactions across all
participating banks. This network-wide view lets them trace fund flows and identify mule networks,
circular trading, and sudden spikes in activity that a single institution would not see. By embedding
this intelligence into their platforms, processors detect whether a transaction is from a remote
attacker or a coerced user and flag anomalies based on ecosystem-wide patterns rather than on
isolated data.*'

29 HSBC integrates partners to analyze customer transaction context for mule detection, behavioral biometrics, and network
graphs (BioCatch 2020, 2025b; Biometric Update 2020; Celent 2023; Google Cloud 2024; HSBC 2021, 2024; Quantexa n.d.,
2020).

30 JPMorgan Chase & Co. employs a "build-over-buy" strategy leveraging graph neural networks (GNNs) that identify
accounts linked to compromised devices or synthetic IDs and behavioral biometric tools (AWS 2024; JP Morgan n.d.;
TigerGraph n.d.).

31 PayPal uncovers hidden links between accounts that use the same device or credit card, while Stripe uses network analysis
to detect "connected components" (PayPal 2025; Stripe 2024).
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Examples of solution:

e Elo, a Brazilian domestic card network, adopted Feedzai's Al platform for real-time fraud
prevention (Feedzai 2024). The solution builds behavioral and transaction profiles to detect
anomalies and provides continuous network-wide risk scoring. Its platform as a-service model
lets issuers set their own fraud rules and thresholds while benefiting from centralized analytics.
According to Feedzai, one card issuer reported a 90-percent reduction in fraud between Q1
2023 and Q1 2024, and the platform improved approval rates and lowered false positives.

e In Spain, Payguard is a centralized hub run by Iberpay that aggregates real time transaction
data from more than 70 banks. This allows it to identify mule networks, score each transaction
in real time, and share confirmed fraud instantly so all banks can block high risk accounts.
Payguard reports that 52 percent of its alerts, previously unknown to the banks, were
confirmed as fraud, and another 20 percent provided useful intelligence for improving the
models (lberpay 2025).

e Mastercard TRACE was launched in the UK in 2018 with Pay.UK and expanded to the Asia
Pacific region in 2025 through a partnership with BancNet InstaPay. TRACE is a centralized
intelligence layer that aggregates transaction data across the payment system to detect
money mule activity in near real time and alert financial institutions so they can stop fraudulent
transfers (Vocalink Mastercard 2018). Since launch, Mastercard TRACE reports it has grown to
cover 90 percent of the UK Faster Payments network across 21 institutions, identifying more
than 574,000 matches worth £974 million by late 2023 (UK Parliament 2023). In the
Philippines, the system is already flagging over 100 potential mule accounts each month
(Business Times 2025).

o EBA CLEARING, the payment infrastructure provider for the SEPA, has introduced a Europe-
wide fraud-detection layer by embedding a centralized intelligence system directly into SEPA
payment rails.* Launched in 2024, the Fraud Pattern and Anomaly Detection (FPAD) system
uses a networkwide view of billions of transactions to spot high-risk patterns, such as multiple
small accounts sending funds to a single mule account. Payment service providers can query
the central risk engine in real time and receive instant alerts before authorizing payment.** EBA
CLEARING reports that early adopters experienced a 35-percent drop in overall fraud, with one
bank reporting a 37-percent reduction in fraud losses within 10 months (Flow 2024). By March
2025, FPAD covered more than 100 institutions, representing about two-thirds of the SEPA
market.

32 Also, STET, a major payment processor serving France and Belgium, partnered with Feezdai to detect behavioral signals of
fraud and determine whether a device has been associated with a mule network in a different geography (Feedzai n.d; IBM
n.d.; STET 2024). In the US, the National Automated Clearing House Association recently mandated proactive fraud
monitoring for the ACH network when a customer authorizes a transaction under deception. "Anomaly detection" and
"pattern recognition" are examples of "reasonable" fraud monitoring tools (Nacha 2026).

33 A FedNow pilot program is underway for an upcoming network intelligence tool that will allow financial institutions
sending transactions over the FedNow service to do a “pre-check” on receiver accounts before making an instant payment
(Federal Reserve 2025).
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e Visa Protect for account to account payments (A2A) is a global Al driven fraud detection
system that operates across multiple payment networks, independent of Visa’s own card rails.
It brings together real time transaction data from participating banks and payment service
providers to create a network wide view, using deep learning models to generate instant risk
scores so institutions can block suspicious transfers before funds settle. Launched in the UK in
May 2024 and now live in Argentina through COELSA, with pilots underway in Brazil’s Pix, the
solution is expanding to ten more real time payment systems. In the UK pilot, Visa Protect
reports it has identified 54 percent of fraudulent transactions missed by banks’ existing
systems, improving fraud detection compared with a 40 percent pilot average, and potentially
preventing £330 million in annual APP losses (Pay.UK. 2024b; Visa 2024). In Argentina, Visa
reports the solution has achieved fraud capture rates of up to 73 percent.

Another interesting initiative in development is Tazama, a low-cost customizable utility for national
payment switches and regulators (Annex C).

STRATEGIC CONSIDERATIONS AND POTENTIAL CHALLENGES

Behavioral metrics may keep away many fraudsters, but behavioral and transactional data can be
sensitive, so implementation of this solution requires careful consideration of Al explainability and data
minimization requirements. Financial exclusion risks could be heightened in largely underserved
population segments, with most users having little or no transaction history.

In light of these examples, we see some potential challenges with this type of solution:

e Complex integration and explainability: FSPs using multiple third party systems may struggle
to combine different risk scores smoothly and comply with explainable Al requirements.

o Data integration issues: These systems require fast, real-time data from many sources. FSPs
are restricted from sharing data with other FSPs or other sectors, which slows down or blocks
information flow.

¢ High costs and talent needs: These platforms are expensive to build and maintain, and they
require skilled data scientists and fraud analysts.

¢ Siloed and limited scope: Initiatives that operate only within one FSP or payment network have
limited overall effectiveness.

VII. Fund Recovery

These solutions aim to minimize the financial losses that consumers may experience due to fraud.
Some of them set rules defining the obligations of participating actors in a transaction, making them
financially liable for their share of consumer losses. Others set up agile cooperation frameworks and
mechanisms that allow the freezing and recovery of stolen funds across national borders.
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(N) SHARED LIABILITY AND REIMBURSEMENT REGULATORY FRAMEWORKS BY AUTHORITIES

This emerging category of regulation shifts the primary burden of responsibility from consumers to
other actors in the digital ecosystem, such as banks and MNOs, thereby making them financially liable
for fraud losses. Regulations assign clear duties and accountability for different actors. These rules
incentivize investment in security technologies by MNOs and banks and establish a clear path for
consumer recourse and reimbursement, enhancing consumer protection.

Examples of solution:

e To protect consumers from APP fraud, the UK PSR introduced a mandatory APP scams
reimbursement requirement, in October 2024, replacing the earlier voluntary Contingent
Reimbursement Model (CRM) Code (PSR 2025b). Under the new rules, victims are entitled to
refunds of up to £85,000, with losses shared equally between the sending and receiving
payment providers. Reimbursement must be made within five business days, and exceptions
apply only in rare cases of customer fraud or proven “gross negligence.” This standard is
intentionally high, requiring firms to show that a customer ignored clear warnings or refused to
cooperate with an investigation. Early results show a strong impact. In the first year, 88 percent
of funds lost to in scope APP scams (£173 million) were reimbursed, and 82 percent of cases
were resolved within five days (PSR 2025a). The policy expanded protection from 10 to 60
payment providers, and only 3 percent of claims were rejected under the negligence standard,
showing no evidence of moral hazard. While direct comparison with the previous voluntary
code is limited, the results mark a clear improvement over the 65 percent reimbursement rate
reported by UK Finance in 2023.

Other major initiatives are underway in Singapore and Australia. In Singapore, the SRF assigns the
scam loss between banks and MNOs on the basis of a set of specified duties, shifting the fraud burden
from consumers to institutions. In Australia, the Scams Prevention Act is a flexible multiregulator
framework. The government is expected to go one step further by including certain digital platforms,
banks, and MNOs. It would be interesting to see the impact of these collaborative initiatives (Annex
C).

(0) CROSS-BORDER FUND RECOVERY OPERATIONS

Transnational scams exploit the gap between instantaneous global fund transfers and slow, nation-
bound law enforcement. This speed and jurisdictional friction allow criminals to launder and withdraw
stolen money before traditional legal channels can react, rendering recovery and victim redress nearly
impossible.

Example of solution:

o To tackle the escalating threat of sophisticated scam syndicates operating transnationally in
the region, Project FRONTIER+ directly connects the national anti-scam centers of member
nations—including Singapore, Malaysia, Hong Kong SAR, Thailand, the Republic of Maldives,
the Republic of Korea, and Australia—into a single agile regional network (SPF 2025). Led by
the SPF's Anti-Scam Command (ASCom) and Malaysia's NSRC, this model aims to bypass slow,
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traditional channels, allowing for seamless, real-time intelligence sharing and rapid,
synchronized responses. Project FRONTIER+ differs from other broad-mandate bodies like
INTERPOL and Europol, which tackle all financial crime rather than focusing exclusively on
scams. This focus enables its innovative operational model: a direct, peer-to-peer network
connecting its members' national anti-scam centers, bypassing the slow bureaucracy of global
agencies and providing the speed and agility needed to trace and freeze funds in real time.
Project FRONTIER+'s early operations have yielded significant results. An initial joint operation
between Singapore and Malaysia, conducted in February and March 2025, investigated 850
individuals related to over 2,700 scam cases, resulting in the freezing of 3,400 accounts and
the seizure of over S$2 million. This was followed by a larger operation in May to June 2025,
where ASCom and six regional partners recovered S$26.2 million in funds and froze 32,600
bank accounts.

STRATEGIC CONSIDERATIONS AND POTENTIAL CHALLENGES

When setting the maximum reimbursement amount that victims of APP scams can receive, authorities
strike a delicate balance between mitigating potential financial harm to consumers and avoiding
perverse incentives that could lead to a rise in fraudulent reimbursement claims (moral hazard). At the
same time, authorities should assess the financial and compliance costs that the framework represents
to smaller financial institutions to ensure viability.

Regarding cross-border recovery initiatives, uneven technical and institutional capacity across
jurisdictions may hinder the efficiency of recovery operations.

In light of these examples, we see some potential challenges with this type of solution:

o Data sovereignty laws: Conflicting data sovereignty laws limit what data can be shared across
jurisdictions, limiting the effectiveness of cross-border recovery initiatives.

¢ Domestic scope: Reimbursement requirement frameworks are not applicable to international
transfers.

VIil. Consumer Behavioral Campaigns

Anti-scam campaigns have evolved from simply providing information to actively shaping user
behavior. This change recognizes that awareness and knowledge alone are insufficient, as criminals are
experts at exploiting trust and urgency. These initiatives are led by authorities, nonprofits, FSPs,
industry associations, and market facilitators who assume a leading or co-leading role and rely on
support from other government agencies, behavioral scientists, education experts, and research
organizations in the design and operational deployment of the campaigns.

It is challenging to demonstrate that these campaigns are effective, even though they raise public
awareness, because their impact is difficult to isolate. They usually run alongside new regulations,
FSPs’ security upgrades, and law enforcement actions, making it hard to attribute a reduction in fraud
solely to them. Moreover, many campaigns are too recent for full evaluation, and it takes time for their
full impact to materialize.
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(P) ACTIONABLE FRAMEWORKS BY AUTHORITIES, FSPS, AND MARKET FACILITATORS

The goal of these campaigns is to interrupt the emotionally driven reactions fraudsters rely on,
creating a "moment of reflection." These campaigns aim to close the "awareness-action gap" by
translating complex advice into simple, memorable, and actionable frameworks that empower
individuals to challenge suspicious activity, often using humor, short videos, and the endorsement of
well-known public figures.

Examples of solution:

An example of such campaigns is Singapore's "l can ACT against scams"** campaign, a national
initiative launched in January 2023 by the National Crime Prevention Council (NCPC) and the
SPF, which aims to shift citizens from passive awareness to active prevention.*® While
Singapore's NCPC is formally a nonprofit governed by both private and public sector members,
it functions as a true public-private partnership in which public representatives, including the
SPF, are integral coleaders, not just participants. The ACT framework urges the public to add
security features like ScamShield, check for scam signs and verify requests independently, and
tell authorities and family about the scam. This message is disseminated through a
comprehensive, multichannel strategy that includes social media, public advertisements, and
bank partnerships. Public education efforts in Singapore are showing some positive results.
The number of scam cases decreased by 26 percent in the first half of 2025, compared with
the same period last year, and the percentage of scams involving social engineering fell from
86.1 percent to 78.8 percent, a decline that SPF (2025) claimed “may in part be due to public
education efforts, which resulted in increased public vigilance.” This heightened awareness is
also reflected in the increased adoption of anti-scam tools like the ScamShield Suite, a key goal
of the ACT campaign.

The #BanksNeverAskThat campaign in the US, led by the American Bankers Association (ABA),
instead focuses on teaching specific red flags,*® a decentralized model providing free, co-
brandable marketing materials to banks. This model allows banks, from large institutions to
small community banks, to distribute a unified, educational message: your bank will never
proactively contact you to ask for sensitive information like your PIN, password, or Social
Security number. The campaign's humorous content (such as short videos and GIFs) highlights
red flags in an engaging way and is reinforced by "Scam City," an interactive online game. The
campaign, launched in October 2020, has seen significant and sustained growth, with
participating banks more than doubling from 1,000 to over 2,300 by 2024. In a case study, Kish

34 More details at https://www.ncpc.org.sg/.

35 Meta has launched “Is This Legit?" in the APAC Region, https://www.meta.com/sg/safety/scam-prevention/education/;
and “Scam Se Bacho” (“Stay Safe from Scams”), a multipartnership campaign in India,
https://www.pib.gov.in/PressReleaselframePage.aspx?PRID=2065959&reg=3&lang=2.

36 Visit the ABA website for more details, https://www.banksneveraskthat.com/.
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Bank reported a 94-percent decline in customer fraud losses in three months after
implementing the campaign materials (ABA Banking Journal 2025).

A distinct category of market facilitators has emerged to address the "last mile" of digital
inclusion. Operating primarily in the research and consultancy spheres, these facilitators
deploy campaigns that are more about developmental impact, targeting the specific cognitive
vulnerabilities of new-to-digital users, especially vulnerable populations living in rural areas. A
prime example is "Hey Sister! Show Me the Mobile Money!," a digital literacy initiative by
Strategic Impact Advisors, United States Agency for International Development (USAID), and
digital education provider Viamo, designed to bridge the gender gap by empowering women to
navigate mobile money safely (Strategic Impact Advisors n.d.). Utilizing low-tech interactive
voice response (IVR), the campaign delivers 25 dramatized audio lessons in local languages,
through relatable character-driven narratives, covering essential mobile-wallet transactions and
scam identification without requiring internet access or high literacy. This open-source model
allows for local group-listening sessions and has expanded from its 2020 African pilot in Ghana,
Malawi, and Uganda to reach markets in Kenya, Rwanda, Tanzania, and Latin America,
prioritizing accessibility for underbanked populations with limited digital literacy. By 2021, the
Hey Sister! campaign reported it reached 238,000 individuals, including 177,000 women,
driving measurable improvements in digital hygiene (WBG 2025). The most dramatic shift
occurred in PIN privacy, where the proportion of women refusing to share their credentials
surged from 21 percent to 70 percent.*” In addition, 60 percent of participants identified scam
avoidance as the campaign's most significant impact.

(0) GAMIFIED AND EXPERIENTIAL CAMPAIGNS BY AUTHORITIES, FSPS, AND MARKET FACILITATORS

Some of these solutions are now evolving toward gamified, experiential education to build long-term
resilience against advanced threats like Al-driven deepfakes. Gamified campaigns use rewards and
interaction to turn awareness into skill, fostering more lasting positive habits, proving especially
effective for younger, digitally native audiences.

Examples of solution:

While the ACT framework provides the core message, Singapore's NCPC also launched
#XiamTheScams,*® a separate campaign centered on a web-based life-simulation game and
effectively serving as an engaging onboarding tool for real-world anti-scam tools like
ScamShield. During its three-month run, the #XiamTheScams campaign attracted over
519,000 players who completed 10 million in-game scenarios. This engagement successfully
translated into real-world protection, and NCPC reports driving the adoption of over 76,000
anti-scam measures like downloading the ScamShield app and enrolling in ScamShield alerts
channel.

37 From 2020 through 2021, Hey Sister! reached more than 238,000 people directly—including an estimated 177,000
women across Ghana, Malawi, and Uganda—and as many as 740,000 people indirectly, https://www.siaedge.com/impact.

38 NCPC, #XiamTheScams, https://www.ncpc.org.sg/xiamthescams/.
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o HDFC Bank, the largest private sector bank in India, takes an even more experiential approach
by simulating the scam itself through its “End of Scam Sale” campaign (HDFC Bank 2024). The
initiative aims to educate the public on Al-driven deepfake scams. Operationally, it involved a
multistep “hook and reveal” approach: first, a convincing deepfake video of a well-known
actress is used to promote a fake sale on social media, offering steep discounts (Gan.Al 2024).
The brand name sounds almost identical to that of an authentic high-end brand, a tactic often
used by fraudsters. When users clicked the ad, they were taken to a landing page where a
reveal video played, explaining that the setup was an educational “scam.” The campaign's call to
action was to join the “Vigil Army” WhatsApp channel for ongoing fraud alerts. A case study
reports the campaign had a viral success, reaching 28 million people and successfully
“scamming” 1.9 million into its educational reveal. It also indicates the engagement built a
lasting asset, with 820,000 users joining the "Vigil Army" WhatsApp channel, and positive
endorsements from government officials.

e Building on the same IVR-driven architecture used in Hey Sister!, the “Beera Mubangule” (“"Be
Aware”) campaign in Uganda deepens this mobile approach by shifting from linear storytelling
to an interactive, gamified model (IPA 2025). The campaign, developed by IPA and Viamo
features a series of interactive, story-based audio lessons, in which users listen as fictional
consumers interact with fraudsters attempting to deceive them. Launched in Airtel’'s network
in Uganda, and using the "choose your own adventure" format based on Viamo's “Wanji Games”
model, the program prompts users to make critical decisions at key moments in these
dramas—such as refusing to share a PIN—and see the immediate consequences. This forces
active participation by requiring users to evaluate risks, effectively translating the "stop, check,
act" framework into an experiential learning loop that builds practical financial resilience for
underbanked populations. Measured through a randomized evaluation, IPA indicates the
percentage of consumers who reported losing money to fraud in the previous six months was
reduced from 7.1 percent to 5.7 percent (and from 8.3 percent to 5.7 percent for women) while
users also improved behavioral habits like a decrease in PIN/SIM sharing and an increase in the
people checking to see if there are SIM cards registered with their national ID that they don’t
know about.

STRATEGIC CONSIDERATIONS AND POTENTIAL CHALLENGES

There is growing collaboration and synergy among authorities, the private sector, nonprofit
organizations, and research organizations in the development and implementation of educational
initiatives and consumer campaigns. At the same time, there have been many questions about the
impact of education campaigns, which makes it critical for actors implementing such solutions to
measure the long-term behavioral impact of such initiatives.

We see some potential challenges with this type of solution:

¢ Behavioral fade: The positive effects of a campaign can decrease over time as public attention
wanes and the knowledge learned is not reinforced.
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e Cost of participation: Scaling up initiatives based on IVR service requires partnership with
MNOs to zero rate the SMS message and voice costs associated with the IVR service.

o Digital literacy and reach: Ensuring that campaign messages effectively reach and resonate
with all segments of the population, particularly the most vulnerable, is a persistent challenge.
Additionally, gamified campaigns are generally not accessible to less digitally literate
populations, and limited device ownership and patriarchal norms remain major barriers.

e Gamification self-selection: Only users who are already interested in safety are likely to play
the game, while the most vulnerable or overconfident may not.

e Legal and ethical challenges: Setting up consumers to make them fall into a “false scam” as a
learning technique may face legal and ethical challenges.

¢ Limits of humor in campaigns: While humor makes the campaign viral, it risks trivializing the
threat. Users may remember the joke but forget the specific behavioral instruction.

e Trust: Campaigns led by the industry and big tech platforms may be viewed as performative
rather than genuine protection.
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Considerations for Next Steps

Based on this research, we see some overarching opportunities, and trade-offs emerge. While it is too
early to provide prescriptive recommendations, we propose some considerations for global
organizations, country-level authorities, and other key stakeholders in the ecosystem to further utilize
the opportunities while addressing trade-offs.

Opportunities

In terms of opportunities, a clear global and national movement is emerging to fight financial fraud.

The growing emphasis placed on it by organizations such as the United Nations (UN), the WBG, the
International Monetary Fund (IMF), the OECD, the Institute of International Finance (IIF), FinCoNet,

and Consumers International, as well as SSBs, reflects this rising interest.

Another opportunity is the emergence of “ecosystemic” collaborations in the fight against scams and
frauds that sometimes take the form of national strategies. These collaborations could strengthen the
overall capacity of the financial sector to deal with a broader range of challenges in digital finance.

Finally, the use of Al opens new possibilities in the fight against financial fraud, enabling a large
majority of the solutions described in this report. At the same time, the Al race is tight because
criminal gangs and fraudsters also leverage Al capabilities to circumvent antifraud defenses. Those
organizations that rapidly gain the capability to use Al-powered solutions will clearly be in a much
better position to tackle fraud.

Trade-0ffs

There is a potential trade-off between fraud protection and consumer data privacy. Almost all types of
solutions rely on the use of consumer data to protect consumers against fraud (for example,
biometrics and behavioral) but also raise concerns around data privacy and the potential exclusion of
vulnerable and less digitally savvy consumers.

Another trade-off exists between protection and inclusion. Indeed, overly aggressive antifraud
measures may have unintended financial exclusion consequences due to lack of proper identification,
basic mobile devices, or poor network connectivity.

There is also a natural trade-off between collaboration and competition among different actors in the
ecosystem. Not all actors recognize that collaboration may benefit them. Indeed, many of the
collaborative solutions depend on direct competitors (banks, MNOs, platforms) sharing real-time
intelligence.
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There are also potential frictions in cross-border collaboration. National antifraud initiatives can disrupt
local fraudulent activity, but they cannot seize foreign-based infrastructure or easily recover funds
once they cross borders. This jurisdictional limitation is compounded by national legal barriers,
stringent privacy regulations, and data-sharing restrictions that prevent rapid intelligence sharing
between public agencies and private companies needed to match the speed of scammers.

Some of the solutions require major investments in sophisticated tools, specialized human resources,
and technical capability for collecting, processing, and analyzing vast amounts of real-time data. Many
authorities in EMDEs struggle to keep pace in the context of diminishing global resources, while
fraudsters are adapting their tactics quickly. Leapfrogging will only happen with a comprehensive
strateqy.

Considerations for Country-Level Stakeholders

The journey to fight fraud in digital finance is still in its early days, and more learning needs to take
place. While fraud is a cross-sector and cross-border issue and requires collaborations with a much
broader ecosystem than only the financial sector, there are many things that financial sector
authorities and other actors can contribute to protect consumers against fraud. An important starting
point for financial authorities is to develop solid regulatory and supervisory frameworks for FCP,
privacy, and data protection. Another important task to develop successful solutions requires them to
have a good understanding of the challenges consumers face with financial fraud when using DFS.
Authorities will gain information on fraud by using market monitoring tools (Izaguirre et al. 2022). They
can also integrate the voice of consumers when developing new rules through consultation with
consumer representatives or through in-house consumer panels (Duflos et al. 2021). Likewise, DFS
providers who take a customer-centric approach may look actively for clients’ feedback and pain
points related to fraud to find solutions that are well adapted to them (CGAP 2025).

Financial authorities may consider developing specific antifraud national strategies or integrate
significant antifraud initiatives in financial sector strategies. Given the cross-sector dimension of
fraud, these strategies may be hosted by a government agency that has a broader mandate such as
the ministry of interior. The UK government (Home Office) has just published a national Fraud
Strategy, and Canada has also begun developing such a strategy. In the US, the Aspen Institute, in
collaboration with over 300 experts from over 80 organizations, has facilitated the development of a
national strategy to prevent scams (Bourke et al. 2025).

As part of a strategic approach, financial authorities will likely need to adopt “ecosystemic” solutions.
They may have to engage with data privacy, cybersecurity, communications and technology, AML/CFT
authorities, and enforcement agencies. Nonprofits, industry associations, FSPs, and consumer
representatives can also play a proactive role. In Céte d'Ivoire, the collaborative design and
implementation of an action plan by the DFS ecosystem—Iled by the financial authorities—
contributed to a reduction in consumer losses from fraud from 14 percent to 5 percent within two
years (Riquet and Duflos 2025). Collaboration will require breaking existing silos and fostering culture
change in organizations, which will demand strong leadership. Given the potential trade-off between
fraud protection and data privacy, financial authorities and data protection authorities will likely need
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further collaboration on regulatory and supervisory solutions that protect consumers against fraud and
misuse of their personal data, while ensuring that excessive data collection does not fuel financial
exclusion.

Authorities and other DFS ecosystem actors may need to assess and build their internal capacity to
better understand and respond to fast-evolving threats more proactively. This requires a deep
understanding of the fraud chain. Criminals continually adapt to new security measures and antifraud
initiatives at an accelerating pace, leveraging communication channels and sophisticated Al tools
(deepfakes). Agility and adaptation require resources. While Al may sound like a magic wand,
supervisors in emerging markets who want to embrace Al-powered SupTech should begin by hiring
staff with new types of skills, investing in data and modern IT infrastructure, building robust legal and
governance frameworks, and fostering a culture of innovation and responsible experimentation.
Without these foundations, even the most sophisticated Al tools will fall short of their potential (Dias
and Izaguirre forthcoming).

Considerations for Cross-Border Collaborations and Global Stakeholders

Strengthening cross-border collaboration among governments will become increasingly vital because
fraudsters don't have borders. Authorities can draw on promising models like Project FRONTIER+,
which connects national anti-scam centers across seven countries to share intelligence and freeze
funds in near real time. Expanding such networks to low- and middle-income countries could become
a priority for governments and development partners.

This also requires more regulatory convergence than currently exists. Differences in data laws, crime
enforcement mechanisms, Al-regulation frameworks, AML/CFT recommendations application, and
consumer protection standards can weaken even well-intentioned information-sharing agreements.
Global bodies, including the FATF, the FSB, the OECD, the UN, the WBG, and the IMF, can help by
developing common principles and practical guidance that make cross-border cooperation faster and
more accessible to authorities with limited resources. Without this global infrastructure, national
efforts, even if effective at home, will continue to fall short against criminal networks that face no such
constraints. The development of a global antifraud infrastructure may require more collaborations
between SSBs. Protecting poor and vulnerable consumers in EMDEs will require a better-connected
global ecosystem that puts the consumers, their protection, and their financial health at its center.

Cross-border collaboration will also be critical to mobilize the resources that EMDEs need to avoid
falling behind. It might be in the interest of high-income countries to further invest in EMDEs to better
protect their own jurisdiction in a highly connected digital world. These efforts also contribute to the
fight against corruption, strengthening the governance and development prospects of EMDEs.
Funders and development agencies can play an active role in developing customizable solutions that
authorities and other DFS ecosystem actors in EMDEs can readily adopt and implement, with
promising examples already emerging.
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The fight against fraud calls for an accelerated collective response, one that brings together
organizations that have long worked in silos, invests in the tools and research needed to learn what
works, and puts the financial health and protection of poor and vulnerable consumers at its center, a
vision that CGAP and its global partners are committed to helping bring to life.
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Annex A. Examples (Non-exhaustive List) of Global Antifraud
Actors and Initiatives

Key
function

Establishing and
recommending
standards, principles, and
common cyber & fraud
definitions

BCBS, CPMI, FATF, FSB,
FS-ISAC, IADI, IAIS, IEC,
I0SCO, ISO, NIST, OECD

Examples
of global
actors

BCBS: Principles for
Operational Resilience,
Core Principles for
Effective Banking
Supervision

CPMI & I0SCO: Guidance
on Cyber Resilience for
Financial Market
Infrastructures
Examples
of
initiatives

FATF: Recommendation
16; Asset Recovery
Guidance and Best
Practices

FSB: Cyber resilience
work program, which
includes the cyber lexicon

Supporting capacity
building, providing technical
assistance, and conducting
country diagnostics and
training DFS stakeholders

ACFE, AIR, CCAF, GCA, IAFCI,
IMF, ITU, Toronto Centre,
UNCDF, UNDP, UNODC,
UNCTAD, WBG

ACFE: Fraud examiner
certification

AIR: Global Fraud Program

GCA: Capacity & Resilience
Program

IAFCI: Financial and
cybercrimes investigator
certifications

IMF: Cyber risk regulation and
supervision

Toronto Center: Training on
supervision of cyber risks

UNCTAD: Intergovernmental
Group of Experts on
Consumer Protection Law and
Policy under the UN
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Providing real-time
threat intelligence &
collective defense;
Curbing criminal

networks & recovering
funds

Amazon, Apple, Google,

Egmont Group, FS-ISAC,

GSE, IIF, Interpol, Meta,
Microsoft

Amazon: AWS Threat
Intelligence & Security
Services, MadPot threat
intelligence tool

Apple: App Store Fraud
Prevention Program

Google: Cross-Account
Protection

Google, GASA and
Oxford Information
Labs: Global Signal
Exchange

Interpol: Global
Cybercrime Program, &
various operations (e.g
HAECHI I-VI, | GRIP,
Global Action on

Promoting consumer
awareness and
elevating the
consumer voice

ACFE, Consumers
Int'l, GASA, GSMA,
IAFCI, I0SCO, OECD,
WEF

ACFE: International
Fraud Awareness
Week

Amazon:
Cybersecurity
Awareness Training

Consumers
International:
Consumer Coalition
to Stop Scams

GSMA: United
Against Scams

IAFCI: Stop Action
Videos, Podcasts,
Resources Guides
etc.

4b

Promoting knowledge
sharing and convening
among actors

Consumers Int'l, GASA,

GSMA, IAFCI, ICPEN, IIF, ITU,
OECD/FinCoNet, UNCTAD,

UNSGSA

Consumers Int'l: Scams
Barometer

GASA: Global Anti-Scam
Summit

GSMA: United Against
Scams, Scam library &

publications, Mobile Money

Certification

IAFCI: Annual cyber fraud
summit

IAIS: FinTech Forum

IIF: Global Initiative on Fraud

and Scams

IMF: Good Practices in

Cyber Risk Regulation and

Supervision



Key
function

Examples
of
initiatives

Establishing and
recommending

standards, principles, and

common cyber & fraud

definitions

FS-ISAC: Cyber
fundamentals

10SCO: Policy
Recommendations for
Decentralized Finance,
Finfluencers report

ISO and IEC: 27000
family of standards

NIST: Cybersecurity
Framework

OECD: High-Level
Principles on Financial
Consumer Protection

Supporting capacity
building, providing technical
assistance, and conducting
country diagnostics and
training DFS stakeholders

Guidelines for Consumer
Protection

UNDP & ITU: Cybersecurity
for Development initiative
(Digital Capacity Lab)

UNODC: Global Program on
Cybercrime

WBG: Digital Safeguards
Initiative, Project FASTT

WB & IMF: Joint Financial
Sector Assessment Programs
cover cybersecurity &
operational resilience
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Providing real-time
threat intelligence &
collective defense;
Curbing criminal
networks & recovering
funds

Cybercrime Enhanced
etc.)

I0SCO: International
Securities &
Commodities Alerts
Network (I-SCAN)

Meta: Fraud Intelligence
Reciprocal Exchange
(FIRE), Tech Against
Scams coalition

Microsoft: Digital
Crimes Unit

Promoting consumer
awareness and
elevating the
consumer voice

10SCO: World
Investor Week and
investor education on
scams

Meta: Staying safe
online campaigns, We
Think Digital
initiatives and
resources on various
topics

OECD: Global Money
Week
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Promoting knowledge
sharing and convening
among actors

Interpol: Global Fraud
Summit (with UNODC),
Cybercrime Knowledge
Exchange workspace,
Cybercrime Collaborative
Platform

OECD/FinCoNet: Consumer
Finance Risks Monitor

UNCTAD: Intergovernmental
Group of Experts on
Consumer Protection Law
and Policy, Global Cyberlaw
Tracker

UNDP: Anti-Scam
Handbook, Global Coalition
Against Digital Scams (with
Mastercard)

UNODC: Cybercrime
legislation repository

WEF: Cybercrime Atlas,
FinTech Cybersecurity
Consortium



Annex B. Examples of Solutions with Signs of
Success

The table includes details of examples of solutions for which we have reported signs of success.
Examples are organized by solution type, and within each solution, by jurisdiction in alphabetical order.
The sources of this information are cited in Section 3 and listed in the References. For each example,
we include the following information:

Solution: Under each solution type, we include examples for which we have reported signs of
success.

Problem: The threat(s) under the initiative scope. A brief description of these threats is in
Annex D.

Jurisdiction (launch date): List of the jurisdiction(s) in which the initiative has been
implemented and the year of the initial operation. In many cases, the year of operation may
differ from the year of announcement. Some initiatives have a regional or global scope.

Organizations: List of the organizations that play a leading or co-leading role (decision-
making), distinguishing them from other organizations (in italic) that participate in the initiative
operation. For other organizations, the specific role each organization plays in the initiative's
operations is in parentheses.

Description and Operation: Description of the key elements of the initiative’s operational
model. For regulatory initiatives, the description covers their key provisions. For technology-
driven initiatives, the description includes the main technologies used.

Evidence: List of signs of success by jurisdiction and reporting year, in reverse chronological
order. The evidence included in the report is obtained from national authorities’ official reports
and communications. Data from nonofficial sources are corroborated with information from
other sources, including FSPs, analyst reports, consulting firm reports, and news outlets.
Sources include government authorities, FSPs, industry associations, fintechs, technical
services providers, news outlets, analysts, consulting firms, nonprofits, and consumer
organizations.

Al: Indicates whether the initiative uses artificial intelligence (Al) for its operation or explicitly
requires implementers to use Al applications. Does not indicate cases in which the initiative
does not use Al but indirectly relies on Al applications used by FSPs. For instance, collaboration
frameworks in which Al is not core to their operation, but members may use Al applications to
generate the information they share with other members, are not considered Al.
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Jurisdiction Problem

(launch date)

Solution

Organizations
Leader(s) Orgs.
Other Orgs. (role)

Description /
Operation

Evidence

I Intelligence Sharing and Collaborative Action / Government Anti-Scam Command Centers

The National Australia All forms of The Australian Central coordination hub that Contributes to a 25.9%

Anti-Scam (2023) online financial  Competition and brings toge:[cher expertf from reduction in scam losses and
scams Consumer government agencies, law .

Centre (NASC) Commission (ACCC)  enforcement, and the private 17.8% drop in reports (2024)
'”Ves“*(‘ﬁ”tt Australian Financial  SSCt0" Mto “fusion cells” 220 websites and 1,000 ads
fﬁjasr%% cléﬁ") Cgifng’g)’(’chgggg’a Fusion cells are time-bound, removed in Investment Scam

i intensive task forces that analyze fusion cell (2024)

(AFCX) (real-time and coordinate rapid, multisector

intelligence sharing) response to disrupt high-risk 8,000 URLs for takedown, $A

Australian Securities  threats 36M estimated losses

and Investments Ke ; ion i " revented, plus 10,335

gy y to this operation is the “Intel p P .

Cogﬂnzmésss_’l_%r;\g\SIC) Loop” partnership with the AFCX suspected URLs referred to v

an . (as) for real-time intelligence sharing of ~ Meta (2024)

regulatory partners industry data between banks,

Banks, MNOs , and MNOs, and p|atf0rms and the 102 bank reports led Meta to

Digital Platforms NASC remove over 17,0QO pages and

(provide intelligence The analysis combines industry Al-generated profiles in an

and receive actionable  data with public reports from AFCX pilot (2024)

data) ScamWatch scam reporting portal  Aystralian Taxation Office
(ATO) uses NASC to identify
mule accounts involved in tax
fraud

Digital India All forms of Department of Thel intellig]cc—:\nce ?,Ub pfroceisses and  4,000-5,000 phone numbers

. online financial Telecommunications analyses intormation from law

Intelligence (2024) scams (DoT) MNOs (for example, fraudulent are flagged each day (2025)

Platform (DIP) ) mobile numbers, call/SMS 1M bank accounts and e-wallets
Payment Reserve Bank of India  patterns), FSPs (for example, bank  were frozen in the first three
scams (RBI) account and transaction flows), months (2025)

Indian Cyber Crime
Coordination Centre
(14C)

NPCI, FSPs, MNOs i i i i i i
, 2 A Financial Fraud Risk Indicator the first five months (2025)
(frc’r__lll__c‘l? ;’?P;ffsr an()i act  (FRI)is generated for each mobile
on indicators, number, flag high-risk numbers,
Law Enforcement trigger risk-based actions: block

(investigates and acts)
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and users (for example, suspicious
calls or SMS messages reported via
Chakshu portal), combined with
I14C’s actual financial loss reports
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5.5M risky transactions

prevented, and INR 2.28 billion
in potential losses avoided in



Jurisdiction
(launch date)

Solution

Organizations
Leader(s) Orgs.
Other Orgs. (role)

Problem

All forms of OJK (Financial
online financial ~ Services Authority)
scams Asiosiasi Fintech
lllegal digital Indonesia (AFTECH)
lending (Fintech Association)
Payment Min. of Communication
scams and Information
Technology (Kominfo)
Investment (take down websites,
scams apps and numbers)
Money Enule Fintech Associations
accounks (action coordination,
networks AFPI for P2P lending,
AFSI for Sharia fintech)
All forms of National Anti-Financial
online financial Crime Centre (NFCC)
scams Royal Malaysian Police
Payment (PDRM)
scams Bank Negara Malaysia
Money mule (BNM)
accounts Malavsi
networks alaysian
Communications and
Multimedia
Commission (MCMC)

Payment Network
Malaysia (PayNet)

Description /
Operation

transactions, freeze accounts, or
require additional verification

The IASC collaborative
coordination hub bridges the gap
between regulators, ministries, and
fintech industry

When consumers report scams to
OJK (for example, OJK 157
channel), the IASC facilitates rapid
information sharing among key
government bodies and industry
associations

OJK issues directives to FSPs to
block bank accounts, and Kominfo
blocks fraudulent websites, apps,
and phone numbers

Fintech associations coordinate
with their members to follow up on
fraud reports and coordinated
actions

The NSRC is a multiagency
command center and primary point
of contact when victims call the
"997" national hotline

The NSRC triages the reports, and

coordinates immediate action:

¢ Alerts the victim’s bank to freeze
accounts and trace funds

¢ Relays case to the police for
investigation and to MNOS to
block phone numbers

The real-time fund mapping and
tracing is powered by the National
Fraud Portal (NFP) Al/ML platform,
led by BNM and PayNet

Evidence

415,3385 bank accounts have
been blocked (2026)

Rp 511.1 billion in secured funds
and Rp 161 billion returned to
victims of scams (2026)

RM 12.91 million frozen and RM
1.99 million returned (as of Q3
2025)

70% reduction in investigation
time from days to an average of
30 min (2024)

30% fund-freezing success, \/
compared with 0.5% before
(2024)

41% increase in cases escalated
to police and 75% reduction in
time to obtain complete
information on fund flow
(2024)

l. Intelligence Sharing and Collaborative Action / Ecosystem Collaboration Frameworks—Multistakeholders

Indonesia’s Indonesia

Anti-Scam (2024)

Center (IASC)

National Scam Malaysia

Response

Centre (NSRC) (2022)

BioCatch Trust  Australia
(2024)

BioCatch
Bank partners

Payment
scams
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When a customer initiates a
payment, the network allows the
bank to query the “risk” of the

49

$A 60 million in attempted
fraud detected after analyzing



Jurisdiction
(launch date)

Solution

Argentina
(2025)
Global Signal Clobal
Exchange
(GSE) (2024)
Financial Hong Kong
Intelligence
Evaluation (2023)
Sharing Tool
(FINEST)

Problem

Money mule
accounts
networks

All forms of
online financial
scams

Fraud-related
money
laundering

Money mule
accounts
networks

Organizations

Leader(s) Orgs.
Other Orgs. (role)

Australia: NAB, CBA,
ANZ, Westpac, and
Suncorp

Argentina: Banco
Galicia, Naranja X,
Santander

Global Anti-Scam
Alliance (GASA)

DNS Research
Federation (DNSRF)
(Oxil Research)

Google

Hong Kong
Association of Banks
(HKAB)

Hong Kong Monetary
Authority (HKMA)

Hong Kong Police
Force (HKPF)
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Description /
Operation

payee account held at another
bank

The network analyzes anonymized
behavioral biometrics and device
intelligence of the receiving
account to determine whether it
exhibits signs of a money mule
account

If the receiving account is flagged
as high risk, this intelligence is
instantly shared with the sending
bank, allowing them to pause or
block the transfer

The hub facilitates real-time
sharing of online scam “threat
signals” among over 230
organizations in the government,
technology, telecommunications,
finance, and cybersecurity sectors
globally

The signals include indicators like
malicious URLs, scam domains, and
IP addresses, as well as platform-
specific signals such as fake social
media profiles, scam posts, and
compromised ad accounts

GSE uses Al/ML to analyze real-
time data and distribute actionable
intelligence through controlled
channels (bilateral or anonymous),
enabling scam disruption

A bank-to-bank high-speed
channel to share intelligence on
fraud-related money laundering
and suspected money mule
accounts networks

FINEST enhances bank’s own risk-
monitoring systems and helps to
block illicit fund transfers before
money is moved across banks
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Evidence

more than 180 million payments
(Australia, Q3 2025)

70% of social engineering scam
payments detected before
funds are transferred (Australia,
Q3 2025)

500 million threat signals
shared by December 2025, up
from 200 million in May 2025
(2025)

580 intelligence reports
processed helping in the
disruption of cross-border
criminal networks (2025)

Supported the police Upstream
Scam Intervention initiative,
halting 3,000 scam cases with
prevented losses exceeding
HK$199 million (2025)



Solution

Jurisdiction
(launch date)

Problem

Organizations
Leader(s) Orgs.
Other Orgs. (role)

Description /
Operation

Evidence

ScamShield
Suite

Meta'’s Fraud
Intelligence
Reciprocal
Exchange
(FIRE)

Scam Signal

Singapore
(2020)

UK
(2024)
Australia
(2004)

UK
(2023)

SMS scams

Impersonation
scams using
Meta accounts

Fraudulent
URLs

APP fraud

National Crime
Prevention Council
(NCPC)

Singapore Police
Force (SPF)

Meta

Stop Scams UK, and
NatWest and Metro
Bank (UK)

Australian Financial
Crimes Exchange
(AFCX)

UK Finance

GSMA — GSMA Open
Gateway API

MNOs: EE, Three, Virgin
Media O2 and Vodafone
(key collaborators
providing real-time
network intelligence)
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HKAB developed FINEST's business
and functional requirements;
HKMA provides regulatory support;
and HKPF operates the platform,
ensuring its neutrality and security

Comprehensive solution built

around the ScamShield mobile app:

e On-device Al filters scam SMS
messages

¢ Blocks scam calls automatically
by cross-checking SPF blacklist

¢ Crowdsource intelligence when
users report suspected scams via
the ScamShield reporting tool

¢ 1799 Helpline, for real-time
human verification and direct
transfers to bank’s fraud teams to
freeze accounts in emergencies

e Educational web portal with live
chat support and alert social
media channels pushing warnings
on emerging threats

Banks provide granular data that is
analyzed using Meta's Al/ML

Meta recognizes scam patterns,
takes down linked accounts

Meta sends back intelligence used
to refine their internal models

When a customer initiates a
payment or adds a new payee, the
FSPs send an API request
containing anonymized phone data
to Pay.UK. to the customer’s MNO

The MNO checks whether the
number has been reported for
fraud, or indications of a scam (for
example, recent SIM swap, call
forwarding), returning a “risk” signal
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1.34 million users, a 42%
increase in less than one year,
1.27 million user checks and
600,000 user reports (from
Aug 2024 to Jun 2025)

453,00 scam checks and
reports submitted through the
app and 14,405 new scam
numbers blocked (Q12025)

230,000 suspicious WhatsApp
messages and calls and 15,000
Telegram messages submitted
for verification (Q12025)

5 million SMS message scams
flagged and 80,000 blocked
scam numbers (from Mar 2022
to Oct 2023)

UK: 20,000 Meta accounts
removed (2024)

Australia:
8,000 web pages blocked

9,000 Al-generated celebrity
scams blocked

41% reduction in live scams and
44% fewer losses in early
deployments (2025)

30% improvement in scam
detection during a three-month
trial (2024)

v



Solution

Stop Scams
UK

Jurisdiction
(launch date)

UK
(2020)

Problem

All forms of
online financial
fraud

SMS-based
scams

Scam calls

Phishing
websites
Money mule

accounts
networks

Organizations

Leader(s) Orgs.
Other Orgs. (role)

JT Group, FICO,
Telefénica (tech
providers)

Stop Scams UK

FSPs, big techs, and
MNOs (share data and
act on intelligence
output)

Ofcom, ICO, and FCA
(regulatory authorities
as strategic
collaborators and
observers)

Description /
Operation

to the FSP, used in its approval
process

An industry-led coalition set the
rules and technical framework for
data sharing between banks, big
techs, and telecom operators

MNOs share data on malicious calls
and texts, big techs report scam
ads and fraudulent profiles, and
banks share data on fraudulent
transactions

The 159 hotline allows users
receiving a suspicious call to
instantly connect to their bank,
break the call, and allow MNOs to
trace and block numbers

Evidence

1,300 daily calls to the 159
hotline, and participating banks
increasing from 9 to 27 since
2021(2025)

7,000 mule accounts were
identified, with annualized
savings estimated at £8.8
million (2024)

50,000 phishing websites
blocked (2023)

I Intelligence Sharing and Collaborative Action / Coordinated Disruption and Enforcement Partnerships—Multistakeholders

FACE - India
Auth. — Google
Collaboration
Framework

Operation
Avalanche

India
(2021)

Canada
(2025)

Predatory
lending apps

Data privacy
breaches

Approval
phishing and
malicious
smart
contracts—
crypto assets

Fintech Association
for Consumer
Empowerment (FACE)

Reserve Bank of India
(RBI)

Ministry of Home
Affairs (MHA)

Ministry of Electronics
and Information
Technology (MeitY)

Google
British Columbia

Securities Commission
(BCSC)

Other provincial
securities regulators

Police agencies
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FACE gathers intelligence on illegal
apps and fraudulent practices, and
shares it with RBI, MHA, and MeitY

FACE supports RBI’s policies and
regulations with evidence. It shares
intel on the criminal aspects with
MHA, and provides lists of apps to
MeitT for blocking

FACE collaborates tactically with

Google as “priority flagger” in the

removal of dubious apps from the
Google Play store

BCSC, in partnership with
Chainalysis, identifies malicious
smart contract approvals that
compromise crypto wallets in the
Ethereum blockchain

The BCSC and enforcement
authorities share this intelligence
with crypto platform partners (for
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More than 4,700 apps were
removed from the Google Play
store between Apr 2021 and
Aug 2023 (2024)

Designated as a self-regulatory
organization for the fintech
lending sector (2024)

Can$4.3 million in stolen in
crypto assets and 89 victims
uncovered (2025)



Organizations

Jurisdiction Problem Description / ST
Solution T——— Leader(s) Orgs. Oberation
aunch date Other Orgs. (role) P

Chainalvsi example, Coinbase) who assist by
ainalysis — providing victim contact details
blockchain analytics

firm The team contacts the victims to
prevent further losses

Crypto trading
platforms (provide
victims contacts)
Satgas PASTI-  Indonesia Fraudulent OJK OfK plat)és a Ieadipglxl poordinatgon 13,228 illegal entities (11,166
i role, gathering intelligence an ;
(Task Force for .-y L’l‘;\e:rgggnt Bank Indonesia ”cybgr patrolg’ S hYlN reports online lenders and 1,811
he Eradication . investment schemes) were shut
the Era . Min. of (for example, IASC) .
of lllegal Unlicensed, in.or down since 2017 (2025)
. , predatory Communication and The task force operates a
Financial digital lending  Information (Kominfo)  coordinated “ecosystem blockade”:
Activities) ] National Police - Bl and OJK freeze funds
Ponzi schemes - Kominfo blocks websites/apps
Financial Transaction - Police launch criminal
glsgit%rr);pto Reports and Analysis investigations, dismantle illegal
Center (PPATK) (traces operations
money laundering
flows)
National Cyber and
Crypto Agency (BSSN)
(cyber intelligence,
surveillance)

Other gov. agencies

Il. Detecting Fraudulent Advertising and Fraud / Monitoring Fraudulent Advertising by Authorities and Big Techs

ASIC Australia Deceptive Australian Securities Monitor online ads, online 10,000 investment scam

Monitoring (2021) financial ads, ~ and Investments discussions websites and online ads

\SIVek?slltlsls gpd lnvestmenc'; Commission (ASIC) Use advanced ana|ytics' natural removed (Feb 25)

ocial Media scams, an N i )

unlicensed NASC (coordination for '3”99""96 processing (NLP) 7,300 investment scams and
advice via website takedown Public awareness, alerts, and phishing websites removed
websites and operations) guidance to finfluencers (2023-24) \/
social media 22 misleading promotional

materials withdrawn or
amended (2023-24)

FCA Web UK Fraudulent Financial Conduct Perform daily scans of newly 2,240 alerts unauthorized firms /'
Scanning and websites, Authority (FCA) created websites and individuals (2024)
(2020) high-risk,
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Solution

Social Media
Monitoring

Google
Financial
Services
Advertising
Policies

Rogers Spam

Call Detect

Airtel SMS
Spam Alerts

Google
DigiKavach

Jurisdiction
(launch date)

UK (2021)

Other 16
markets

(2022-24)

Canada
(2022)

India (2024)

Nigeria,
Uganda,
Kenya (2025)

14 countries
in Africa
(ongoing)

India
(2024)

Problem

illegal, and
misleading
financial ads

Deceptive,

predatory ads
and ads from
unauthorized

financial
service
providers
(FSPs)

Spam calls
Vishing

SMS-based
scams

Spam calls

SMS-based
scams

Organizations

Leader(s) Orgs.
Other Orgs. (role)

Google

Financial Conduct
Authority FCA (UK)

Country Fin. Service
Regulator or Registry

G2 Risk Solutions
(verification service
outside the UK)

Rogers
Hiya (tech provider)

Bharti Airtel (India)
Airtel Africa (Africa)

Google

Fintech Association
for Consumer
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Description /
Operation

Web scraping, analytics and social
media monitoring

Add firms to warning list / request
platforms to take down domains
and remove content

Financial Services Verification via
integration with FCA register (UK),
and G2RS in other markets

Enforce transparency and bans
predatory products, protect
vulnerable groups, excluding
protected characteristics from
targeting

Al blocks impersonation ads

Detect suspicious calls and display
warnings on user's phone

Analyze call origination, routing,
velocity, volume, and other
technical characteristics

Detect and flags suspicious SMS
messages, spam calls, and
malicious URLs

Proprietary Al/ML analyzes sender
patterns, frequency, and location in
real time

Threat are tagged with “suspected
spam” alert

Flag suspicious SMS, MMS, and
RCS; real-time call transcription
and automated hang-ups/alerts
users from remote-access fraud
(screen sharing)

b4

Evidence

480,000 websites assessed,
1,600 blocked (2024)

19,776 misleading promotions
amended or removed (2024)

50 apps removed (2024)

273.4 million ads blocked or
removed (2023) and 194.7
million (2024)

700,000 advertiser accounts
permanently suspended (2024)

90% fall in impersonation ads v
(2024)

Il. Detecting Fraudulent Advertising and Fraud / Fraud Threat Detection and Spam Filtering by MNOs and Big Techs

250 million spam and fraud calls
flagged in its first six months of
implementation (2023)

India: 16 billion calls and 1.6
billion SMS messages flagged
(from Oct 2024 to Mar 2025)

27.5 billion calls flagged (1,560
every second) and 16% drop v
(from Oct 2024 to Apr 2025)

Nigeria: 9.6 million spam alerts
(from Mar to May 2025) / 22
ads withdrawn or amended
(2023-24)

India: (from Oct 24 to Jun 25):

60 million installation attempts
of high-risk apps blocked

v



Solution

SpamShield

Al Safe Block

Al Voice
Phishing
Detection
Service

Jurisdiction
(launch date)

Philippines
(2023)

South Korea
(2025)

South Korea
(2025)

Problem

Vishing, scam
calls, .
impersonation

Remote-
access fraud

Predatory
lending apps

Payment
scams

SMS-based
scams

SMS-based
scams

Vishing

Caller ID
spoofing,
impersonation
of prosecutors
and police
officers

Vishing

Organizations

Leader(s) Orgs.
Other Orgs. (role)

Empowerment FACE —
SRO

Indian Cyber Crime
Coordination Centre
(14C)

Globe Telecom

Mavenir (tech provider -
Mavenir SpamShield)

SK Telecom (SKT)

Korea Financial Security
Institute (K-FSI)
(provides real-time data
on fraudulent URLs and
scams to train Al
models)

KT Corporation (KT)

Ministry of Science and
ICT (sandbox and reg.
approval)

National Forensic
Service (voice data of
real cases for Al
training)
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Description /
Operation

On-device Al on Android phones,
and Google's Phone App dialer

FACE provides intelligence on
predatory lending apps

I14C coordinates intelligence
sharing and threat analysis

Detect and block spam and scam
messages before they reach user

Al/ML analyzes structural,
behavioral, and traffic (volume,
velocity, sender) to block
messages with variations

Block SMSs with malicious URLs

Display on-screen warnings for
suspicious voice calls

On-device proprietary
ScamVanguard analyzes metadata
and call patterns, network data,
user reports, and K-FSI intelligence

Flag suspicious calls, send real-
time warnings

Analyze live phone conversations,
ensuring privacy with on-device
NLP and network intelligence
updates

Extend to any MNO via WhoWho
app - MOU with Korea Banking
Federation

Send alerts directly to the bank via
KBank integration (KT group bank)
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Evidence

220 unique malicious apps
neutralized on more than 13
million devices

41 million warnings to users
from authorizing fraudulent
payments

74% decline in bank-related
Spam and scam messages
(from Q12023 to Q12024)

44% drop in scam messages
reported by customers via
Globe's portal (from Q12023 to
Q12024)

v

1.3 million fraud calls or
messages blocked per month
(2025)

190,000 warnings for
suspected calls in the first
month (2025)

26 vishing cases, and 590
million KRW potential losses
averted in a two-week trial b
Industrial Bank of Korea (IBK
(2025)

16 billion KRW in potential
losses were prevented in the
first two months of
implementation (2025)

90.3% detection accuracy
(2025)

25% of detected malicious calls
were linked with backlist
numbers or impersonation of
prosecutors and police (2025)

v

v



Organizations

S Jurisdiction Problem Leader(s) Orgs. Description / Evidence
(launch date) Other Orgs. (role) Operation
Seoul Metropolitan
Police Agency
(blacklist numbers)
Viettel Al Vietnam SMS-based Viettel (Vietnam) Detect and b(Ijock suspiclzliqus SIVIIS Vietnam:
“Anti ” messages and spam calls in rea :
Anfispem’ (2020) o Combodia (Metfone)  time S MIC mandate (ncl other
Spam calls Myanmar (Mytel) Proprietary Al/ML analyzes smaller MN())s) (from Dec 2020
. . . communication patterns, to Jun 2021
ﬁ%?:r?wglia'ue Mozambique (Movitel) frequency, durations, and sender 15 million spam text messages
Myanmar,q ' Peru (Bitel) repgtatlon score in the first month (2020) v
Peru, Tanzania (Halotel) Ministry of Information and | Success in Vietnam led its
Tanzania Communications (MIC) of Vietnam 15t in Viettel's international
mandated the development of operations
(2021-23) advanced solutions, using Al / big
data
lll. Telecom Security Standards / Telecom Security Regulations by Authorities
Reducing Scam  Australia SMS-based A l Carriers and carriage service 2.6 billion scam calls blocked
ucing ustratt scams ustralian providers' obligations: since Dec 2020 (Jun 2025)
Calls and Scam (2022) Communications and e Block scam calls and SMS -
SMS messages Spam Calls Media Authority messages 2163'7 m'"'obrl‘ Sclfrg SMS Jul
Industry Code Caller ID (ACMA) e Share information with each 2Oezs§egcuai 28(2:1_—:)a since Ju
spoofing of other and report to ACMA . o .
organizations Consumer Groups « Block falsified IDs and to verify Contributes to 13.0% drop in
and gov (for example, the customer's “valid use case” scam financial losses in 2023
agencies ACCAN) (input on « Publish information to help and 25.9% decline 2024
consumer protection for customerg identify and avoid
code development) Sr;::g%z 22 mgrowde report
Prevention of India Counterfeit Department of Mandatory presale IME| 3.9 million devices blocked
Tampering of (2023) handsets with  Telecornmunications ;%%;sg;i’gc))n in CEIR (National IMEI natlonwlée (OC'F 2025)
IMEI and fake IMEIS (DoT) 2.38 million devices traced (Oct
Central used for Consumers report and block stolen  2025)
Equipment instant Indian Police Forceand  devices via Sanchar Saathi portal
. other enforcement System traces blacklisted device if ~ 628 thousand handsets
Iden.tlty payments agencies (tracking and a¥wew SIM is used and reports its recovered, 26.3% success rate
Register (CEIR) (UPD) recovery of stolen location to the police for recovery ~ (Oct 2025)
phones)
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Jurisdiction
(launch date)

Solution

Problem

Organizations
Leader(s) Orgs.
Other Orgs. (role)

Description /
Operation

Evidence

SMS Sender ID
Registry (SSIR)

Singapore
(2023)

STIR/SHAKEN US

(2021)
Canada
(2021)
Itat Unibanco Brazil
SIM Swap API
Check (2023)

Spam Calls
Caller ID
spoofing of
trusted
organizations

Caller ID
spoofing

Robocalls

Infocomm Media
Development
Authority (IMDA)

Singapore Network
Information Centre
(SGNIC)

MNOs and SMS
Aggregators (technical
implementation)

Federal
Communications
Commission (FCC)
(Us)

Canadian Radio-
television and
Telecommunications
Commission (CRTC)
(Canada)

All organizations, domestic and
foreign, that send SMS messages
in Singapore must register with
SGNIC, the registry operator

Local MNOs are required to block
any SMS messages sent from an
unregistered local business

SMS messages originated
internationally, with a Sender ID not
in the registry are labeled as “likely
SCAM”

Enable MNOs (and fixed-line
providers) to verify that the caller's
ID information transmitted with a
call matches the caller's real phone
number

Categorizes the call into three
attestation tiers

The lowest-trust calls may be
labeled as "Spam Likely” or
"Unknown Caller," or blocked

Contributes to 20% decline of
SMS scam cases (2024)

Contributes to 39% decline in
SMS scam cases (2023)

US: 1,200 noncompliant
providers blocked and
disconnected from the network

lll. Telecom Security Standards / API-Enabled Network Security Architecture by MNOs

SIM swap
fraud

Itat Unibanco

Vivo (Telefénica
subsidiary in Brazil)

TIM, Claro (API check
MNO partners)

Infobip (cloud platform
integration)

Solutions to Protect Consumers from Fraud in Digital Finance

Bank queries the MNO in real-time
to verify if the SIM card linked to
the number has been recently
changed when the customer
attempts certain actions

The check allows the bank to
assess the risk level of the
transaction, blocking it or requiring
additional verification
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5 million SIM swap validations
per month (2025)

15% reduction in identity-
validation costs (2025)

10% increase in customer-
analysis efficiency (2025)



Organizations
Leader(s) Orgs.
Other Orgs. (role)

Problem Description / Evidence

Operation

Jurisdiction
(launch date)

Solution

SafaricomSIM  Kenya SIM swap Safaricom PLC Provide banks with a suite of Increase in SIM swap proactive
Swap Check fraud antifraud APIs to combat account investigated cases from 14
4 ATM (2023) Banks (integrate APIs takeovers through SIM swap (2023) to 47 (2025)
3? cinity API in their systems) checks Operationally contributes to
The ATM vicinity-check APl uses 87% decline in social
cell tower data to confirm that a engineering fraud (2025)
customer’s phone is physically near
the ATM during a withdrawal, o e e rote
blocking the transaction when the (2024) ’
locations do not align
IV. User Authentication Solutions / Authentication Regulations by Authorities
Strong European Weak European Commission  As part of PSD2, it mandates 10 times higher fraud rates
Customer Economic authentication multifactor authentication for most  when one party is outside the
o European Banking user-initiated electronic EEA, and SCA is not requested
Authentication  Area (EEA) Payment Authority (EBA) transactions (2023)
Requirements ) scams . Requires at least two elements of ~ 40% to 60% reduction in
(scA) National Competent  the following three: something only  fraudulent card payments (from
Auth. (implementation)  the user knows, something only the 2020 to 2021)
. user possesses, and something
|ndustry bodies on|y the user is
(manage rollout) Online card payments use EMV 3D
secure protocol
; Identity theft ; Require “liveness” facial biometric 59% drop in individual fraud and
::)\r,r::r ?:atory Vietnam and acZount (Sstgif) Bank of Vietnam verification and authentication for  theft cases (from 2024 to
Authenticati (2024) takeover « First login on a new device 2025)
uthentication (ATO) Ministry of Public * Single transfers over VND 10M 52% reduction in mule accounts
Security (MPS) and cumulative over VND 20M (from 2024 to 2025) Vv
(manages biometric ID ° Payments for gOOdS/SerVIceS
cards and VNelD over VND 100M
official identity o All international transfers
platform and app) Cross-check facial biometrics with

ID card chip, or VNelD platform

IV. User Authentication Solutions / Identity Verification and Biometric Authentication by FSPs and Market Facilitators

BBVA Mexico Mexico Identity theft  BBVA Mexico Allow pensioners to call the bank 140,000 pensioners use voice
and pension and use their voice to authenticate  passive authentication via
(2022) payments Veridas (tech joint against a prerecorded audio, phone (2022) v
fraud venture BBVA and das-  €liminating the need to visit 99.9% success rate enrollment
Nano) branches to receive their payments 5 seconds (2022)
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Solution

Jurisdiction
(launch date)

Problem

Organizations
Leader(s) Orgs.
Other Orgs. (role)

Description /
Operation

Evidence

95.1% success rate of
authentication in 3 seconds

(2022)
Wema Bank Nigeria Identity theft  \Wema Bank Require “liveness” facial biometric 59% drop in individual fraud and
Liveness Facial 9 y verification and authentication for  theft cases (from 2024 to
Biometrics (2024) gi‘;%‘;’/gtr Daon (tech provider) « First login on new device 2025)
(ATO) * Single transfers over VND 10M 52% reduction in mule accounts
and cumulative over VND 20M (from 2024 to 2025) \/
e Payments for goods/services .
over VND 100M 86 million dormant or
o All international transfers EE%'ZOIE‘;')Ient accounts removed
Cross-check facial biometrics with
ID card chip, or VNelD platform
Smile ID Ghana, Identity theft,  Smile ID Capture the user’s selfie to ensure  Nigeria (Paga):
Biometric Kenya account liveness and scans physical ID card  40% decline in identity-related
- S takeover Government Identity ~ ("SmartSeflie”) using OCR and fraud (2023)
Solution Nigeria, I . ifving th tch
Uganda (ATO), Authorities — (direct ventying they matc 7-9 minutes for onboarding
ch>uth A'frica spoofing integration) Cross-reference OCR extracted versus 2 hours before (2023)
" Synthetic data from ID with official database
and other identity fraud records via API, supporting low-
African and creation bandwidth environments
markets of multiple Verify whether the face of a "new” \/
accounts user matches a face already in the
(2017) database, even if user data (such
as name, phone, or ID) is different
Mastercard integrated Smile ID
into Merchant Digital Onboarding
Program and across Mastercard
digital platforms in Africa (2024—
25
Advance.Al Southeast Identity theft,  Advance Al Capture the user’s selfie to ensure  Allo Bank (Indonesia, 2022):
AvantGuard Asia account liveness and scan the physical ID 750,000 customers onboarded
Solutions takeover Government Identity ~ card (AvantGuard) using OCRand i a three-day event
(2021) (ATO), Authorities — (direct verifying they match 80% success rate
spoofing integration) gr?s?c—refeerencetQCR gx]:cracted 50% faster verification \/
; ata from ID, optimized for , . .
%)gn:t?f; |1(::raud Southeast Asian scripts, with Mc:mx (Tha:land, ?921)'
official database records via API 99% facial recognition accuracy

Five-minute loan from
onboarding to approval

Solutions to Protect Consumers from Fraud in Digital Finance 59



Jurisdiction Problem

Organizations
Leader(s) Orgs.

Solution (launch date) Other Orgs. (role)

Mastercard Global
Global

Biometric (2022)
Checkout

Program

Confirmation of UK
Payee (CoP) (2020)

“Cooling-Off,” Malaysia
Single Device

Rule, and “Kill (2023)
Switch”
Multilayered
Friction

“Money Lock” Singapore
(2023)

Identity theft,  Mastercard

account )

takeover Liveness technology
(ATO), providers

spoofing

Payment integration

Data breaches tech. providers

Online card
payment fraud

Description /
Operation

Standards replace card entry /
passwords with

o Certified liveness detection
(facial or palm recognition)

e Explicit user consent and control

e Mandatory tokenization

e Separation of biometric
authentication from payment
authorization to limit data liability

Evidence

Brazil (Pilot 2022):

95% approval rate with zero
false positives and zero
chargebacks

76% customer recommendation

10% increase in average
transaction value

V. Positive Frictions for Payment Transactions / Positive Frictions Regulations by Authorities

Autﬂorized ‘ Payment Systems
push paymen

CAPP) Regulator (PSR)
Misdirected Pay.UK

payments

Account Bank Negara Malaysia
takeover (BNM)

(ATO)

Unauthorized

payment

transactions

Unauthorized  Monetary Authority of

payment Singapore (MAS)
transactions

Solutions to Protect Consumers from Fraud in Digital Finance

Check the name the payer
provides against the name on the
recipient’s bank account records

Provide a real-time response
before the payment is sent,
indicating if the name is a “match,”
“no match,” or a “partial match”

12-hour “cooling-off” time delay
activates when a new device is
registered or for increase of daily
limits (transfers blocked)

“High-risk” transactions must be
approved via-secure in-app
authentication using a single
registered device

An emergency account lock (“kill
switch”) suspends account digital
access and outgoing transfers.
Reactivation requires branch visits
or eKYC verification

Allow customers to voluntarily
“lock” a portion of their funds that
cannot be moved via digital

60

53% drop in misdirected
payment claims (from 2020 to
2025)

30% drop in investment and
impersonation scams, and 32%
drop in invoice scams (from
2020 to 2025)

99% of Faster Payments are
protected, with 1.9 million
checks occurring daily (2024)

Decline in APP fraud (from Jun
2022 to Dec 2023)

52% decline in the number of
unauthorized transactions
involving malware and phishing
(2024)

RM 399 million in attempted
fraud prevented (2024)

370,000 users and S$30 billion
safeguarded, three times more
than previous year (2025)
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Organizations

Problem Leader(s) Orgs.

Jurisdiction

Solution

Description /

Evidence

(launch date) Other Orgs. (role)
The Association of
Banks in Singapore
(ABS)

Operation

transfers or mobile apps even the
fraudster gain full control

The activation is pure digital and
user-initiated, but unlocking
requires a visit to a branch or ATM

Malaysian banks introduced
similar features, viewed as more
reliable for asset protection (for
example, Maybank, OCBC,
Public Bank) (2025)

V. Positive Frictions for Payment Transactions / Industry-Led Payee Name Verification by FSPs (Prevention)

Authorized
push payment
(APP) scams

Invoice fraud

Misdirected
payments

Rabobank
Surepay

IBAN-Naam
Check

Netherlands
(2017)

When a payer initiates a transfer, it
performs a name-IBAN number
check against the recipient bank’s
records, returning a “match,” “close
match,” or “no match” before a
transfer is executed

Spun off from Rabobank (2020) as
Surepay, now offers CoP service in
the UK's and EU’s VoP

30% decline in bank-transfer
scams (Lloyds, UK, 2022)

67% reduction in incorrect
payments (Netherlands, 2020)

70% drop in invoice fraud, and
50% fall in misdirected
payments in the first nine
months (from 2017 to 2018)

VI. Behavioral Biometrics and Transaction Pattern Analysis / Behavioral Biometrics and Transaction Pattern Analysis By FSPs

Elo Card Fraud  Brazil Fir)ancciialbfraud Elo

Prevention (2024) gfclagl?t ae n ét’ Feedzai (tech provider)

System prepaid cards

Digio Credit Brazil Credit card Digio

Card Fraud (2019) transaction  kico (tech provider)

Detection Conductor (Banking-as-
a-service)

AmBank Fraud  Malaysia Jgentity theft, ~ AmBank

Management (2019) ccount GBG (tech provider)
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Create individual profiles of
cardholders by analyzing their
transaction histories and behavioral
biometrics (for example, typing
cadence)

Each card issuer sets its own fraud
rules, thresholds, and workflows

Monitor transactions and scores
risk in real-time, analyzing users’
transaction details, historical
patterns, and device data

Automated real-time conversations
with customers (for example, via
in-app message or SMS) to verify
identity

Monitors transactions across all
digital channels, analyzing
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90% reduction in fraud
reported by one card issuer
(from Q12023 to Q1 2024)

Rapid integration for more than
35 card issuers

Doubled fraud-detection rate,
to 60% (2019)

Increased customer contact to
72%, above market average
(2019)

RM 2.7 million prevented in
digital transactions fraud, under
4% false positive rate (2020)



Solution

and Endpoint
Protection

Jurisdiction
(launch date)

Problem

takeover
(ATO)

Payment
scams

Organizations

Leader(s) Orgs.
Other Orgs. (role)

Description /
Operation

transaction patterns, biometric
behavior, and account profiling

Integrate endpoint threats
detection, including malware,
phishing, and social engineering

Evidence

72% customer satisfaction, an
11% increase (from Q12019 to
Q12020)

RM 22 million prevented
potential application fraud
(2019)

VI. Behavioral Biometrics and Transaction Pattern Analysis / Behavioral Biometrics and Transaction Pattern Analysis by Payment Networks

Visa Protect

Fraud Pattern
and Anomaly
Detection
(FPAD)

Payguard

Mastercard
TRACE

Global
(2024)

Single Euro
Payments
Area (SEPA)

(2024)

Spain
(2020)

UK
(2018)

Account-to-

account (A2A)

payments
fraud

Money mule
accounts
networks

APP fraud

Money mule
accounts
networks

Payment fraud

Money mule
accounts
networks

APP fraud

Visa

EBA CLEARING

Iberpay — Spanish
Retail Payment
System Operator

Sopra Steria (tech
provider)

Mastercard
Pay.UK (UK)
BancNet (Philippines)

Solutions to Protect Consumers from Fraud in Digital Finance

When a customer initiates a
payment, the bank sends a query to
Visa via API

Neural networks analyze real-time
global transaction data, pooled
from all participating FSPs in
multiple networks, and generate a
risk score that FSPs use to block
transactions before funds settle

Analyze transactions across the
network to identify transaction
patterns invisible to banks

Payment Service Providers (PSPs)
query the central risk engine before
authorizing a payment, receiving
immediate risk alerts

Entities share data on suspicious
transactions and fraud attempts

Al engine analyzes transactions
and fund flows between accounts
of over 70 banks in real-time to
detect mule account networks and
generate a transaction risk score

Entities use the score as an input in
their risk transaction assessment,
and block high-risk accounts

Analyze fund flow patterns and
account histories to proactively
flag mule accounts
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UK: Detect 54% of fraud
transactions missed by banks,
and improved fraud detection
compared to the 40% pilot
average. Annual estimated
losses prevented of £330
million (2024)

Argentina: 73% fraud capture
rates (2024)

35% decline in fraud rates by
early adopters (and to exceed
60% when other indicators are
used) (2024)

37% drop in losses reported by
a bank (2024)

52% of accounts flagged were
fraudulent and unknown to the
banks (2024)

Another 20% of alerts provided
useful information for Al model
training (2024)

UK: 574,000 “matched
submissions” with a total
transaction value of £974



Solution

APP Scams
Reimburse-
ment Require-
ment

Project
FRONTIER+

"l can ACT
against scams”

Jurisdiction
(launch date)

Philippines
(2025)

Problem

Real-time
payment (RTP)
fraud

Organizations

Leader(s) Orgs.
Other Orgs. (role)

Description /
Operation

When a suspicious transaction is
identified, TRACE traces the funds
through subsequent layers of
accounts and sends alerts to banks
about suspicious accounts

Evidence

million since its adoption
(2023)

Philippines: over 100 potential
mule accounts flagged per
month (2025)

VII. Fund Recovery / Shared Liability and Reimbursement Regulatory Frameworks by Authorities

UK
(2024)

Singapore,
Malaysia,
Hong Kong,
Thailand,
Maldives,
South Korea,
Australia

(2025)

App fraud

Payment Systems
Regulator (PSR)

Financial Conduct
Authority (FCA)
(monitors compliance)

Financial Ombudsman
Service (FOS) (disputes
resolution)

Pay.UK (incorporated in
operation rules)

Victims are entitled to a refund of
up to £85,000 within five business
days, except in cases of customer
fraud or “gross negligence”

The loss is shared 50/50 between
the sending and the receiving PSPs

“Gross negligence” requires the
PSPs to prove the customer
ignored clear warnings, didn't
report the fraud promptly, or
refused to cooperate with
investigations

VII. Fund Recovery / Cross-Border Fund Recovery Operations

Transnational
scam
syndicates

Singapore Police
Force's Anti-Scam
Command (ASCom)

National Scam
Response Centre
(NSRC)

Anti-Scam Centers from
member countries

Bank Negara Malaysia
(BNM)

Allow real-time intelligence sharing
and coordinated responses by
connecting national anti-scam
centers of member nations

Provide the speed needed to trace
and freeze funds in real time

88% of money lost was
reimbursed to victims (£173
million) , an improvement from
64% under the voluntary code
(2025)

Only 3% of customers’ claims
were rejected, indicating no
evidence of moral hazard
(2025)

Coverage increased from 10 to
60 PSPs (2025)

3,400 accounts frozen, and
over S$2 million seized in a first
joint operation between
Singapore and Malaysia (2025)

32,600 banks frozen and
$$26.2 million in funds
recovered in an operation with
six regional partners (2025)

VIIl. Consumer Behavioral Campaigns / Actionable Frameworks by Authorities, FSPs, and Market Facilitators

Singapore
(2023)

All forms of
online financial
fraud

National Crime
Prevention Council
(NCPC)

Solutions to Protect Consumers from Fraud in Digital Finance

The ACT campaign urges the public

to add security features in their
devices (for example, ScamShield);

63

Contributed to a 26% decrease
in scams (first half 2025)




Organizations

Problem Description / Evidence

Operation

Jurisdiction

Leader(s) Orgs.
(launch date)

Solution
Other Orgs. (role)

check for scam signs and verify

Bridge the Singapore Police . . Decline in percenta e of social
awa?eness— Forgepzspp) USIt?ug t.tt‘:'St/e]fj Chla”ngls'ttfr’\' engineering scams (from 86.1%
action gap authorrties/ramily about theé scam  +4 78 8%) “in part due to public
Multichannel strategy: social education efforts” (2025)
media, ads, and bank partnerships Increase use of ScamShield as
anti-scam tool (2025)
“#BanksNever us Fraudulent American Bankers Distribute free co-brandable 94% decline in customer fraud
AskThat” requests of Association (ABA) marketing material: “your bank will losses in one quarter (Kish Bank,
2020 ersonal never proactively contact you to 2024)
P
sensitive ask for sensitive information” (such
information by as PIN, password, or social
banks security)
“Scam City” online game is used as
a "learn-by-doing” interface that
reinforces user behavior by
compelling players to make
decisions in simulated phishing
scenarios
"Hey Sister! Ghana Mobile money  Strategic Impact Provide accessible education to Increase in the percentage of
Show Me th Mal . fraud in the Advisors (SIA) women, encourage access to and women who do not share their
ow Me the alawl, rural and low- . use of mobile money, and address  PIN with anyone, from 21% to
Mobile Money!  Uganda literate women USAID (funding) the “last mile” of inclusion with 70% (2021)
(2020) population Women’s Global sessions with NGOs and coops. 60% of participants identified
Lack of Development and Use interactive voice response scam avoidance as the
Kenya, financial and Prosperity (W-GD), (IVR) technology, which allows campaign’s most effective
Rwanda, digital skills to (funding) users to listen to short, dramatized ~ impact 2021)
Tanzania use mobile i storylines covering a wide range of 538 0 individuals, includin
money Viamo (tech. partner) situations they face when using 177,00 women, participatedgin
LATAM services NGOs and Coops (local  DFS (for example, making the campaign (from 2020 to
partners) transactions and understanding 2021)
(2022) . fees), and crucially, how to identify
Airtel, MTN (MNOs) and avoid scams
VIil. Consumer Behavioral Campaigns / Gamified and Experiential Campaigns by Authorities, FSPs, and Market Facilitators
#Xiam (avoid)-  Singapore Lack of National Crime Life-simulation game players must Drive adoption of over 76,000
TheScam decision- Prevention Council identify and avoid various scam anti-scam measures, like
escams (2024) making skills  (NCPC) attempts to maximize the downloading ScamShield App
9 . = 9 ;
Campaign to identify and character’s “life” statistics and enrolling in ScamShield
avoid scams To drive participation, the alerts (2025

Solutions to Protect Consumers from Fraud in Digital Finance

campaign uses monetary
incentives to drive participation,

B4



Solution

“End of Scam
Sale” Campaign

"Beera
Mubangule" (Be
Aware)
Campaign

Jurisdiction
(launch date)

India
(2023)

Uganda
(2023)

Problem

Adoption of
available
protective
anti-scam
tools

Educating
about Al-

deepfake

scams

Adoption of
scam alert
channels

Mobile money
fraud in rural
and low-
literate
populations

Organizations

Leader(s) Orgs.
Other Orgs. (role)

HDFC Bank

Innovations for
Poverty Action (IPA)

Viamo (tech. partner)
Airtel

Solutions to Protect Consumers from Fraud in Digital Finance

Description /
Operation

prompting players to take real-life
anti-scam measures, such as
downloading Singapore's
ScamShield app

Educational “scam” campaign that
uses a video ad with attractive
deals featuring a deepfake
celebrity sponsored ad to trick
consumers, to then reveal and
explain the setup

The campaign’s call to action was
to join "Vigil Army” channel for
ongoing alerts about the latest
scams

Use interactive voice response
(IVR) technology, which allows
users to listen to dramatized real-
life-based scenarios of fraud
attempts, and be prompted to
make decisions at critical moments
(for example, “Press 1 to share your
PIN or Press 2 to refuse”)

The story branches to show
participants the impact of their
choice, a learning loop, and a core
“Stop, Check, Act” message to
build practical resilience
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Evidence

1.9 million people were “victims”
of this “scam” (2023)

820,000 new users joined the
“Vigil Army” WhatsApp alerts
channel (2023)

Positive endorsement from
government officials

5.7% of consumers reported
losing money to fraud in the
previous six months, down from
7.1%. In the case of women, that
number went from 8.3% to 5.7%
(2025)

People sharing their phone,
SIM, or PIN fell from 19.7% to
17.6% (2025), and checks if SIM
cards were unknowingly
registered with their national ID
increased from 21.2 to 24.9%
(2025)



Annex C. Other Interesting Examples of Solutions

The table includes initiatives that are interesting because of their collaborative nature, involving
multiple stakeholders, but for which we don’t have reported signs of success.

Initiatives are organized by solution type, and within each solution, by jurisdiction in alphabetical order.
The sources of this information are listed in the References.

Initiative: Name of the initiative and source citations.

Jurisdiction (launch date): List of the jurisdiction(s) in which the initiative has been or is planned to be
implemented and the year of the initial operation or announcement if it has not been implemented. In
many cases, the year of operation may differ from the year of announcement. Some initiatives have a
regional or global scope.

Organizations: List of the organizations that play a leading or co-leading role (decision-making).

Description / Operation: Description of key elements of the initiative’s operational model. For
regulatory initiatives, the description covers their key provisions. For technology-driven initiatives, the
description includes the main technologies used.

Al: Indicates whether the initiative uses artificial intelligence (Al) for its operation or explicitly requires
implementers to use Al applications. Does not indicate cases in which the initiative does not use Al but
indirectly relies on Al applications used by FSPs. For example, collaboration frameworks in which Al is
not core to their operation, but members may use Al applications to generate the information they
share with other members, are not considered Al.
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Jurisdiction Organizations Description /

Initiative

(launch date) Operation

l. Intelligence Sharing and Collaborative Action / Ecosystem Collaboration Frameworks—Multistakeholders

A multiregulatory framework, with the ACCC as the

Australia's Scams Australia Australian Competition and Consumer general requlator. strengthens anti-scam protection by
Prevention Act 2025 (2025) Commission (ACCC) holding certain digital platforms (including social media
(Australian Competition Australian Securities and Investments ﬂ?\}ggrposr) p?g\?g;'%’oic‘é%‘;t’gg?[%ﬁ ?(Ia(?or:)gr’filgge gﬁs?hzt?gr?
and Consumer Commission Commission (ASIC) and response to scams. Forthcoming mandatory sector
[ACCC], 2025; Parliament . o . codes will introduce specific requirements for
of Commonwealth of Australian Communication and Media  regulated sectors, working together with ASIC, the
Australia, 2025) Authority (ACMA) banking sector regulator, and ACMA for the
telecommunications sector.

Swift — Google Cloud Global Swift Leveraging Google's federated learning technology, the
Federated Learnin model learns from encrypted historical “fraud labels”

9 (2024) Google and “mule signals” provided locally by financial
(Swift, 2024, 2025) institutions, ensuring that financial crime is identified

without exposing sensitive message content,
complying with data minimization regulatory \/
requirements. Following the announcement in
December 2024, a pilot with 13 global banks, including
HSBC, Deutsche Bank, BNY Mellon, and Intesa
Sanpaolo, indicated the model identified twice as many
fraud anomalies as models trained on isolated bank
data. The initiative is moving to the live-data validation

phase.
Project AIKYA, Federated  Global Kinexys A collaborative initiative that aims to detect complex
Learnin cross-border fraud and money laundering using
9 (2025) JP Morgan federated learning. The operational model does not
(BNY, n.d)® move sensitive customer data from the banks' secure
o BNY servers but trains Al models locally at each bank, \/

sharing only the mathematical patterns (updates) to
improve detection accuracy and reduce false alarms.
Following a successful proof of concept in August
2025, the project is advancing to a 2026 pilot phase to
validate the technology using real-world transaction
data.

39 For additional details see https://www.bny.com/corporate/global/en/about-us/technology-innovation/artificial-intelligence/project-aikya.html.
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Jurisdiction Organizations

Initiative

(launch date)

Description /
Operation

Il. Detecting Fraudulent Advertising and Fraud / Monitoring of Fraud Risks by Authorities

CONSOB Investment Italy Commissione Nazionale per le Societa
Advertisements Filter (2024) e la Borsa (CONSOB)
(CONSOB, 2024) Google
Regnology Supervisory Low- and middle- Regnology
Hub income countries .
Gates Foundation
0 (LMICs)
(Regnology, 2025) Financial regulators
(2025) J

Joint development of an Al/ML-powered digital filter
that will analyze and block advertisements for
fraudulent investment schemes before they are
published on Google's platforms. Currently in early
development

Equip financial regulators from low- and middle-
income countries (LMICs) with a standardized and
customizable SupTech platform at a lower cost. It
includes a DFS data collection module that ingests
granular, near-real-time transaction data, along with
advanced Al engines and preconfigured template
reports to enable supervisors to detect and mitigate
prevalent fraud patterns, hidden charges, and data
misuse.

VI. Behavioral Biometrics and Transaction Pattern Analysis / Behavioral Biometrics and Transaction Pattern Analysis By Payment Networks

Tazama Open Source BCEAO Banque Centrale des Etats de I'Afrique
AntiFraud Surveillance de I'Ouest (BCEAO) (WAEMU)
(2024)
Platform . .
Linux Foundation
Global

(Tazama, nd.) Gates Foundation

A low-cost shared customizable utility for national
payment switches and regulators, enabling them to
monitor the system and flag and block suspicious
transactions in real time. Banks route their transaction
data through a single national Tazama instance that
evaluates it against known fraud patterns (a rule-
based engine), providing explainability. Tazama is also
incorporating Al to spot new, unknown threats.

VII. Fund Recovery / Shared Liability and Reimbursement Regulatory Frameworks by Authorities

Shared Responsibility Singapore Monetary Authority of Singapore
Framework (SRF) (2024) (MAS)
(MAS, 2024a)* Infocomm Media Development

Authority (IMDA)

Shifts the burden of fraud from consumers to
institutions, including banks and MNOs (for SMS-based
scams). Following a "waterfall" model, the SRF assigns
liability for scams through a hierarchical sequence of
institutional responsibility. The financial institution is
the primary liable party, bearing the loss if it breaches
its duties or if both it and the MNO fail simultaneously.
If the institution is proven to be compliant, but the
MNO has failed its obligations, liability shifts to the
MNO. The consumer is only held responsible for losses

40 For additional insights, see Regnology Supervisory Hub, https://www.regnology.net/en/solutions/for-regulators/regnology-supervisory-hub/.

41 For additional details, see https://www.mas.gov.sg/regulation/combatting-scams.
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Jurisdiction Organizations Description /

(launch date) Operation

if an investigation confirms that both the institution
and the MNO flawlessly executed all of their mandated
security responsibilities.

Initiative
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Annex D. Typology of Financial Fraud

Risk Type*? Brief Description

Advance fee scams Offering a large, unrealistic sum of money or benefit such as lottery winnings, inheritances,
or loans in exchange for upfront fees. (Association of British Investigators 2023; European
Payments Council 2024, Fraud.net n.d.; Lloyds Bank n.d.; Morgan Stanely n.d.; US Securities
and Exchange Commission n.d.)

Authorized push Manipulating a victim into willingly transferring money from their own financial account to
payment (APP) scam  an account controlled by the criminal (Cob 2026; Holmes 2026; Sift 2024; PSR n.d)

Baiting Using false promises (such as ads or online promotions) to trick users into sharing personal
information or installing malware (Adguard 2025; Hinojosa 2024; Keepnet 2026b; Thomson
Reuters 2023)

Biometric ID fraud Manipulation or spoofing biometric identifiers (for example, fingerprints or facial

recognition), allowing criminals to execute financial fraud (Banking Association South
Africa 2025; Identity Management Institute 2026; Smile ID 2024a)

Card-not-present/ Unauthorized use of credit card details with no physical interaction between the card and a
remote card point of interaction at the time of the transaction (Carvalhais 2025; European Payments
transaction fraud Council [EPC] 2024; Stripe 2024)

Counterfeit device Risks arising from the use of counterfeit or tampered devices to access financial services,

enabling malware deployment, theft of personal or financial data, and unauthorized
transactions, often accompanied by degraded device performance (Hong Kong Customs
and Excise Department 2026; Kielty 2019)

Credential stuffing Injection of leaked username and password pairs into login forms across multiple platforms,
allowing fraudsters to obtain credentials through data breaches, phishing, or password
dumps and identify valid logins and access financial accounts (F5 Labs Threat Research
2021; Fortinet n.d. b; Imperva n.d; Mueller n.d., Poza 2023)

Crypto investment Various forms that include fake initial coin offerings, fraudulent crypto exchanges, or
scams liquidity-mining apps that drain wallets and pump and dump schemes (Chainalysis 2025,
2026; Federal Bureau of Investigation [FBI] n.d.)

Customer A customer is contacted by a fraudster impersonating technical or customer support for a
support/call center financial institution or cryptocurrency exchange, or a fraudster poses as a customer to the
fraud call center and manipulates either the customer or staff into disclosing personal

42 This list is not exhaustive but is based on our recent review of the evolution of fraud described in section Il. In addition,
certain risks overlap. For example, some scams like phishing are a primary driver of other risks like APP scams.

Solutions to Protect Consumers from Fraud in Digital Finance 70



Risk Type*? Brief Description

Deepfakes

Digital Ponzi and
pyramid schemes

Infrastructure
compromise

Internal fraud

Man-in-the-middle
attacks

Mobile app fraud

Mobile browser fraud
/ pharming

Mobile device theft

Phishing

Pig butchering
(romance/relationshi
p scams)

Pump and dump
schemes

information that is then used to access and defraud the customer's financial accounts (Call
Center Studio 2023; FBI 2022; Funicelli 2024; Saxena 2025)

Al-generated or altered images, audio, or video designed to impersonate a real person and
convince user to send money (Gregory 2025; OWASP 2022; Yasar 2025)

Schemes often leveraging Al and crypto currencies, where early investors are paid with
money from new investors, often promising unsustainable high returns (Kohn, Kohn &
Colapinto 2025; FBI n.d.)

Malicious attacks on digital infrastructure such as ATMs, point-of-sale terminals, or mobile
money platforms and use of deception to lure users to compromised systems (Burnete
2025; Cymulate 2025; Finextra 2026; Grant 2026; GRC Solutions 2026; Mastercard 2024)

Unauthorized access to customer data or unauthorized fees by staff or agents, which is
eventually used to defraud customers (Coble 2020; Nasdaq Verafin 2021; PYMNTS 2025;
Soni 2025)

Fraudsters position themselves between the financial institution and the customer,
allowing them to intercept and manipulate communications without detection with the aim
of collecting data or banking details and eventually use them to convince the customer to
convince the customer to transfer funds (Baker 2025; Fortinet n.d., a.; Lindemulder and
Kosinski 2026).

Installation or misuse of malicious or spoofed applications, including cloned or
impersonated apps that mimic legitimate brands through copied logos, names, or claims of
official affiliation, distributed via official app stores or third-party marketplaces to deceive
users, steal credentials, harvest payment data, deploy spyware or malware, and redirect
consumers into broader scam ecosystems (Barone 2025; Basatwar 2025; Cooper 2024;
Odulio 2026; Rubia 2025)

Redirection to fake websites to steal credentials or financial data (Avira 2025; Rafter 2022;
Zimperium 2025)

Physical device theft that exposes sensitive personal data, enabling fraudsters to conduct
unauthorized financial transactions and impersonate the device owner to perpetrate social
engineering and fraud (BioCatch 2024a; Promon 2025; Ranjan 2023)

Fraudulent emails disguised as reputable sources to steal personal data, eventually used to
defraud customers (Kosinski n.d.; Scott 2025; Thomson Reuters 2023)

Using fraudulent online relationships to lure victims into bogus crypto schemes (FBI n.d,;
Han and Button 2024; National Cybersecurity Alliance 2024; TRM Labs 2024)

Hyping low-value stocks or crypto by spreading false or misleading information (via social
media) to create a buying frenzy, then selling their own shares at inflated prices
(Chainalysis 2025, 2026)
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Risk Type*? Brief Description

Quid pro quo A scammer promising a benefit or reward (for example, low interest loan) to trick users into
sharing sensitive information or granting device access (Keepnet 2026a, Thomson Reuters
2023)

Quishing Use of malicious QR codes to redirect users to fake login pages, allowing fraudsters to
steal login credentials and commit fraud (Kaspersky n.d.; Kosinski n.d.; Nadeau n.d.;
Proofpoint n.d.)

Smishing SMS phishing using urgent text messages to lure users into clicking malicious links and
sharing personal data (Kosinski n.d.; Scott 2025)

Sympathy scams Emotional manipulation (often via social media platforms) to steal money, via fake hardship
stories or refund requests (Security Through Education 2024; Spallin 2021)
Unlicensed digital Fraudulent schemes promoted digitally via websites, social media, or text messaging that

investment schemes market unlicensed investment opportunities and pay returns to existing investors using
funds from new investors rather than from any legitimate, profit-generating business
activity (Solli 2020)

SIM swapping Unauthorized account control via SIM manipulation, enabling fraudsters to intercept calls,
texts, and authentication codes after obtaining personal data through social engineering,
social media, or data breaches and impersonating the victim to the mobile carrier or agents
or mobile network staff, manipulating customers into disclosing information that facilitates
a SIM swap (EPC 2024; GSMA 2020; Meda 2025; Wambugu 2024)

Synthetic identity Mixing real and false identities to create a new identity that is used to commit financial
fraud fraud (Equifax 2026; Federal Reserve Banks 2021; LexisNexis 2023; Renshaw 2025;
TransUnion 2025b; Waugh 2024)

Vishing Calls, often automated or impersonating officials, used to trick victims into revealing
information used to defraud the user (Kosinski n.d.; Scott 2025)
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